Pexomenaanum no padore ¢ npe3eHTanue
TEeMaTH4YeCKOI0 YPOKa Ha TeMy:
«HEnerckue urpsi 2.0: Ipon nonesoJie»

IJens ypoka — MOTUBHPOBATh O0YYAIOLINXCS HA BBIPAOOTKY JIMYHOM CTPAaTErMy IPaMOTHOTO MOBEACHHS B CUTYAIUSX PAcTyLIMX (PUHAHCOBBIX
PHUCKOB U (pMHAHCOBOI'O MOIIIEHHUYECTBA.

3adauu ypoka:

® 3aJIOKUTH y 00Y4YaIOLIMXCSI OCHOBBI TPAMOTHOI'O (PMHAHCOBOI'O MTOBE/ICHNUS;

e cdopmupoBaTh y 00yUYaIOMIKUXCS NPEACTABICHNE O IPU3HAKAX CUTyalnidi (MHAHCOBOTO MOILICHHUYECTBA, a TAKXKe MPU3HAKAX (PUIIHHTOBBIX
U APYTUX MOIIEHHUYECKUX CXEM;

® HAay4UTh O0YYAIOLIUXCA:

- pacro3HaBaTh yrpo3y MOIIEHHHYECTBA U HE COBEPILATH JIEHCTBUI IO IUIATEKaM U [IEPEeBO/IaM B I0JIb3Yy MOIICHHUKOB,;

- MHCIOJIb30BaTh ANTOPUTMbl JACHCTBUM B THUIHWYHBIX CHUTYalUsX, CBS3aHHBIX C BO3MOXKHBIM MWJIM YXKE€ COBEpILICHHBIM (DHHAHCOBBIM
MOIIIEHHUYECTBOM;

- IPpEANPUHUMATH MEPBI IIPETOCTOPOKHOCTU IIPU UCIIOJIB30BAaHUHU PA3JIMYHBIX BUI0B JCHET U POBEICHUN ONIEpaliil ¢ HUMU;

- KPUTUYECKU OTHOCHUTBHCS K NPEATIOKEHUSAM C IIPU3HAKAMU J1aBJICHUS, MAHUITYJIMPOBAHUS, MOIIEHHUYECKUX JACHCTBHI;

® [IOHMMAThb U OCO3HABaTh, YTO 3a BCe (PMHAHCOBBIEC PEUICHUS] OTBETCTBEHHOCTh HECET COOCTBEHHUK CPEJNICTB, 1a)K€ €CIIU PELICHUs PUHSTHI
10/ BIUSTHUEM peKJIaMbl U 1I0J1 AaBJIIEHUEM MOILIECHHUKOB.

MeTtonuyeckuii MaTepuan HOCUT PEeKOMEHATeNbHbIM XapakTep; MpenojaBaTelib, IPUHUMasi BO BHUMaHUE OCOOEHHOCTH 00yUYaroIUXCsl, MOXKET
BAPBUPOBATH 3a1aHUs, UX KOJIUYECTBO, MEHATD DTallbl 3aHATHS.



Caaiin (conep:xaHue cJiaiiia)

KomMmeHnTapuii 1J1s yuuTes

Ciaiin 1

TEMATUYECKWUW YPOK

HEAETCRHUE UTPbl
LPON NOHEBONE

Cornacno ananutuyeckuM gaHubiM [{b P® no utory 3 kBapraia
2024 rona, OCHOBHBIMM MHCTPYMEHTAMH, KOTOPbHIC HCIOJIb3YIOT
MOIICHHUKH, TO-TPEKHEMY OCTAIOTCS COLMAJIbHAS WHXKEHEPHS,
(GUIIMHTOBBIE aTakW, OJHAKO JHAUPYET 1O KOJUYECTBY
NpecTyIuieHni  TeneoHHOe MolmeHHH4YecTBO. boiee Toro
CerofHsIIHee BpeMsi 0co00 OMacHO, MOCKOIBKY BBHJY BBICOKHX
IPOLEHTHBIX CTAaBOK II0 BKJaJaM HaceJeHUE HE TOJbKO
pa3MeniaeT CBOM COepeKeHHsI, KOTOPbIe HAXOAUIIHUCH J0Ma «I10]1
MOTYIITKOW», HO M TIEPEBOAMUT CBOH CPENICTBA ¢ (DOHIOBOTO PHIHKA
(pplHKa IIEHHBIX OyMar) B JIEHEXHBIH PBIHOK (BKJIaAbl). DTO
IpEJICTaBIsIeT Uil KUOEPMOIIEHHUKOB OCOOBIX HHTEpEC He
TOJIBKO C TOYKHU 3PEHHS COLMATbHOM MHKEHEPHH, HO U C TOUKH
3peHUs] KOMIBIOTEPHBIX aTak. B CBs3M ¢ 3TUM MBI JOJIKHBI
CIeINTh 3a TPEHJIaMH MOILIEHHUKOB, BEllb «IPEAYNPEKICH
3HAYUT BOOpYXeH». OAHAKO Yy MOIIEHHUKOB UMEIOTCSI POOIEMBbI
C TaKk Ha3blBAEMbIM «OTMBIBAHHUEM» JE€HEXKHBIX CPEACTB. ITO
03HAYaeT, YyTO KHUOEepnpecTymHUKaM HEOoOXOJUMO NpPUJATh BUJ
3aKOHHOTO BIAJCHHS JACHEKHBIMU CPEACTBAMH, KOTOpBIE OBLIN
MIOJIyYEHBI, HAIpUMEp, B pe3ynbTare KubepMomieHHnyecrna. Jis
ATUX uenen MOUIIEHHUKH MPUMEHSIOT pa3IuyYHbIe
«AHCTPYMEHTBD», HAaIPUMEp, IPUBJIEKAIOT K 3TOMY IPOLECCY TaK
Ha3bIBAEMBIX APONIIEPOB.




Caaiig 2

— HEOETCKME UI'PbI 2.0: APOMN NMOHEBOJIE

APONMNEP

Yenoeek, KOTOPbLIA MCMNONb3YyeT CBOM
KapTbl ona obHanUUMBaHWUA UK
TpaH3uTa (QancHelweln oTNpaBKM)
MOXMLLEHHbBIX AEHEXHbIX CPEACTB

Jponmepbl — 3TO JHIa, KOTOPhIE UCHOIB3YIOT CBOM KAapThI JUIS
OOHAIMYMBAaHMS WIM TpaH3WTa (JaJdbHEHIIEH  OTIpPaBKH)
MOXHUIICHHBIX JICHEKHBIX CPEJICTB.

Caaiin 3

HEOETCKWE UIPbI 2.0: APOM NOHEBOJIE ®J
NONYNAPHLIE CNOCOGbLI BbIBOAA AEHEN

/~
I

Mepesog & KpUNTOBANOTY

C «4NCTOro NNacTuKa»

(B3HOC AEHEKHbIX CPEACTB Ha KapTy
[pona, paHee He y4acTBOBaBILYO

8 COMHUTENLHLIX Onepaunax)

Mepeesoa B KpUNTOBANKOTY N
cpa3sy ¢ kapTbl NOTepneslero

N
(c Tak Ha3biBaEMoro
«rPA3HOrO» NNacTuka)

V

ObHanuuneaHue,
AKKYMYNMPOBaHWE KPYMHbIX
AEHEMHBIX CYMM,

OBHanuuMBaHWe KpynHbIx
[AEHEMHBIX CYMM, TPAHCNOPTUPOBKA
B IPYrOi PErMoH 1 B3HOC

Ha «4UCTbIA» NNACTHK, Aanee
MexBaHKOBCKUE NepeBoabl

ObHanuymBaHwe,
KKYMYNIMPOBaHWE KPYMHbIX
[AEHEHHBIX CYyMM,

€ NocneayloLeit NOKyNKoi
KpUNTOBaNioTb!

C nocnenyoLei NOKynNKoM
BanioThl > =

CorynacHO MaTepuajiaM pa3JIMdHbIX OaHKOB HauOoiee
HOMYJSPHBIMU  CIOCO0aMM  BBIBOAA TMOXMILIEHHBIX JIEHEXKHBIX
CPENCTB SIBJISAIOTCS:

- IIEpEBOJ B KPUIITOBAIIOTY Cpa3y ¢ KapThl MOTEPIEBLIETO,
C TaK Ha3bIBAEMOT0 «I'PSI3HOI0» TUIACTHKA;

- IIEpeBOJ B KPHUIITOBAIIOTY C «YUCTOIO IUIACTHUKa», T.C.
B3HOC JICHE)KHBIX CPEJICTB Ha KapThl Jpoma, KOTOpas paHee He
y4acTBOBaJIa B COMHHUTEBHBIX ONEpaIusiX;

-OOHAJIMYMBAHUE, aKKYMYJUPOBAHHUE KPYIHBIX JI€HEKHBIX
CyMM, C IOCIEAYIOIIEH MOKYIIKOW KPUIITOBAJIIOTHL;

-OOHAJIMYMBaHUE, aKKYMYJIHMPOBAHUE KPYIHBIX JIEHEKHBIX
CyMM, C IIOCIEAYIOIIEH IOKYIIKOW BaJIFOTHI;

-00HaJIMYMBaHUE KPYITHBIX JIEHEKHBIX CYMM,
TPaHCIIOPTUPOBKA B IPYTrOM PErMOH B3HOC HA «UUCTBIN» IIACTHK
U Jajnee MeKOaHKOBCKHE TIEPEBObI.

Caaiing 4

OpFaHI/ISaHI/ISI HpOTHBOHeﬁCTBHH «OTMBbIBAaHUS» JCHEXKHBIX




HEOETCKWME UIPbl 2.0: OPOMN NOHEBONE

«0 npoTuBoaeiicTBUYU Neranusanuu
(oTMbIBAHUIO) AOXOA0B, NONYUYCHHDBIX
NPECTYNHLIM NYTEM,

U GUHAHCUPOBAHUIO TCPPOPUIMAY»

N L OpraH13auns NPOTUBOAEHCTEMA «OTMBIBAHWA» AEHEXHBIX CPEACTB, NONYHEHHbIX HE3aKOHHbLIM NYTEM,
~ pernamenTupyetcs 115-03 («O npoTUBOAEHACTEWIA Neranu3auumn (OTMbIBaHWIO) JOXOO0B,

NONYYEHHbIX NPECTYMHBIM NYTEM, U (HMHAHCMPOBAHWIO TepPOpU3Man)

CPEZCTB, MOJYYCHHBIX HE3aKOHHBIM IYyTEM, PETJIAMEHTHUPYETCS
115-®3 («O mnpoTUBOACHCTBUM Jieraiu3aluid  (OTMBIBAHHUIO)
JIOXOJIOB, MOJIYYE€HHBIX MPECTYIMHBIM NYTEM, U (PUHAHCUPOBAHUIO
TeppopusMay). PaccmarpuBaemasi B HACTOSIIIIEM YpPOKE TeMaTHKa
SBIISIETCA OCOOCHHO aKTyaJbHON B COBPEMEHHOM JKU3HU.

Caaiug 5

—— HEOETCKWME UIrPbI 2.0: OPOMN NOHEBOJIE

p=
TENE®OHHOE MOLIEHHWYECTBO

(y XuiweHuli npoucxoaut
° AUCTAHUUOHHO

eerofjHo pacter
—/ KOMUYECTBO NpecTynAeHull
U 06eM NOXULLEHHDIX CPeACTB

He Oyzner npeyBenuueHneM ckas3aTb, YTO NMPAKTHUYECKU KayKIbIN
POCCHUSIHUH CTAQJKHUBAJICA C TEIEPOHHBIMH MOIIEHHUKAMH.
Bonpoc 3Hanmii B cdepe KuOeprpecTyruleHud ocTaeTcst Io-
MPEKHEMY Ba’KHBIM, €r0 aKTyaJIbHOCTh PACTET B T€OMETPHUYECKON
nporpeccuu. CornacHo craructuke, 80% XUIIEHMH CpENCTB
IPOUCXOIUT TUCTAHIMOHHO, OOJIee TOro €XKErofHO pPacTeT He
TOJIKO KOJIMYECTBO MPECTYIUIEHUH, HO U 00BEM MOXMIEHHbIX
CPEJCTB.

Caaiig 6

Cxema menegponnozo mouwienHuYecmea ¢ UCNOIb306AHUEM
nopmana «locycayzuy




-
"KREMC #1

(cxema lNocycnyru)

ﬂDO,D.MVIJ'Ia AKTUBHbIN KAMEHT KpynHoro cbenepaanorD 6aHr<a, roe MeeT 3apnnaTHYIIo KapTy, HaKonuUTeNbHbIA cHer,
BKNag U Apyrue 6aHKOBCKME NPOLRYKTHI.

ﬂlOﬂ,MVIJ'Ia pewwnna MHBeCTUPOBaTb CGEDEH(EHWFI B CTpoAuleecs XWNbe, Npeanonaranack Lle]pDBEFI CAenka, To eCTb
noanncarue OOY (noroeop A0NEBOro y4acTua) ¢ noMolwbio YKIM (ycuneHHasa KeanuduuMpoBaHHaa 3NEKTPOHHAR

noanunch), ABNAIOLLEACA SNEKTPOHHBLIM aHANOroM PyKonNUCHOK noanucu. Moka JlioaMuna oxuaana «Beinyckar YK3IM,

MOCTYNWA 3BOHOK OT «COTRYAHWKa» [0CyCcnyr, COOBLWMBLIEro, 4TO Ha &e UMA NPULLNO NUCHMO. 3N0YMBbILNEHHUK
YTOYHWN, KaKoW cnocob nepenayy NMcbMa Hanbonee yaobeH: NOCPeACTBOM 3N1EKTPOHHCA NOYTLI MK OTNPaBKOM Ha
AOMalHKIA af1pec, KOTOPbIA Obln Ha3BaH MOWEHHWKOM KOpPeKTHO. flioaMuna, He 3anofospKB NoABOXa, NoNpocKna
HanpasuTb NUCLMO Ha aApPec 3NeKTRPOHHON NoYThI (ANA YCKopeHus npouecca). [naA aToro «cotpyaruUkm» Mocycnyr
HanpasuK Ha ee Tened)oH CMC-Koa M NONPOCUNK ero NPoAnKToBaTL. Yepes 10-15 MUHYT, NOCNE TOFO Kak CMC-KOA
6bIN Ha3BaH, *KeHWMHa pewuna ewe pas BHAMaTENbHO NPOYMTaThL HanpaBneHHoe el CoobLieHKe U oBHapyKuna,
YTO B €ro cofepkaHui ecTb MHhopMaLma o cMeHe napona Ha noptane Focycnyr. Mpu nonkiTke 3aiiTh B cBoit JIK
Ha [ocycnyrax oHa yBUAena, 4To gocTyn 6bin yxke Gonee HeBo3MOXeH. [lponsoluna cMeHa napons

Adobe Acrobat Reader Helper

3JI0YMBIIIJIEHHUKU CTAaJIU aKTUBHEE KCIIOJNb30BaTh MOPTAJ
«locycniyru» B cBoux cxemax. Benp, moaydumB JOCTyNm K
«["ocyciiyramMm», MOILLIEHHUKH IOJIY4alOT CamMoO€ IJIaBHOE: HAIIU
UCYEpIbIBAIOIINE TepCOHANbHbIE JaHHble. Kak u3BecTHO, Ha
[OpTajle UMEIOTCS TaKUe CBEACHMsI, KaK MAacIOPTHBIC JIaHHBIE,
NHH, CHNJIC, OMC, BOIUTENIbCKOE YAOCTOBEPEHUE U TIpOUEE.
Camoe 0e300MaHOE, YTO MOTYT CIENaTh MOIIEHHUKH, — 3TO
npoJaTh HalIM NEPCOHAIBHBIE IaHHBIE 3JIOYMBIIICHHUKAM, a
TaKXke, Hampumep, OPOPMUTH MHKPO3aiM, HCIONB3Ys MOPTal
«[ocycnyruy amns mOATBEPKIAEHUS TUYHOCTH B HEKOTOphIX MDO
(MUKpO(HHAHCOBBIX OPTaHU3AIHSX ).

B nomonHeHne K yXe IMIMPOKO U3BECTHBIM CXeMaM
MIOJIyUEHUSI CMC-KOJla, IOJATBEPXKJAIOLIET0 CMEHY Mapois, ¢
MOMOIIbI0 COLUUATbHON WHXKEHEPUHM TMOSIBIIIUCH HECKOIBKO
HOBBIX BO3MOXHOCTEH aTak Ha KOHTAKThl CIIYy>KObl HOJJEPKKH
ceppuca. OIHUM M3 MOCIETHUX METOJOB SIBISETCS MyOIMKaAIuUs
(elikoBbIX HOMEPOB ci1ykO0bI mogaepkku «I'ocyciyr». [{nst atoro
MOILIEHHUKH TIOJAJENBIBAIOT CIPABOYHBIC CANTHI, MyOJUKYIOT Ha
HUX (eiikoBeie HOMepa cinyxk0 mojaepkku «locycmyr». Uepes
HUX 3JIOYMBIIUICHHUKH TIOXUIIAIOT JOCTYNl K aKKayHTaMm
MoJIb30BaTeNe TMoprana, Jajee ¢ MOMOIIbI0 IOHMCKOBOIO
npoaBukeHHs 1o0uBatoTcs ux nosiienus B TOII-10 mounckoBbIx
cucteM. [IoMUMO 3TOro, 3JI0YMBIIIJIEHHUKH pPacChUIalOT CMC-
COOOIIeHUsI O SKOOBI HEYJAYHOW TMOMBITKE BXOAAa WU B3JOMa
aKKayHTa U B HHMX JK€ YKa3blBalOT IOJJICIbHBIA HOMEp CIyXKObl
noafaepKku. OCHOBHas ONAacHOCTb JUIsl TpaXkJaH 3/eCh
3aKJII0YaeTCss B TOM, UYTO OHM MCKPEHHE BEpST, UTO
JENCTBUTENbHO OOpaTWIMCh B CIYKOy MOAJEPKKH IopTaja U
TOTOBBI BBITIONHATH KOMaH/Ibl MOIIEHHUKOB. Kak Mbl BUIUM, B
OTHOIIEHUU <OKEPTBBI» 3/1eCh ObUIM HCIOIB30BaHbl METObI
«COIMAIILHON WH)KEHEPUU», BEIb 3JIOYMBIIUICHHUKAMH OBLTH
Ha3BaHbl €€ «JYyBCTBHTENbHBIe» mgaHHble: OUO, aapec
AJIEKTPOHHOW MOYTHI, aJApeC MOCTOSSHHOM PErucTpaluu, J1a U B




[[EJIOM OHa JKJajia 3BOHOK mo ¢akty rotoBHoctd YKIIIL. Dto
MPUBETIO K YCHIIUICHUIO OAUTENBHOCTH U moTepe noctyma JIK
nopraina ['ocycinyr. OueBUAHBIM ACHCTBUEM CO CTOPOHBI JKEPTBbI
JIOJDKHAa Obuta  OBITh  BepU(UKAIMS CMC-COOOIIEHUS Tepen
03BYYMBAaHHUEM CMC-KOJ1a MOIIICHHUKAM.

Kpome Ttoro, met oOonxcnuer 6cecoa nomnums, umo
compyonuku nopmana «locycnye» Hukoz0a He 360HAM
zpasxicoanam, mem do.siee ¢ MOOUIbHHIX HOMEPOE

Caaiin 7

HEOETCKME MI'Pbl 2.0: OPOM NMOHEBOJIE

=
"REMC #2

(cxema Fake Boss )

CoTpyaHwvKy oaHoro 13 By3sos ropoaa Mockssl B Telegram npuwno coobuieque
OT peKTopa STOro By3a O TOM, YTO B OTHOLUEHWW 06pa30BaTEIbHOMO YUPEKAEHWS
NPOXOAUT NPOBEPKE CO CTOPOHBI MPaBOOXPaHUTENbHBIX 0PraHOB

B 4acTW pacnpoCcTPaHEHWA NEPCOHANbHbLIX AAHHbIX.

«PeKTop» NOACHWS1, YTO paHee caM OH Y>Ke 0BLLancs Ha faHHyIo TEMY 1 Npeaynpegun
COTPYAHWKa 0 TOM, YTO CKOPO MOCTYMNUT 3BOHOK OT NpeacTaButena MBL.

,D,anee, Kak Bbino ckazaHo paHee, ¢ COTPYOAHWUKOM CBA3aNca NpeactaBUTENb
NpaBoOXpPaHUTENbHbLIX OPraHoB C CODéLLLeHl/IEM 0 TOM, YTO OT MMEHW XKepTBbl
NPOBOAATCA HE3AKOHHbIE qJMHaHCOBb\e onepaunn 1M 4NA COXPaHHOCTU CGEDE}KEHMﬁ
Ha BpeMa cneacrema HEOGXOAMMO nepesecT CBOU ﬂ,eHbrM Ha “CHELI,I/IaﬂbeIIZ)-" cHeT

Mowennuuecmeo no cxeme Fake Boss

Hapsny ¢ TtakumMu QopMamMu MOLIEHHHYECTBA, Kak B3JIOM
YYETHBIX 3amuced Ha mnoprane «l'ocycimyru», 3BOHKOB OT
«corpynaukos» IIb P®, ®Cb, MB/I, npokypaTypsl U ApYIHX,
TaKk)Ke M3BECTHA Takas cxeMa, Kak Fake Boss. CxeMa moBosibHAs
IPOCTa: 3JOYMBIIUIEHHUKH BBIJAIOT ce0sl 3a PYKOBOJIUTENS
JKEPTBBI, THUIIYT €H CcooOleHne B HamOoIee MOIMyJISPHBIX
MECCEHIKEPaxX 0 HE00X0AUMOCTH IIEPErOBOPUTH c
MPEJICTABUTENIEM «IOJULUNY, «IpO(UIBLHOT0» BEIOMCTBA WIIU
JpYTMM  TOCYJapCTBEHHbIM opraHoM. [lpm  panpHelniem
B3aMMOJICHCTBUM C TAaKUMU «IIPEICTAaBUTEISIMI» 3TO IMPUBEIET K
TOMY, YTO EPTBA NEPEUUCIIUT CBOM JCHEKHBIE CPEJICTBA HA TaK
Ha3bIBa€Mbl€ CIEIalIbHbIE/0e30I1acHbIE CUETA.

ANTOPUTM CIIEIYIOIINN:

- co3maercs JuO0 (PEWKOBBIM aKKAyHT pYKOBOIUTENS B
MecceHpKkepe (MpU  3TOM HCHONb3yeTcss Bcsid HeoOXoaumas
nH(popMalns, pa3MelIEHHas Ha caiiTe opraHu3ali, B KOTOPOH
paboTaeT xepTBa, HaNPUMEp, FOCYIapCTBEHHBIE OpPraHU3aINH, B
YaCTHOCTH, 00pa30oBaTeIbHbIE YUPEKACHUS: BY3bl, IIKOJBI U T.1I.),
7100 B3JIaMBIBAETCSI peasbHbI aKKayHT PYKOBOAMTEIS.

- 3aTeM C ATOr0 aKKayHTa IMOCTYHAIOT COOOIIEHUS COTPYIHUKY
(okepTBE)  OpraHM3allMM, B  KOTOPBIX  «PYKOBOJUTEIb)
OpraHu3aliyl yBEJOMJIIET MOJYMHEHHOIO O TOM, YTO €My
IOCTYIIUT 3BOHOK OT IMPEACTABUTENEH TIOCYAapCTBEHHBIX
BEIOMCTB W OyJIeT HEeoOXOAUMO COOOIaTh JTIOCTOBEPHYIO




uH(popmManuto. YacTo 3MOYMBIIUICHHHK YBEPSET, YTO SKOOBI OH
caM paHee OOmAICAd C TPaBOOXPAHUTEIHHBIMH OpraHaMU.
Ocoboe BHUMaHHE «PYKOBOJHTEIb) yIemseT
KOH(HICHIIMATHPHOCTH Pa3roBopa, O KOTOPOM HHUKOMY HEIb3sI
TOBOPHUTH U YTO HEOOXOIMMO YETKO CJIEI0BATh MHCTPYKIIUSAM II0
Tenedony;

- TOJATOTOBJICHHBIM K OyAyIIeMy pa3roBOpy COTPYIAHHK TEpSeT
OMUTENBPHOCTh, YTO HEMHHYEMO MPHBOIAWT K (HHAHCOBBIM
MOTEePsIM BCIICACTBHE TIEPEBOAA CBOMX JICHEKHBIX CPEICTB Ha
«CTICIHATIHHBIC CUCTAY.

Takum  oOpa3oMm,  MOIICHHHKAMH  9acTO  IPOBOJUTCS
npeJBapuTeNibHas padoTa MO TOJATOTOBKE JKEPTBBI, KOTOpas
MOJXKET 3aHUMAaTh JIOCTATOYHO JUTUTEIBHBIN mepuo. V3BecTHBI
UCTOPHHU, B KOTOPBIX MEPEIHCKa C «PYKOBOJUTEIIEM)» 3aHHUMala
HECKOJIbKO MECSIIEB M COJAep)Kana B cebe TMO3paBiCHUs C
npa3IHUKaMH, paboyre BOMPOCHI, B KOTOPBIX OBUIO yKa3aHHE Ha
KOHKpPETHBIX Jinll. OT TOJBEpriIeiicss BIUSHUAIO JKEPTBBI
MOIIIEHHUKA  MOTYT  JIOTIOJIHUTEIBHO  MOTpeOOoBaTh  B3ATh
MaKCHMaJIbHO BO3MOXKHOE KOJHMYECTBO KPEIAWTOB B PA3TMUHBIX
0aHKax C MOCIEIYIONIMM TEePeBOJOM IMOIYYEHHBIX CPEACTB Ha
«CTIETIMATIHHBIE CUETay.

Kpome Toro, 1eipt0 TakuX 3BOHKOB MOKET SIBJISITHCSI MTOJIy4EHUE
uHpOpMaIUK O  JIPYTUX  COTPYIHUKAX  KOMITAHHH  JJIS
WCIIONIb30BAaHUsl B JalNbHEHIIMX aTakax. 3adacTyro, 4YTOOBI
BIUTHCS B JIOBEpPHE, MOIICHHUKH HAIPABJISIOT KEPTBE
CKaHHUPOBAHHBIE KOMHUU JOKYMEHTOB OT MPaBOOXPAHUTEIbHBIX
OpraHoOB, KOTOPBIE OUEBUTHO SBIISIOTCS MOJICTHHBIMHU.




Ciaaiin 8

HEOETCKWME WUIPbI 2.0: OPOMN NOHEBOE

® )

Nz

4

CaMbIM NYYLIUM BAPUAHTOM NpOTUBOACUCTEUA

/ TAKOMY BUAY MOLUCHHUYECTBA 6YAeT 3aBeplueHue
~  KOHTAKTA U CBA3b C PYrOBOAUTENEM

—  MnocpeAcTBOM FrOPOACKOro Uunu MobunbHoro

TenedoHa nNo ceoell UHULUATUBE

IIpy  pgaHHBIX BMAAX aTak  PEKOMEHIYETCA  IIPOBEPSTH
IPaBUIBHOCTh HOMEpA WM aKKayHTa, ¢ KOTOPOTO 3BOHAT OT
UMEHH pyKoBoaMTeNd. Takxke HYXKHO oOpamiaTb BHUMAaHME,
HOSABISETCA JIU B MECCeH/Kepe yBeaomiieHue «J00aBuTh» U
«3abnokupoBath». Eciu OoHO ecTh, TO aOOHEHT OTCYTCTBYET B
CIMCKE BalllUX KOHTAaKTOB

-

Caain 9

HEOETCKWE WUIPbl 2.0: APOM NOHEBONE

® )

"RENC #3
oS
<)

(cxema Mo6unbHeili oneparop )

\

I'Iaﬂny NoCcTynna 3BOHOK C HEM3BECTHOro
MOBUNEHOrO HOMepa. EMy 4acTo 3BOHAT No paboymm
BOMPOCaM, MO3TOMY OH OTBETW/.

3BOHAWMIA NPEACTaBUNCA COTPYAHVKOM MOBMABHOMO
onepaTtopa v CODﬁLLI.VIﬂ, HYTO ec/1iv HE NPOANNTb CPOK
LOelcTBWA JOroBopa MOGUNbHOM CBA3M B TOT

)Ke AeHb, CUM-KapTa NpekpaTuT paboTy U HoMep
NpoaaayT HOBOMY Brage/bLy.

Magsen YTOYHWA, YTO HYXKHO caenaTb ANA npogneH s
forosopa. EMy oTBeTUNK, YTO AOrOBOP MOXKHO
NPOANUTE «NPAMO CEMYacy B PekrMe 3BOHKa,
nepcoHanbHble AaHHbIE He NOTPebyoTCH, Tak Kak
OHW BbINK NepefaHbl «paHee Npy ohopMIeHUN
CHUM-KapTbi». Ho KOorga MOWeEHHKWMKW Nonpocun1
NPOAMKTOBaTb CMC-KO, KOTOPbIA NOCTYNUT

=

Ha TenechoH, [Naeen npepean pazroeop,
TakK KakK y»e 3Han o I'IO,D,DﬁHbIX cxXxeMax )

e360n0K om onepamopa comoeoii ceazu «Y eac
3AKAHYUBACHCA CPOK OCUCMEUA 002080PAY»

Janaplii BuA TeneQOHHOTO MOIICHHHYECTBA TOSBUIICS
HECKOJIBKO JIET Ha3aJ U TO-TIPEKHEMY OCTaeTCA aKTyaJlbHbIM
«AHCTPYMEHTOM» JJIsl 3JI0YMBIIUIEHHUKOB. SIKOOBI COTpYAHHK
KOJUI-IIGHTpAa  YTBEP)KJIaeT, 4YTO CHM-KapTa a0oOHEHTa B
Onuxkaiiiee Bpems He OyJeT paboTaTh B CBSI3U C OKOHUAHUEM
CpoKa JOroBOpa OOCITYXHBaHHS MOOWIBHBIM OIMEPaTOPOM.
OueBHUIHO, YTO CETOMHS O€3 CBSI3M OCTaBAaThCA HHUKTO HE XOUYET,
MOATOMY MOIIIEHHUKH TYT JK€ «CTETIOT KPacCHYI TOPOKKY»,
npejJiarasi peleHue: IpsMo ceddac MpPOJJIUTh JOTOBOP U MpPHU
9TOM JJIsl YCHIIJIEHUS OAMTEIBHOCTA COOOIIAIOT, YTO «HHKAKHE
JUYHBbIE JaHHBIE, B TOM YHUCIIE MACIOPTHHIE HA3bIBaTh OyIeT HE
HY)XKHO», B€llb OHHM YXX€ HMMEIOTCS B 0a3e JaHHBIX Omeparopa
cBs3u. He mnpoumHbOpMUpOBaHHBII 0 TOAOOHOM  pojae
MOIIICHHUYECTBE TPaXKJaHWH, TIPOJI0JDKAsI OCTAaBATHCS HA CBSI3U CO
3JIOYMBIIUIEHHUKOM, PHUCKYET MOTEpsATh CBOM JeHbr'W. llenbro




MOIIICHHUKOB SIBJISICTCS TEM WM HHBIM CIOCOOOM MOJIYYHUTb
AOCTYII K IICPCOHAJIBHBIM JaHHBIM [JI1 HX HCIOJb30BAaHUSA B
CBOMX MOIICHHHYCCKHX CXEMax.

PaCCMOTpI/IM Ha IIpUMEPE, KaK 3TO MPOUCXOIUT.
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-

PA3BHUTHE COBbITHA ]

MocTynuewee cMc-coobweHne akobbl

6yneT aBnaTbcA cbpocoM Nnapona

ona noptana «Mocycnyru» (0 4em
pacckasaHo Bbille). 3N10YMbIUNEHHUKK
MOryT NONYYKUTb MCHEPMNbIBAlOLWYO

Hanpumep, ans ohopMNEHNS KPeanTos

AN

ONA NpoaneHrA NOroBopa Ha caMoM gene

MHOPMaLUKIo ANA AanbHERWNX MaxMHaLMMA,

B MOO (MUKpOUHAHCOBbLIX OpraHusaumnax)

:

_/

® )

«CoTpyAHWKUY onepaTopa AN NPoAneHus
[oroeopa MoBUILHON CBA3KM NONPOCAT
BBECTU ONpefeneHHYI0 KOMBUHaLMIo
uncp Ha TenedoHe, YTo NpuBeaeT

K Nepeaapecaunu BXOAALUUX BbIZOBOB

W CMC COOBLLEHNIA Ha MOBKUNbHbIE
TenedoHbl MOLUEHHUKOB U MOXET AaTb UM
NonHbIA kKapT-6naHW ANA cMeHbl Naponen,
B TOM uMcne B BAHKOBCKUX NPUAOMKEHNAX

AN

1

Janee coOBITHSI MOTJI Pa3BUBATHCS MO-PA3HOMY

Becnma HECTaHAapTHBIN " HEOXXUIaHHBIH U1
HEOCBEJJOMJICHHOT'O 4eJOBeKa BapuaHT. B MomeHT, Korjga
«IOTEPIEBIINN Ha3BalI MOIIIEHHUKaM CMC-KOJI TS

BoccTaHoBieHUs noctyna B JIK moprana «['ocycmyru», oHH
Cpa3y ke «pacKpbIBAIOT» KapThl U ¢ HACMEIIKON COOOLIAIOT, YTO
B3JIOManu akkayHT «l'ocycimyr». B 3TOT MOMEHT pacTepsHHBIN
YEJIOBEK, HaxXxOoAsAChb B IIaHMKE, HA4YMHACT NPEIIPUHUMATH
ObICTpple M HE Bcerga OOQyMaHHBIC JIEHCTBHS, Hampumep,
IBITAETCS BOCCTAHOBUTH JIOCTYI K IIOpTaly, HCIOJb3Ys
MeXaHu3M cOpoca maponst Ha odunmansHoM caite. OnHaKo
3JIOYMBILJICHHUKHN YK€ aBTopu3oBanuch B JIK rpaxnaHunHa u B
CTPOKY KOHTPOJIBHOTO BOIpOCa i BOCCTAHOBJIEHHUS IapoJis
BIIUCAIIM TEKCT CIENYIOLIEro coaepxkanus: «Bama yueTHas
3amMch BPEMEHHO 3a0JIOKMUPOBAaHAa B CBSI3U C IOJIO3PUTEIBHOU
aKTUBHOCThIO. OOpaTUTECh MO HOMEpy 7 Hik-swk sk ok 39
Oonmee  metanbHOM  WHMOpMaiumen».  YKa3aHHBI  HOMED
IIPUHAUIEKUT MOIIEHHUKAM, U CaM IOTEPIIEBIINI B TAHUYECKOM
COCTOSIHUM TOTOB BBINOJHATH JtOOble  ykazaHus. Jlamee
MOUIEHHUKaMU  TNpopal0aThIBAIOTCS  pa3jMyHble CXEMBbl 110
XUIIEHUIO IEHET U NePCOHAIBHBIX JAHHBIX.
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e N
3anoMHuTe, OneparTopbl cotosoll ‘\\\

CBA3U HUKOTAA He 6YAYT NpocuTh
NPOAUKTOBATH CMC-KOA U BALIU
NACNOpTHbIC AAHHbIE

QuHuM BaWU

v T
Jagautey AaHHbE

nacnopTHbIe

I

[ NpoaukTyiite cMc-kop

LT oTnpasny cpc.

Kog

Crout OTMETHTD, YTO BapHallM{ B JJAHHOM BHJIE MOIIIEHHUYECKOM
CXEMBI MOT'YT OBITh Pa3HBIMHU, BMECTE C TEM peuieHue 00HO.
Camoe nyumiee, 4TO MOXHO CH€NaTh B 3TOW CHTyallUd — 3TO
npepBaTh pPa3roBOp U IEPEe3BOHUTH MO HOMEpy TeiedoHa,
yKa3aHHOMY Ha caiiTe MOOWJIBHOTO OIEepaTropa, €cClIU €CTh
COMHEHHS U BOTPOCHI.
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REUC #4

(cxema JlocTaska)

HepTBa noAy4YaeT aHOHUMHYI0 AOCTABKY LBETOB MM HEKOrO
nofapka, 4TOo Bbi3biBaeT NPUATHOE YOUBNEHWE.

Ha cnegyowmii feHb »kepTBe NOCTynaeT 3BOHOK

C COOBLEHMEM OT CNY»KObl AOCTABKM, YTO KYpPbep

HE OTYMTANCA 3a AaHHYIO OCTaBKY YCTaHOB/IEHHbIM 0BPa3oM,
1 Npocb6oi NPOAMKTOBATL «KOA, NOATBEPKAEHWA» NOCTABKN

BasxHo HUROr A He NPUHUMATb OT KYPbEpoB
3aKasbl, KOTOpbIE He 6biINu 0POopMACHBI NUYHO
Unu 0 KOTOPBIX Bbl HE YBEAOM/CHDI

N

OZ[HI/IM U3 HOBBIX CHOCHAPUCB MOMICHHHUYCCTBA MOXHO
CUHUTATh CXEMY, CBS3aHHYIO C JOCTaBKOHM IBeTOB/ToBapa. Cxema
paboTtaet caeayrImM o0pazoM.

B nmanHOM mpuMepe CTOUT OTMETUTh HECTaHIAPTHBIM X0
MOIIICHHUKOB: HCIIOJIB3YCTCA HOHOH(HTGHBHBIﬁ, a HEC
OTpUIATENBbHBIN CTpEcC, K KOTOPOMY MBI BCe YK€ MPUBHIKIN. B
JTAHHOM CJIy4ae epTBa ce0sl UyBCTBYET 00sI3aHHBIM, B TOM YHCIIE
U Kypbepy, KOTOPBI JOCTaBUJI MOJAPOK. YTPO30il MOXKET OBITh
HE TOJIbKO (pMHAHCOBas TOTEPs, HO W 3JI0POBHE, IMOCKOIBKY
HUKTO HE 3HAET, YTO MOXKET HAXOJIUTHCS B MOCBUIKE, KOTOPYIO BBI
HE 3aKa3bIBaJIH.
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" RENC #5

(cxema norynka/nponaska Ha ABuTO)

MeHuwmHa 3 MockBbl pelnna caaTh CBOKO KBapTUPY B apeHay.
[na NoBLILWEHWA CTOMMOCTKM OHa peLunna ee MebnupoBaTe U NPUoBpecTy WKad
Ha cepsuce «AsuTton. MNogob6pas NOHPaBUBLLMIACA, OHa CBS3anach C NPCAABLIOM,
[OroBopuMnack o ueHe B pasmepe 10 000 py6nei. OH Npeano»un el caMoid
3aKasaTb QOCTaBKY, HanNpaswne (ULWKUHIOBYHO CCbIIKY Ha MONYASPHbLIA CEPBUC
«AHpeKc-pocTaBkar. MKeHLWMHa NPoLUNa No CChINKe (BaXKHO OTMETUTD,

4TO CTPaHULIA CEpBUCA BbIFNAAENE, KaK €€ OpWUIriHan), BEeNa Hy»Hblid afpec
[OCTaBKM W faHHbIe cBOel 6aHKOBCKOM KapTbl ANa onnatkl. B 3ToT MOMeHT

C KapTbl MOCKBUUYKM Bbina cnucaHa cymma 10000 py6neit, Ho Ha caiiTe
npowusollen c6ol,  cepBrc NONPOCKUN BBECTU AaHHbBIE KapThl elle pas

ANs BO3BPATa AEHEXKHbIX CPeAcTB. [ocne NoBTOPHOIo BBOAA AaHHbIX

C ee KapTbl BHOBL Obina cnucaHa cymma B ToM »e pa3mepe 10 000 py6neid

o Ilokynka/npooasxica moeapoé na «Aeumoy
Cxembl, NpUMEHSEMBbIE MOIIEHHUKaMM Ha CepBHCE «ABHUTOY,
pacIpoCTpaHEHbl U MHOTMM HM3BeCTHBL. Kpome Toro, cam cepBuc
pEeryisipHO TpPEenyNnpekJacT CBOUX KIHUEHTOB O Haumboee
U3BECTHBIX YJIOBKaX, KOTOPBIE HCIIOJIB3YIOT MOILICHHUKH.
PaccMoTpuM 0J1HY M3 TakMX CXEM Ha IPUMEpE.
Tonpko B 3TOT MOMEHT OHa JOrajajgach, 4TO HMMEET JAENIO0 C
MOIICHHUKAaMU ¥ 00paTHiach B OaHK, BBITYCTUBLIMHA KapTy, TIe
el MOpeKOMEeHJOBaJM HamucaTb oOOpallleHHe B OTICJICHUU
HOJIULUH.
JlaHHas cuTyalus JAEMOHCTPHpYET, Kak paboTaer (QUIIUHT
(monnenwHBIN caiiT). OCHOBHOE Trpy0oe HapylleHHe, KOTOPOe
OBbUIO JIONYILEHO KEHUIMHOM, 3TO NepexoA MO CChUIKE, KOTOPYIO
ell HampaBun «mpojaBen» Imkada. Ilociae Toro, kak xeprBa
«IIonaJIach Ha KPIOUOK», OYEHb CIOKHO C HErO0 COpBAaThCs U B
JTAHHOM CJIy4yae OTJIMYUTH HACTOSIIIUN CalT CIIyKObI JOCTAaBKU OT
¢eiikoBoro. CaMbIM NpPaBWIBHBIM BAPUHAHTOM B JAaHHOM
ciaydyae U npu padore B cetn VHTepHeT B HeJIOM siBJsieTCS
CaMOCTOSITEIbHBIH BBOJ HY/KHOI0 3JJEKTPOHHOIO ajapeca,
MIOCKOJIBKY IpH TEpeXojie IO CChUIKaM €CcTh OOJIBIION pHUCK
HOTIACTh Ha MOAJIENbHBIE ((PUIIMHTOBBIE) CANTHI.
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OcHoBHOe npocToe npasuno ¢punaxcosol GesonacHocTu

HE OTBEYAWTE HA 3BOHKH "~
C HE3HAROMbIX HOMEPOB N\
e
S
=

Bce BolmenpuBeeHHbIE TPUMEpPhl  OCHOBAaHBI Ha TOTEpE
OIUTENBHOCTH, OTKIFOUEHUH KPUTHYECKOTO MBIIUICHUS, HU3KOM
ypoBHE (UHAHCOBOM TI'PaMOTHOCTH, J0BepuMBOCTH. Ha TOM
KOHIIE IIPOBOJIA 3a4acTyI0 «paboTaroT» ClieNUaIbHO 00yYeHHBbIE,
HErJaynble JIIOJM, B TOM 4YHCJIE IICHUXOJIOTH, ()UHAHCHUCTHI,
topucthl. [Iprem, KOTOpBIN NCHOIB3YIOT MOIICHHUKH, OIMH U TOT
e — BBIBOJI )KEPTBBI U3 COCTOSHUS CIIOKOWCTBUS/PaBHOBECHS 10
BO3/I€HCTBUEM IT0JIOKUTEILHOIO MIIM OTPHULIATENILHOTO CTpecca 3a
cuer mepenaBaeMoil HMH(popmanuu: JHOO HPOU3OILIO YTO-TO
«IU10X0€» (HampuMmep, «C Ballero cyeTa IbITAlOTCS COBEPIIUTH
IEPEBOJ] HA CYyMMY....»), JIHMOO YTO-TO «XOpolleey» (Harpumep,
«Bam BbIMrphIII COCTaBMII....»). Beab, Korga Mbl HaXxoAUMCS B
MIOJJaBJICHHOM WJIM, HA00OpOT, IPUIIOTHATOM HACTPOSHUH, MBI HE
BCErJia MO>KEM IIPUHUMATh 00 yMaHHbIE PEIICHUS, & MOILIEHHUKH
BCErJa TMOATAIKMBAIOT HAC HA TNPUHATHE MOMEHTAIBHBIX
pemiennii. KoHeYyHO, MOLIEHHUKHM  HCHOJB3YIOT  pa3Hble
WH(POPMAIMOHHBIE TTOBOJBI, HO WX CYTh BCET/Ia OJHA: BOBJICYD
Hac B pasroBOp M YCBHIIUTHh OJUTEIBHOCTb, MO3TOMY Ba)KHO
BJIaJIeTh WH(pOpPMAIHEl O HOBBIX TPEH/IaX MOIICHHHUKOB.
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BO3MOHOCTH UCRYCCTBEHHOIO
WHTENNERTA B PEANTU3ALLUH

NPECTYMNHbIX CXEM

° A/

177

J

g/

)\

3/I0yMBILIICHHUKA ISl XWIIEHUS] JIGHEeT CTald uYalie

UCIIONIb30BaTh HOBBIM HMHCTPYMEHT oOMaHa — jundenk-
texHosiorn. C TOMOIIBI0O HEHPOCETH MOILICHHUKH CO3/1al0T
peaucTUYHOe BUJIeON300pakeHne YeJoBeKa. 3arem

CI€HEpPUPOBAaHHBIA 00pa3 pacchlIalOT €ro JIPYy3bsM WIM POAHBIM
4yepe3 MECCeHKephl UM COLUalIbHbIE ceTH. B 3TOoM ¢anbmmBom
BHUJICOPOJIMKE BHUPTYAJIBHBIA TI'E€pPOM, TOJIOC KOTOPOrOo HHOrAa
CJIO’)KHO OTJIMYUTH OT T0JIOCA MPOTOTUIIA, PACCKA3BIBACT SKOOBI O
cBoeil mpobiieme (Ooneznp, JTII, yBompHEHHE) M MPOCUT
IIepeBECTU JCHbI'M Ha ONpe/eNeHHbIH cueT. MIHorna MoImeHHUKN
CO3/1a10T mungenku paboTronarenei, COTPYJIHUKOB
rOCYJapCTBEHHBIX OPIraHOB, M3BECTHBIX JMYHOCTEH U3 TOH ke
cdepsl IesITeTbHOCTH, B KOTOPOH TPYOUTCA WX MOTEHIHAIbHAS
KepTBa.

Jnst Toro, 4roObl co3AaTh HU(PPOBYIO KOMHUIO YEIOBEKa,
3JI0YMBIIIJICHHUKH MCIIONB3YIOT ()OTO M BHUJEO, a TAKXKE 3alUCh
rojoca, MOJY4YEHHbIE B OCHOBHOM B pe3yJbTaTe B3JIOMa €ro
aKKayHTa B COIL[MAJIbHBIX CETSIX WJIM MECCEH/IKEepax.

HeoOxonuMo mposBASTE OCTOPOKHOCTh W «BKJIHOYATH)
KPUTUYECKOE MBILIUIEHUE NPU MOJYYEHUH OT CBOETO 3HAKOMOTO
rOJIOCOBOTO WJIM BUJIEOCOOOIIEHHSI C MPOChOOH 0 (pruHAHCOBOM
HIOMOIIM, BEJIb €r0 aKKayHT MOTJIM B3JIOMaTh 3J0yMBIIUIEHHUKH.
WNHorga 1uist pacChUIKM TaKMX COOOIIEHUI MOIIEHHUKH CO3/atoT
HNOJ/IeTIbHBIE  CTPAaHUII ¢ UMEHeM | (oTOo  uesoBeka.
Henp3s cnemutes nepeBoanTs aeHbIu. Heobxonumo o6s3aTenbHO
CHayajlla TIO3BOHUTH TOMY, OT Yb€TO HMMEHH TMOCTYIHIIO
cooOlIeHne, | MepenpoBeputs UHpopManuio. Pacrno3HaTh
qungedk  MOXHO I10 HEECTECTBEHHOH MOHOTOHHOW  pedH
cobecenHuka, JAedexkraMm 3ByKa U BUJIEO, HECBOWCTBEHHOMN
MuMHKe. Ecim  BO3MOXXHOCTH — TO3BOHUTH M YOCIUTHCA,
YTO YEJIIOBEKY JCHCTBUTENLHO HYXHAa IIOMOINb, HET, 3ajaiire
B COOOIICHNUN JIMYHBIA BOMPOC, OTBET HAa KOTOPBIA 3HAET TOJIBKO
BAlll 3HAKOMBIH.
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CO3Z1AHHE NOAAENBLHOIO BUAEO

BeiMoraTtenbcTeo

Cospganune gundeiika

MoweHH1KI
Wcnonb3oeanu
TexHonoruu rnyGokoro
oby4eHns aNa co3naHmna
BUAEO, IMUTUPYIOLLEro
[eicTBIUA reHepanbHoro
[MPEKTOpPa KOMNaHWM.
OHM CMOT MK cAenaTh Tak,
4TOBbI BUAEO BLINMAJENO
oueHb NPaBaenoao6Ho,
MCNOMb3YA OTKPbITHIE
WMCTOMHMKM, TaK1E KaK
BWAE03anmcK

BbICTYNNEHWUIA, UHTEPBbLIO
reHepanbHero

avpekTopa

C nomowso
MOMYHYEHHOr0 Avndenka
MOLWEeHHWUKK CBA3aNUCL
€ OQHMM U3 hUNMance
3TOM KOMMNaHW,
npeacTaBnanch
reHepanbHbIM
AVNPEKTOPOM.

OHU ucnons3oBanu
BMAeo, uTobbl yBeauTs
COTPYAHWKOB B TOM,

YTO MM HeobxoaMMo
cpenaTb CPOYHBbIA
nepeBof, cpeacTs

Ha «CneunantHbIf cHeT»

B pesynerate
MaHUNyNAUMIA
MOLIEHHWKOB
coTpyaHWKK dunrana
caenanwv nepeeog
3HaYUTENbHOM CYMMBbI
feHer, nonaras,

UTO PYKOBOACTBO
NEeACTBUTENBHO [aNno

Takoe yKasaHue

. ___J

Ye))
PackpbiTue
MOLUEHHWYeCTBa

Korpa cTano oueBmaHo,
UTO AEHEXHbIE
cpencTBa He Bblnn
nepesefeHbl No
neranbHbIM NPUYMHAM,
KOMNaHWs Ha4vana
paccneposaHue. B xope
paccnenoBaHma 6bino
BbIICHEHO, YTO BUALO
6b1n0 thanbWKUBLIM,

1 5T NpUBENo

K 0CO3HaHWIo TOro,

KaK TEXHOMOT MYecKme
HOBLUECTBA MOTyT ObITb
UCNONB30BaHbI

B NPECTYNHbIX Lenax

N

OnuH 13 peasbHbIX CIIYy4aeB HCIIOJIb30BAHUS TEXHOJIOTHU
aundenka uis BHIMOIaTeNbCTBA JCHEKHBIX CPEJICTB MPOU30LIEN
B 2020 roamy, Korja MOILIEHHUKH HCIOJIb30BAIN AJITOPUTMBI
qunderka A8 CO3JaHMs IMONJEIBHOIO BHUAEO C y4acTHEM
TE€HEPAIBHOIO JUPEKTOPA OAHOU U3 KPYITHBIX KOMIIAHUN.

OCHOBHBIMU 3TanaMd 3TOrO clyyas CTajiM CIeayrolue
MOMEHTHI.

1. Co3nmanme pgundeiika. MOIIGHHUKH HCIIOJIB30BAIH
TEXHOJOTMM TIJIyOOKOro oOyueHuss M CO3JaHMUSl  BHJIEO,
UMHUTHPYIOLIETO JIEHCTBUSI T'€HEPaIbHOIO JUPEKTOpa KOMIIAHUU.
OHu cMornu cnaenarb Tak, 4TOObl BHUAEO BBINVIJIEIO OYEHBb
IpaBJON0100HO, UCMONb3Ys OTKPBIThIE HUCTOYHUKH, TaKHE Kak

BUJACO3aIIuCH HY6JII/IT-IHI>IX BI)ICTyHJIeHI/Iﬁ n HHTCPBbBIO
TeHEPAIILHOTO TUPEKTOPA.
Obman. C nomouipl0  moJlydeHHoro  aundeika

MOIICHHUKHU CBA3aJIMCh C OAHHUM U3 (I)I/IJ'II/IaJ'IOB 3TOM KOMIIaHHWH,
NpCACTABIAACh I'CHCPAJIbHBIM JUPCKTOPOM. OHH HCIIOJIB30BaIH
BHICO, YTOOBI Y66I[I/ITB COTPYAHUKOB B TOM, YTO UM HCO6XO,Z[I/IMO
CIACIaTh CpO‘lHLII\/'I nepeBoJ CpEACTB Ha «CIIEIHAIbHBINA CUET.

BrIiMorarenscTBo. B pe3yibrare MaHUITYJISIIUI
MOUIEHHUKOB  COTPYIHUKM  (uianana  cIenajid  IepeBoj
3HAQUUTEJIBHOM CYMMBI JICHET, Iojlaras, 4TO pPYKOBOJCTBO

KOMIaHUH JIEHCTBUTENBHO 110 TaKOE YKa3aHHUe.

Packpeitue momennnuectBa. Korma cramo oueBHAHO, YTO
JICHEeX)KHbIE CpelcTBa HEe ObUIM TEpeBENeHBl M0 JIeralbHBIM
MpUYMHAM, KOMIIAHWS Havaja paccienoBanue. B xoxe
paccreoBaHust ObLIO BBISICHEHO, YTO BUIECO OBUIO (habIIUBBIM, U
3TO TIPHBEJIIO K OCO3HAHUIO TOTO, KaK TEXHOJIOTHYCCKHE
HOBIIIECTBA MOTYT OBITh UCITOJIb30BAHBI B MPECTYITHBIX IENSIX.

OTOT ciay4yail WUTFOCTPUPYET, HACKOJIBKO OIMACHOW MOMXKET
OBITh TEXHOJOTUS TUN(EHKOB, OCOOEHHO KOTJa peub HIET O




q)HHaHCOBBIX MaxHHalusgaX U BbIMOI'aTCIbCTBC. CnoXXHOCTH B TOM,
4YTO TAaKHME€ TEXHOJIOTHMKM MOI'yT CO3JaBaTbhb BBICOKOKAYCCTBCHHBIC
BHUJICO, KOTOPBIC TPYAHO OTJIIMYUTH OT HACTOALIUX, YTO ACIACT UX
HACAJIBHBIM HHCTPYMCHTOM IJIsI MOIICHHHWKOB.
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NOAAENRA roNocCA
(VOICE SPOOFING)

NPUMEP:

Q Co3pgaHve noggenku ronoca )
ﬁ MeliKoBbIA 3BOHOK € Npocbboit 0 noMoLm }

Q BeiMoraTenectBo cpeacTe

OnvH U3 pealbHBIX TPUMEPOB UCTIOIB30BaAHUS TEXHOJIOTUI
TeHEpaly  YeJIOBEYECKOro  Trojioca JiUIs  BBIMOTaTelbCTBA
JCHEXKHBIX CPEICTB CBsI3aH C MOIICHHHUYECTBOM, KOTOPOE
MOJTYYMIJIO Ha3BaHUE «II0/JIeIbIBaHKE Tonocay (voice spoofing).

IIpumep Takoro BUIa MOIIIEHHHYECTBA.

Co3ganue NoaaeJaKu rojaoca. MoleHHUKY HCIOIb30BaIn
QITOPUTMBI  00paOOTKM 3ByKa ¥ TEXHOJOTHH TIIYyOOKOTO
oOyueHus Al UMUTALUU TOJI0Ca PyKOBOAUTENs KomnaHuu. OHu
0o0y4YMIIM MOJIeTThb Ha OCHOBE ayAHO3aIHMCEH HACTOSIIEro Tojioca
PYKOBOAMTENSI C MYyONUYHBIX BBICTYIUICHHM WM TeleQOHHBIX
3BOHKOB.

@eifKOBBII 3BOHOK ¢ MNpochb0oii 0 momomm. Ilocne
co3manus (PEHKOBOro TOJOCAa MOIICHHUKH ITO3BOHWIM Ha
pabounii TenepoH OFHOTO U3 COTPYJHUKOB KOMIIAHHH,
MPEJICTaBIISSACh PYKOBOAMTENeM KoMmmaHuu. OHHM HCIOIh30BAIN
pa3IryYHble METOJbI, YTOOBI MojAeNaTh HOMep TenedoHa, YTOObI
OH BBITJISJIC 3aKOHHBIM M BBI3BIBAJ JOBepHe. Bo BpeMs 3BOHKA
MOIIIEHHUK MUMHUTHUPOBAIl TOJOC PYKOBOJIUTENS, YTBEPXKIasi, 4TO
KOMITaHUs TIOTajia B CIIOXHYIO (DHHAHCOBYIO CHTYAIlUIO0 U OYCHBb
CPOYHO HYXKHa momomls. OHHU MOTTU CCBHIIAThCS HA CPOYHBIE
(MHAHCOBBIC TEPEBOJBI, KOTOpPhIE HYKHO OBUIO CHENaTh
HEMEJIEHHO JJIsl MPEAOTBPAIIEHUS OOIBIINUX YOBITKOB

BoiMorartesqbcTBo cpeactB. [IOCKONBKY TOJOC 3Bydas
MPaBAONO00HO U HMMEN SMOIMOHATBHBIA OKpac, COTPYIHUKU
MTOJ/IJTAJTMCH TTAHUKE W HEMEUICHHO BBITOJIHUAIHN IEPEBOJT CPEICTB
Ha yKa3aHHBI MOIIEHHMKAMH CYeT, T[oJjaras, 4YTro OJTO
pacrtopsHKeHHE UX PYKOBOJICTBA.

[TomoOHBIe ciy4aw  TOKa3bIBalOT, KakK TEXHOJOTHUU
TeHEepaIMy YeJIOBEYECKOTO T0JIoCa MOTYT OBITh HMCIOJIb30BaHBI




s oOMaHa M BbIMOrarenbcTBa. llocie TakuMX WHIMICHTOB
OpraHu3aly HAa4YMHAKOT II€pecMaTpuBaTb CBOU BHYTPEHHHE
MPOLEeyphl, YTOOBI MPEJOTBPATUTH MOJ00HBIE MOIICHHUYECTBA,
BKJItOYass  OOy4eHHe  COTPYJHHUKOB [0  pacro3HaBaHHIO
10/103PUTENBHBIX 3aIpoCoB, a TaKKe BHEJ]PEHUE
MHOTO(aKTOPHOM ayTeHTUDUKAIIH 7151 PUHAHCOBBIX OTIEpAIIHii.

OTH mpUMephl NOJYEPKUBAIOT BAXKHOCTh OJUTEIHHOCTH U
OCBEJOMJICHHOCTH, IIOCKOJBbKY MEXHOA02UU, UCHOIb3YIOUjUe
UCKYCCIMGEHHbIIl  UHmMEIeKm Ol CO30aHUA  NOO0O0ENOK,
CMAaHnoBaAmcs ece Honee 00CMYNHbIMU U PACHPOCMPAHEHHBIMU.
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C50P HHOOPMALIUM O ROMNAHKH
H/WNH YENOBERE NEPE] B3/10OMOM

%OE,D,BH ve thanblumBoro npocuna )

q OCyI.ueCTBﬂEHMe MOWeHHNYeCKoro sanpoca )

G BeinonHeHue nepesopa )
PackpbiTie MoleHHWYecTBa )

OaHuM U3 cilyyaeB MOUIEHHMYECTBA Ha OCHOBE cOopa
BCECTOPOHHEH HHGpOpMALUM O JAEATENbHOCTH OJHOM W3
MEXJIYHApOJHbIX KOMIIAQHUM SIBISETCSI MHIMJAEHT, CBA3aHHBINA C
tak Ha3biBaeMbIM «CEO Fraudy». Jlns gocTukeHus: cBOUX Lienen
MOUICHHUKHA HCIIOJIb30BAIM  MH(OpMAIMIO, COOpaHHYIO W3
OTKPBITBIX HCTOYHUKOB U COLIMAJIbHBIX CETEH.

Co3nanue ¢aapmmBoro mnpoduiasa. lcnonb3ys coOpaHHbIE
JaHHBIE, MOLLIEHHUKN CO3JAJIA MOAJAEIbHBIA aIpec dJIEKTPOHHOU
MOYThl, KOTOPBIM BHEIIHE Ka3ajcs JIerTMTUMHBIM. OHH
UCIIOJB30BAIM APEC, CXOKUH C HACTOSILIHUM, M3MEHUB BCETO
onHy OykBy wiM J00aBUB TOJJOMEH (HampuMep, BMECTO
ceo(@company.com UCHOIB30BAIH Ce0@company.co).
OcymecTBiieHHe MOIIEHHMYECKOro 3ampoca. MOoIleHHUK
OTIIpaBUII JJIEKTPOHHOE IIMCHMO OJTHOMY u3
BBICOKOITOCTABJIEHHBIX COTPYJHUKOB KOMIIAHMM, BXOJALIMX B
cocTaB €€ pyKoBoAacTBa, npexacrasusmuck CEO kommanuu. B
MMCbME OH CO3BaJl «CPOYHOE COOpaHHE PYKOBOACTBA KOMIIAHUM
U TONPOCWI CAenaTh TpaHC(epbl JIEHEKHBIX CpPEACTB Ha
«pacxofpl, CBSI3aHHbIE C KOH(QUICHIMAIBLHBIMU CIEIKAMU,
KOTOpBIE, M0 €ro CJI0BaM, JOJDKHBI ObUTM OCTaBaThCs B TallHE OT
OpYrux CcOTpyaHUKOB. [luceMo BbITISAAENO yOEAUTEIbHBIM.
MolleHHUK MCTOIb30BaJl MPAaBUIBHBIM U XapakTepHslil 11s1t CEO
CTHJIb OOIIIEHHS] M KOPIIOPATUBHBIE TEPMUHBI.



mailto:ceo@company.com
mailto:ceo@company.co

Boinosinenue nmepeBoaa. B pesynbrare 3TOro MOIMIEHHUYECKOTO
oOpaiieHusi COTpyIHUK, BbIMonHAs yka3zanuss CEO, mnepesen
3HAQYUTEJIBHYI0 CYMMY JICHET Ha YKa3aHHbIM MOILEHHUKAMU CYeT.
Cnenka mpoxoauna B CXKaTble CpPOKH, YTO OKa3bIBAJIO
JIOTIOJIHUTEIBHOE IICUXOJIOTMUECKOE JIABJICHUE HAa COTPYIHUKA.
PackpbiTHe MomeHHudecTBa. [lpu aHamusze QuHAHCOBOM
OTUCTHOCTHU ayAuTOpaMu 6BIJII/I BBISIBJICHBI (baKTBI nepeBoia
JNEHEXKHBIX CPEACTB MO MOAO3PUTENBbHBIM OCHOBaHUsM. [lpu
NaldbHEHIIEM JCTAJIbHOM aHaln3e ObLUT YCTaHOBJIEH (akKT
MOILIEHHUYECTBA M  PACKpbUIM BCIO  IEMOYKY JEHCTBUU
3JIOYMBIIIJIEHHUKOB. OJTOT Cllydyall MOJYEPKUBAET Ba)XXHOCTh
IpOsIBIICHUST OJUTENBHOCTH B BONpocax KubepOe30macHOCTH,
0COOE€HHO B OTHOIIEHHWH HCIIOJIb30BaHUS OTKPBITBIX OAHHBIX JIS
MOILIEHHUYeCTBa. MHOrMe KOMIIAHUU BBOJST JOIMOJHUTEIbHBIC
MepbI 0€30macHOCTH, TaKue KaK MHOTO(aKTOpHAs
ayTeHTU(UKAlKs, TPOBEPKH HAa TOUIMHHOCTh OOpalleHui
BBICHICTO PYKOBOACTBA, a TAaKXKC HCIIOJIb30BAHUC TEXHOJOTHI
HCKYCCTBEHHOT'O WHTEJUIEKTa TUIs pacrmo3HaBaHUs
10/I03PUTENILHBIX 3aIIPOCOB.
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OBHAPYNEHHUE BPELLOHOCHOI0 NO.

MALUWHHOE OBYYEHHE |

OBHapy)KeH1e No cUrHaTypam
FeHepaumns BPeAOHOCHOTO KoAa
Mcnonb3oeaHue MeToAos M ana apanTauunu aTak

AHanus nporpamMMHoro obecneyeHus

VoL

leHepauua aTaku ¢ ucnonb3oBarHmem MK
Dusnyeckoe pacnpocTpaHeHne

o}
Mpasuna 6ezonacHocT Pylel

QO AKTMBUPYIiTE MHOTO(AKTOPHYIO

AYTEHTUDMKALMIO HA BCEX 3HAYMMBIX aKKayHTax,

Taknx Kak BaHKOBCKME NPUNOKEHWA, NopTan
«Tocycnyrie, NMuHbIA KabuHeT DepepanbHoi
Hanorogoit cny»x6bi Poccuu 1 gpyrie.

O 3Bakpoiite HOCTYN ANA NOCTOPOHHNX ML,
B COLManbHLIX CETAX, CneaunTe 3a UNdpoBbiM
CNeQoM, KOTOPbIF Bbl OCTAB/SAETE B CETH
UHTepHET.

O KpWTHUUECKM OTHOCUTECH KO BCeMy, 4To BUAMTE
W CnbiwmTe

TexHonoruu uckyccreHnoro nntemiekra (MN) B obnactu
K1OepOe3011acHOCTH BKIIIOYAIOT KaK 3alllUTy, TaK U aTaKH.
OO6napy:xenue BpenonocHoro I10. MammnHoe o0y4eHue:
CoBpeMeHHbIE aHTHUBUPYCHBIE W AHTUIINAOHCKHE MPOTPAMMEI
UCTIONB3YIOT AJTOPUTMBl MAIIMHHOTO OOYyYeHHUs JAJs aHajau3a
MOBEJIEHHUsI TMPOrpaMM. OTH aJITOPUTMBI MOTYT BBISBIISITH
MOJIO3PUTENIFHOE TIOBEJCHHWE JaXe B HOBBIX, HEHM3BECTHBIX
oOpaszuax BpenoHocHoro I10. Hampumep, mporpamma MoKeT
OTCJIEKHMBATh KaK MPUJIOKEHHUE B3aUMOJCHCTBYET ¢ (aimamu u
cetbto. Ecinu oHO mbiTaercs mudpoBaTh Gailsibl UiIM OTHPABIATH

JaHHBIE  HAa  HEU3BECTHBIE  CEPBEpPHl, TO  CUYMUTAETCSA
MOAO3PUTCIIbHBIM.
OoOHapyxeHue no CUTHATYpaM. Cucremsl,

HCITOJIB3YIOIUE aJITOPUTMbBI MAallIMHHOTI'O O6yquHﬂ n FJ'IY6OKOFO




MAIIMHHOTO OOy4YeHHs, MOTYT aHAIM3HPOBATH OOJBIIOW 00bEM
JAaHHBIX O CUTHATypax BPEJOHOCHOIO KOJa M CPaBHUBATh UX C
¢daitnamy, HaXOIMIIMMHUCI B CHCTEME. OTH TEXHOJIOTUH
HIO3BOJISIFOT OOHAPYKUBATh MOAOOHBIE YTPO3BI.

I'enepauus BpeIoHOCHOro Koaa. ['pyImbl MOIIEHHUKOB
MOTYT UCIIOJIb30BaTh AJTOPUTMBI I€HEPALUU KOJA, OCHOBAHHBIE
Ha Meromax WM jnis co3maHuss HOBBIX BEpPCUU BUPYCOB U
TposiHOB. Hampumep, renepatuBHble Monenu, Takue kak GAN
(Generative Adversarial Networks), MOryT MCHOIB30BaThCS IS
CO3JIaHUs YHUKAJIBHBIX 00pa3lioB BPEJOHOCHOTO KOJa, KOTOPBIE C
MEHBIIEH  BEPOSITHOCTBIO ~ MOTYT  ObITb  OOHApyXEHbI
TPaJULUOHHBIMU AaHTUBUPYCHBIMH IIPOrPAMMAMH.

HUcnoas3oBanue merogoB UM nus aganranuu arTak.
BpenoHocHblli Ko MOXkeT wucnoas3oBate MM nna anamusa
IIPOTPaMMHBIX CHUCTEM, KOTOPBIE OH IIBITAETCS AaTaKOBaTh.
Hanpumep, npu «B3nome» BeO-caiitoB Metoasl MM moryr
ABTOMATUYECKU AHAJIU3UPOBATH YSA3BUMOCTU CHCTEMBI Jaxke 0e3
JIOCTYyIa K UHTEPHETY MyTeM u3ydeHus ¢ailioB KoHpUrypauu u
HAacCTpPOEK XOCTHHIa, KOTOpbIe MOIYT OBIThb JOCTYIHBI 4epe3
JIOKAJIBHBIN TOCTYII.

AHanu3 MPOrpamMMHOIO olecreyeHus.
3IOYMBIIIJIEHHUK MOXET YCTaHOBUTH CHUCTEMY, HCIIOJIB3YIOLIYIO
QITOPUTMBl  MAIIMHHOTO  OOy4YeHWs W/WiaM  HelpoceTeBble
QITOPUTMBI HA JIOKAJIbHBIA KOMIIBIOTED, U HCIIOJIB30BATh €€ IS
aHanimza [1O, koTopoe HaxomuWTCs B CETH WJIM BHEIIHHUX
HOCHUTEJISIX, YTOOBI BHIIBUTH MMOTEHIIMABHBIE YSI3BUMOCTH.

I'enepauus araku ¢ ucnosan3oBanuem MU. Ha ocHose
M3y4YEHHBIX ysa3BuMocTed mMeronamu MM M0KHO creHepupoBaTh
UCHONHSEeMbIH (aiim winm ckpunt. Takod CKPUOT MOXET
ABTOMAaTUYECKH NOJCTPAaNBATh CBOU JECUCTBUS B 3aBUCUMOCTH OT
IIPOrPaMMHOTI0 OKPYKEHHUsI, K KOTOPOMY OH IIOIaaaeT.

Pu3nyeckoe pacnpocTpaHeHre. BpenoHOCHBIM KoOX
MOKET OBITh 3arpyeH Ha YCTPOMCTBa OOBIYHBIM CIIOCOOOM




(manpumep, uepe3 USB-nHakomurtens) wu  3amymieH s
KOMIIPOMETAIMN CUCTEMbl 0e3 HEOOXOAMMOCTHU IMOAKIIOUEHUS K
WHTEPHETY.

Ucnonp3oBanme texHomoruii WU gug  obecrieueHus
KHOepOe30MacHOCTH  BBI3BIBACT  CEPbE3HBIC  ONACeHHUA U
NPEACTOSAIIME  BBI3OBBI.  3AIUTHBIE MEXAHU3Mbl  JOJIKHBI
aJanTUPOBAaThCS K HOBEHIIMM Yrpo3am, BKJOYas T€, KOTOpbIE
ucnonb3yroT MU aiig coznanus BpenonocHoro 110.

ITpaBuia 6e3omacHoctu!!!

1. AxTuBHpyiiTe MHOTO(GAKTOPHYIO ayTeHTU(DUKAIIMIO HA BCEX
3HAYMMBIX aKKayHTaX, TaKUX KakK OaHKOBCKHE IPHIIOKEHUS,
noptan  «locycnyru», nuuHbli  KaOuHeT  DenepabHON
Hanorosoit Ciy:x0b1 Poccuu u npyrue.

2. 3akpoiTe OOCTyn MJid MOCTOPOHHUX JIMI[ B COLIMAJIBHBIX
CeTAX, CIeNUTE 3a MU(PPOBBIM CIIEOM, KOTOPBIHA BBl OCTABIISIETE B
cetu UHTEpHET.

3. Kputnueckn OTHOCHUTECH KO BCEMY, YTO BUJUT U CIIBIIIUTE
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60

APOMNEPLI/APONbI:

Ceasyloliee 3BEHO NPECTYNHOMW Lenu
(hMHAHCOBbIX MOLIEHHUKOB

M/IH * BOBNE4YEHO B APONNEpPCTBO
poccuan 3To NouTH B ABa pa3a Bonblue,

vem B 2023 rony

Gy °
A Monopbie nioau ao 24 ner

[na koTopbix xapakTepHo
CTpeMAneHne K 1erkoMy 3apaboTry

K *Mo AaHHBIM PaAsNMYHBIX GaHKOR

APonbl

3T0 NOACTaBHbIE NMUA, 3aAeHNCTBOBaHHbIe B HENeranbHbIX
CcXeMax Mo BbIBOAY CPEACTB C GaHKOBCKMX KapT rpakaaH.

CTOWUT OTMETUTD, YT APOMbI HE ABNATCA
OpraHw3aTopaMun NPecTynaeHui, HO ABAAIOTCA
MX COYHacTHUKaMK, 3a HTO HECYT NONHYIO
OTBETCTBEHHOCTb Nepe 3aKoHOM

L—-———_————_—&__/—‘—\__-—\_)
r’v - )
COYYACTHURU NPECTYNNEHWUH

[ponbl ABNAOTCA COYHACTHUKaMK NPECTYNNEHWA,
KOTOPbI& MOTYT GbiTh KNAacCUULMPOBaHbI MO CTaTbe
174 YK PO. Nleranuzaumna (0TMbIBaHWE) AEHEMKHbIX
CPEeACTs WKW MHOTO UMYLLECTBA, MPUOBPETEHHBIX

APYTMMUK NULAMK NPECTYNHBIM NyTEM
unu no ctatbe 159 YK PO. MolweHHWYecTBO
~ /

Jponmepsl/aponbl: cBA3ylllee 3BeHO MNPeCTYNHOH ILenu
(pHAHCOBBIX MOLICHHUKOB

ExeronHo pacTeT KOJIMYECTBO U CYMMBI XUIICHUN CPEACTB
y HacelleHus, B CBSA3M C JTHUM pacTeT U KOJIMYECTBO Tak
Ha3bIBAEMBIX JIPOIIEPOB (OT aHriauiickoro drop — «manaThby,
«cOpocuthby»). Jlpomsl ABISAIOTCS COyYaCTHUKAMHU IMPECTYIUICHUH,
KOTOpBIE MOTYT ObITh KiaccuduuupoBansl mo cratee 174 VK
P®. Jleranuzanus (OTMbIBaHHE) JEHEXKHBIX CPEJCTB WIJIM MHOIO
UMYIIECTBA, MPHOOPETEHHBIX JAPYIMMHU JIMLIAMH TPECTYITHBIM
nyreM win no craree 159 YK P® Momennuyectso. MBJ]
Poccun  pazpabotasio  3akoHOIpoeKT 00  YroJOBHOMU
OTBETCTBEHHOCTH TUISL JPONIIEPOB. Ilepenauy
3aperucCTpUPOBAaHHBIX Ha ce0sl 3JEKTPOHHBIX CPEICTB ILIATEXa
WIH IOCTYIA K HUM NPEUIOKEHO ONPENEIATh KaK NpecTyIIeHHue
cpe/iHell CTeNneHM THAXKEeCTH, HO, €CJIM MPECTYIJICHUE COBEPIICHO
B COCTaBe OPraHM30BAHHON IPyNIbI, €r0 KBATU(PULUUPYIOT KaKk
THAXKKOe NMpecTyIJIeHHue.

Jlponsl — 3TO MOACTABHBIE JINLIA, KOTOPBIE 33I€ICTBOBAHBI B
HEJEralbHbIX CXEMax I0 BBIBOAY CPEACTB € OaHKOBCKHMX KapT
rpaxnaad. CTOMUT OTMETHTh, 4YTO JpONbl HE  SABIAIOTCA
OpraHu3aTopamu IPECTYIICHUH, HO ABIISAIOTCS ux
COYYAaCTHUKAMH, 3@ YTO HECYT IIOJIHYI0 OTBETCTBEHHOCTH IEpPE]
3aKOHOM.

ITo cBenenusam Ilb P®, xak mnpasBuio, Apommepamu
ABIIAIOTCA  JIIOJM, HYXJalolluecs B JEHbrax: COLUAIbHO
HEOJaromnonyyHble  KaTeroOpuM  TIpaxkJIaH, CTYACHTbl WU
LIKOJIbHUKH, KOTOPBIM POJIUTENN OPOPMIIU KapTy ¢ 14 ner.

[ponnepsr MOTYT OBITDH HCIIOJIb30BaHbI
3JIOYMBINIJIEHHUKAMH B DPa3HBIX KauecTBaX, K MpUMEpPY, Ipom
MOJKET mepenarb oQpOpMICHHYI0 OaHKOBCKYIO KapTy M OHJIAiH-
JIOCTYII K HEH MOIIECHHHMKY, KOTOPBIM Jajee CaMOCTOSATEIbHO
IIepeCchUIaeT JAEHBIM Ha JPYTHE CYeTa C LEJIbI0 YCIOKHUTh
LENOYKY M «3aMbITh» cllefibl. B HEKOTOphIX ciydas Jpol




MOJTy4aeT Ha CBOW CUETa MOXMIICHHBIE CPEICTBA, OOHAINYMBAET
UX U IepelaeT 3JI0yMblIUIeHHUKaM. M3BecTHbl ciydau, korja
JpONbl IEPEBO3SAT HAJIMYHBIE CPEACTBA B JPYrHE€ PErHMOHBI
CTpaHbl M COBEpLIAIOT WHBIE [POTUBOIPABHBIE JCHCTBUS.
®opmar paboThl Apoma 3aBHUCHT OT TOTO, KAKMM OOpa3oM €ro
BOBJICKJIN/3aBEPOOBAIM B IIPECTYITHYIO CXEMY.

ITo nanubIM «COepay», B APOMIEPCTBO BOBICUYEHO MOPSIKA 2 MITH
poCCUsiH — 3TO TMOYTH B JBa pa3a Oousbiie, yem B 2023 rony.
Oxono 60% — wmojoaple moau 10 24 jer, I KOTOPBIX
XapaKTepHO CTPEMJIEHHUE K JIETKOMY 3apalboTKy.
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Mpumepsl BepGoBruU Aponnepos

oT y4yebbl Bpemsa.
Ha caitte no nowcky paboTbl eMy nogeepHynack

¢ Ge3onbiTa paboTbl
yaaneHHo
YacTu4Haa 3aHATHOCTb

Bo3pact 18+
*  HanM4une KapTbl Noboro 6aHka

CrypeHT AHgpeir xoueT 3apaboTaTb geHer B cBo6oaHoe

3amaHymBas BakaHcua co cnegyrowmmMn TpeéOBaHWHMM:

BbICOKWIA SBDE(SOTOK 3a HeCKO/NbKO 4YacoB B AéHb

Te, KTO OTKNMKaeTcA Ha NopobHble
BaKaHCKK, NOYTK BCcerfa cTaHOBATCA
YUACTHUKAMM MOLLIEHHUYECKUX CXEM.
MOLUIEHHWKKM NPUAYMBIBAIOT PasfudHbIe
nerexfbl, HaNpUMep, NPeACcTaBNATCA
KPYNHON KOMNaHWer, 3aHUMaloLLerCA
nocraskaMun 60NbWOro KoNUUecTsa
ToBapoB U3 KuTas. C y4eTOM KpynHbIX
CYMM MOKYMOK W NUMUTaMu BaHKOB Ha
€XKEMECAUHbIE NEPEBOAbl B KOMMNaHUIO
TpebyloTCA NIoAK, KOTopbIe «0TAaAY T

B apeHay cBoto 6aHKOBCKYIO KapTy BMecTe
C NMYHBIM KaBWHETOM ANA KOHTPONA
NOCTYNNEHUs AeHer OT «KNINEHTOB»
3a BO3HarpaxaeHve

e Ilpumepul 6epbo6xu oponnepos

Iloo suoom pabomooamens.

[Tpunstue 0TI0OOHBIX MPEUIOKEHUH 3aKaHYMBACTCS
BOBJICYCHUEM B TPECTYITHBIE CXEMbI MOJIOJBIX JIFOAEH, KOTOpBIE
HE MMOHUMAIOT, YTO OHHM JIeJAt0T. 3a/jaueii MOLICHHUKOB SBIISETCS
yOeXIeHne JIoei TOA pa3sHBIMH JIETEHJAaMH OCYIIECTBISTh
HepeBOJIbl JIEHEeT OPYTUM JIOASM JMOO BOBCE NepelaTh MOJIHbIHN
JIOCTYT K CBOEMY JIMYHOMY KaOHHeTy OaHKa.
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ﬂRUPbEP HANHYHOCTH»

I'Iepemeu.leHme OEHEMHbIX COEACTB OT OAHOIo NKMua
“nKM BU3Heca K ApYroMy ¢ Lenbio M36exaTb TPagMLMOHHbIX

B6aHKOBCKMX MEeTo40B MNK NPKU HAaNU4nK OrpaHMHeHMﬁ
Ha BblBOA.

ObbasneHue o Takor paboTe pasmellaeTca TenetoHHbIMK
MOLUEHHWMKaMM, NpY 3TOM ByayLieMy Kypbepy MoryT
coobuiaTb, 4To paboTa He cBA3aHa € KPUMUHAIOM

1 OH HUYEM He PUCKYeT

Eme OINH

IpUMep,  KOTOpBIM  moayums  OOJbIIOE
pacrpocTpaHeHre — 3T0 NoApadoTka «Kypvepom HanuuHocmuy.
IIo cBeneHMsIM MEXPETHOHAIBHOIO yIpasiieHUs PDenepanbHOR
Cl1y’KObl 110 (PMHAHCOBOMY MOHHUTOPUHTY 10 CDO, MOIIEHHUKH
aKTHUBHO PACIPOCTPAHSIIOT MH(OPMAIMIO B COLHAIBHBIX CETAX O
BO3MOXHOCTH I10JIpabOTKH B Ka4eCTBE Kyphbepa.
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roPOLAM PO
HYMHbI OTBETCTBEHHb\E nonM no BCEM

PABOTA KYPbEPOM y
3abupaeM noCbINKNX OT 100 TbIC. PYO-
[Naem 7%, sbinnaTa cpasy

6opa
Bcst «nousa» ANA GesonacHoro 33 P

|
Hana nonrOToaneHa!..

BAXKHO! g!j

cT. 159 YK PO.
HakasaHue

B 3TOM CNnydae
npenycMaTpuBaer
nuweHne ceobonbl
BnnoTb Ao 10 net

«Kypvep Hanuunocmu» - TEpeMEIIEHHE JEHEXHBIX
CpeACTB OT OJHOTO JHIa WiIM Ou3Heca K JAPYroMy, C LEJNbIO
n30exarb TPAJAULMOHHBIX OAHKOBCKHX METOJOB WIH IIpU
HaJIMYUU OrpaHWYeHui Ha BbIBOA. OObsBIEHHE O Takoi padoTe
pasMeniaercd  TeNeQOHHBIMM  MOIIEHHHKaMHM, MpU  3TOM
OyaymemMy Kypbepy MOTyT cooOIiarh, 4YTo paboTa He CBsi3aHa C
KpPUMHMHAQJIOM W OH HHMYEM HE pUCKyeT. PaccMoTpuM peanbHBII
pUMeEp NPEIIOKEHUS 0 paboTe «KypbepoM HANUUHBIXY:
[ToBTOpUM emie pa3, 4To NOJ00HbIE NEHCTBUS, B TOM YHUCIIE U
JTAHHOE MOXKET KIIacCU(UIIMPOBATHCS KaK MOIIEHHUYECTBO 10 CT.
159 Haka3zanue B 3TOM ciiydae nIpeayCcMOTPEeHO BIJIOTH A0 10 JieT
JIMIICHHUS CBOOOABI.

MOIIEHHUYECTBO SABJISIETCSI YMBIIUIEHHBIM TPECTYIUIEHUEM, a
KYpbEpOB 4allle BCEro HE MOCBALIAIOT B I€TaId, TOBOPS TOJIBKO O

HE00XO0IMMOCTH TMOJYYE€HHUS U NEePEBO/Ia JEHEXKHBIX CPEACTB (UTO

JACHBI' MOTCPICBIINX nroaei 00 9TOM

KOHCYHO XKE

YMaJTYUBAETCS).
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= HEOETCKWE UIrPbI 2.0: APOMN NMOHEBOJIE

4 v}
REUC
(cxema OwuGounbill nepeson)

Ha Baw cyeT nocTynaeT nepeson AeHEr OT HE3HAKOMOTO NMua, Aanee
BaM NOCTynaeT 3BOHOK C VIHC'JODME}U,MEE. 41O ,D,eHe)KHbH;\ nepesopg
6b1n coBeplueH ownBoYHO, M NPocbGoM NepeBecTn AeHLMM obpaTHO.

O,D'HEKO B cny4ae BO3BpaTa Nno yKas3aHHbIM HE3HEKOMLUEM PEKBM3NTAM
Ha caMOM fene JeHbr HanpasnAKTCA TREThbEMY ALY YYACTHUKY
NPECTYNHOI CXeMbil.

Takum 06pasom, CyyanHo, NoAAS HABCTPEYY YE/IOBEKY, MOXHO CTaTb
COYHYaCTHMKOM NPeCTYMNAeHWs No BbiBOAY AeHer

B paHHOM cnyvae
NPaBWIbHbLIM PELLEHWEM
6yneT obpaTUThea

B HaHK M TONbKO BMecTe
¢ BaHKOBCKUM

COTPYLHVIKOM pewaTb
BOMPOC, KAKNM 0BpasoM
[EeHbI OTNPaB1Th
o6paTHo

1100 6udom owubusuezocs yenosexa.

[TomoOHas cxema MOXKET peai30BaHa yepe3 MONOJTHEHNE HoMepa
Tesie()OHa HE3HAKOMBIMH JIMIIAMHU, KOTOPbIE TAKXKe CBS3BIBAIOTCS
CO CBOEH <« KEpPTBOI», co00IIasg, 4YTO MNPOM30ILLIAa OLIMOKA U
HpPOCST IEPEeBECTH JEHbIM «0OpaTHO», HO MO (aKTy TPeTbUM
JULAM.

B nanHOM ciyuae nmpaBUIIBHBIM pELIeHHEM OyzneT oOpaTuThCs B
0aHK M TOJBKO BMECTE€ C OaHKOBCKUM COTPYAHHKOM pEIlaTh
BOIIPOC, KAKUM 00pa3oM JIeHbI'M OTIPaBUTh 00OPaTHO.
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HEOETCKWE UIPbl 2.0: OPOM MOHEBONE

[_
YEPE3 COLMANBHBIE CETH
W CAWTHI 3HAROMCTB

Yepes coumansHble ceTk 06paLlaeTca HesHakoMeL, € NpasaonoaotGHom
NereHomn, HaNnpUMep, YTo y Hero ecTb POACTBEHHWK 3a rPaHULLER,
KOTOPOMY CPOYHO HYXHO OTNPaBUTh AEHBLIM, a ero GaHK Takue
Nepego/ibl He NPOBOAMT.

O6bI4HO MOLUEHHWKW NpeanaraioT 3To caenatsh 3a HeGonbwylo NnaTty
B 3aBUCKMMOCTK OT CYMMbI NpefnonaraeMoro nepesoja.

Hanee Ha cyeT >kepTBbI NOCTYNalOT BOPOBaHHbIE AEHBI M, KOTOPbIE
OHa NepeHanpaBfAeT fasblie, CTaHOBACL TakMM 06pa3oM 3BeHOM
NPecTynHoM LenoyKku

Yepes coyuanvhvie cemu u catimul 3HAKOMCME

Ha caiiTe 3HaKOMCTB KaK MpPaBWJIO, MOIICHHUKH BBIOUPAIOT
JeBYIIEK ¢ HEOOJbIIUM  3apaboTKOM ¥ (PUHAHCOBBIMHU
obpemeneHussMU. OHU TapsAT HEOONIBIIOHN MOIAPOK U MPEAIararoT
NPWINYHBIE JIEHBI'M 3a IMPOCbOY IEPEBECTH YEepe3 CBOM CUET
JICHBIW Jpyry, OpaTy WM MamMe HOBOTO 3HAaKOMOTO, YTOOBI
COKOHOMHTH Ha Komuccuu. Ilocie mapsl mepeBogoB «MOJIOIOM
YEJIOBEK)» HCUYE3aeT.
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= HEOETCKWME MIPbl 2.0: APOM NOHEBOJE

PaboTa ¢ yA3BMMbIMK rpynnaMiu — NpuBneyeHe Nioaed,
WUCNbITbIBAOWMKWX mMHaHCDBbIe TpyAQHOCTU

«Bopb6a 3a NpaBoe Aenc» — 3/10YMbILWAEGHHWUKU 3aHUMMalOTCA NponaraHaon
Yepes coumnansHble ceTu, 06eLuan yyactue B «NPaBoii BOWHe»

e

L

MofapbiB AOBEPUA K rOCYAAPCTBY — MOLLEHHUKM NPU3LIBAIOT
AeiACTBOBATL NPOTMB «HECNpPaBeANMBON CUCTEMbI

o

O6ecneveHne HapKoTUKaMn — BEPGDBLI.lMKM [enaloT Nogen 3aBUCUMblMIA
OT HEPKOTUKOB U CKNOHAKOT UX K AMBEPCUOHHbIM ﬂEﬁCTEMHM

UL

BAXHO!

3a coBeplueHue
AVWBEPCUM HACcTynaeT
yronoeHas
OTBETCTBEHHOCTb

B BUAe NULeHUn
CBOGOAI:I Ha CPOK

ot 10 po 20 net

Boegneuenue 6 0ugepcuoHHyo 0esmenbHOCHb.

Konewynodt  menpl0  JAaHHOTO — «MEPONPUATHUS»  SBIAETCS
JeCTa0MIIM3aIus SKOHOMUYECKOMN 0€30macHOCTH "
obopoHocrioco0HOCTH rocyaapcTBa. [lpuBneuenue mroaeil B
CXeMy TIOJDKOTOB W TEPPOPUCTUYCCKUX AaKTOB  SIBIISETCS
Cepbe3HOM yrpo3oil Oe3omacHOCTH oOmecTBa. Paccmorpum
crocoObI BEpOOBKHU.

Uro kacaeTcsi YroJOBHOW OTBETCTBEHHOCTH 3a COy4YacTHE B
JTUBEPCHOHHBIX JCHCTBHSX, TO BAXKHO 3HATh, YTO 3a JHBEPCHIO
MIpUBJIEKaeTCa T000e BMEHsIeMOe (GU3MUYECKOE JTUI0, TOCTUTIIIEE
16-netHero Bo3pacta, W npeciuenyercs cratbed 281 YK PO.
Takxke cTOUTh OTMETUTH OTJENBHO, UTO TMBEPCHUOHHBIE IEHCTBUS
KBAUTH(DHUIUPYIOTCS KaK TSHDKKUE MPECTYIUICHHUS.

3a COBEpIICHHE TUBEPCUU HACTYyTaeT yroJIOBHAs
OTBETCTBEHHOCTH B BUJIE JTUIICHUSI CBOOOIBI Ha CpoK oT 10 g0 20




JIET JIMILIEHUS CBOOOIBI.
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©

BNIAFOTBOPUTENBLHBIE CBOPLI
AN4 CBO/NPUIOT ANY RUBOTHbIX/
HA ONEPALLHIO

MoleHHWKK co3aatoT BnaroTBOpUTENbHbIA hoHA,

HanpuMep, 018 NOMOLLM CTYAeHTaM BY30B, NOMaBLInuM

B C/TOXKHYHO MKU3HEHHYIO CUTYaLMIO, M Ha CYET 3TOr0 CO3AaHHOI0
dhoHAa opraHM3auum, KoTopbiM HeobxoaMMo NeranMsoBaTh
npecTynHble CpeacTBa, NepedYncaoT AeHbr

L _

<

=\

J\/\,

J

brazomeopumenvuvie  cobopwi onsl CBO/nputom ot
JHCUBOMHBIX/HA ONEPaAYUIO.
PaccmoTpuM mpuMep «OTMBIBaHMS» JEHEr Ha IpuUMepe
OsaroTBopuTeabHbIX GoHI0B. Hamo oTMeTHTh, YTO JaHHAs cxema
HE HOBa M CYLIECTBYET MNPONOJDKHTENbHOE Bpems. «PaboTaer»
OHa CJIEeIyIOIIUM 00pa3zoM:

Hanee s oOHanuuMBaHUSA JIeHEr co cueTa (oHzaa
MPUBJICKAIOTCS,  HAalpUMep,  «3aBEpOOBAHHBIC»  CTYIEHTHI,
KOTOPBIM sIKOOBI TpeOyeTcsi MaTepHaibHasl MOMOIIb, B CBSI3U C
4YeM OHM OOpaTUIIUCh B TOT CaMblil OJaroTBOpuTeNbHbIN poHa. B
pe3yabTaTe Ha KapTy CTylAeHTa u3 (oHHa IMOCTyNmaeT CyMmma,
KOTOpPYIO OH OOHaJIMYMBaeT B OaHKOMaTe U OTJAeT ee oOpaTHO
MOIIICHHUKAM, OCTaBJsis cebe Malylo 4YacTb. TakuM oOpas3om,
YeJIOBEK CTaHOBHUTCA JPONIEPOM, TO €CThb COYYaCTHUKOM
MPECTYIUICHUs, B KOTOPOM JI0Ka3aTh CBOIO HEBUHOBHOCTH OyneT
OYEeHb TPYJIHO.




Caaiin 28 Obmen kpunmosaniomol Ha pyo.u
OmHa W3 pacHpoOCTpaHEHHBIX  CXeM  «OOCICHUS»
MPECTYIHBIX JICHET SBJISICTCS IMOKYIKAa KPUITOBAIIOTHI Ha pP2p
( N wiatopmax. MHOKECTBO HHBECTOPOB HUCIOJIB3YIOT HIMEHHO P2p
OBMEH RPUNTOBANIOTbHI HA PYBNH IUIOMAIKM BMECTO KPUIITOOMPK MO MPUYMHE HU3KUX KOMHCCHIA,
a TakkKe BO3MOXHOCTH YHAJICHHO KYIUTh KPUITOBAIIOTY.
VIMEHHO 3THUM U TOJIb3YIOTCS MOILICHHHKH: OHU JICHCTBHTEIBHO

= HEOETCKME UIPbI 2.0: APOMN NOHEBONE ®

MPABWM/A PABOTbI C KPUMTOBAJTIHOTOM

@ W IMOKYIAKT KPUIITOBAJIIOTY y IMIPOAABIOB, HO ACIAKOT 3TO C LICIIBIO
BeauTe nepenuncky yepes
WHPacTPYKTYPY p2p NNoLWanKmu BAMKHO! Jerajin3ai IMPECTYINHBIX OOXOJOB. B pE3YyIbTAaTC Ha CUCT
ImpoaaBla KPHUIITOBAJIIOTHI IHOCTYIAIOT IMOXUIICHHBIC NCHCKHBIC
Ba)KHO NOMHUTD,
@*—’— — uTo caMble 6e3onacHble \1/ 4‘3 CpeACTBa € KapThl ApOIIa.
7 N
CoBepuiaiiTe caenky ¢ akKayHTamm, UL W el irs CootBeTcTBYIONIHME CIYKOBI OAHKOB MOHUTOPSIT MOI00HbBIE
KOTOpble [ABHO 3aperucTPUPoBaHb Ha KpUNTo6upIKax
Ha MNOLIAAKE U UMEIOT XOPOLLYIo ( CHCJIKH U OJIOKMPYIOT CYeTa HE TOJBKO JPOIa, HO M MPOJaBIa B
penyTaumio
Y,

pamkax 115 @3 (O npoTHBOAECHCTBUY JIeTanu3alui(OTMBIBAHHUIO)
JICHeKHBIX CPEACTB, TOJXYYEHHBIX MPECTYIHBIM TyTeM, |
(bMHAHCHPOBAaHUIO Teppopu3Ma), 0o0Jiee TOTrO, MOXKET OBITh
BO30YXI€HO YrOJIOBHOE J1esI0. TakuM 00pa3om, MOKHO CITy4yaiHO
CTaTh COYYaCTHUKOM NPECTYIIICHUS.

HyxHo otmeTtutsb, uto Ha 100% 3amuTUTH ce0s1 OT PUCKOB
HOJYYUTh ce0e Ha CUET «TpsI3HbIE» JEHBI'M NPU NMPOBEJACHUU p2p
C/IEJIOK HEBO3MOKHO, OJJHAKO MOXXHO CHU3UTBH PUCKH, COOIIOas
HECKOJIBKO  PEKOMEHJAlMi:  BECTH  MEpernucKy  4Yepes
UHOPACTPYKTYpel p2p IUIOIIAAKH, COBEpLIATh CHEIKH C
aKKayHTaMH, KOTOpbIE IaBHO 3aperuCTPUPOBAHBI Ha TUIOIIA/IKE U
HMMEIOT XOPOIIYI0 PENnyTaluIo.

P2p-cepBucsl BeayT ydeT KOJIMYECTBAa IPOBEICHHBIX
oTepanuii KIMEHTAaMH W TIOKa3bIBAIOT MPOIEHT ycrnexa. Uem 3Tu
MOKa3aTeu BbIIIE, TeM OOJIbIIE JTOBEpHUs 3aCily’KUBaeT Tpeuep.
BaxHO TOMHUTB, 4TO caMble 0€30TacHBIEC CICIKH MPOBOAATCS HA
KpUITOOUPIKAX.

\L
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HEOETCKME UIPbI 2.0: APOM NOHEBOME

)

( ,El,ponos NPUHATO pacnpegendaTb Ha KaTErop B COOTBETCTBUK C UX [encTBnaMn

~

( Oﬁﬂdnbl.l.ll.IKu_J ( Tpausurquxu_] [ 3anusu1uuu_] [ Huusepcanu_]

STo Aponbl, KOTopble
CHMMAaIOT €O CBOEM KapThbl
NpecTynHble AeHbIM

v nepenaT

WX MOLUEHHUKEM

STo fponbl, koTopble
nepecbinaloT 6e3HanUYHBIM
nyTeM NPecTynHble AeHbM
MO YKa3aHHbIM MOLEHHWKaM
PEKBU3NTaM

370 gponbl, KOTopble
nNony4aloT Hanu4Hble
OeHbrv oT ApYr1x LpOonos,
BHOCHT X Ha CBCIO KapTy
W NepecbINanT AponamM
«TRAH3NTYMKaM»

CTaTb Kaxkabli

310 gponbl, KoTopble

MOryT BbINONHATE

BCe BbllLleyKa3aHHble

pencrevs

_

Ba)HC OTMETUTb, YTO CYPOBOCTb HaKa3aHWUA HE 3aBUCUT OT TOro, 3HaN N1 APon O TOM,
4YTO OH AenaeT Unu HeT. IMeHHo B 3ToM BoNblLuasA ONnacHoCTb: APponoM NoHeBONe MOoXKeT

\

JlponioB  IpHUHATO paclnpeAeisiTb Ha KaTeropuu B
COOTBETCTBUH C UX JCUCTBUAMU:

Ooénanvuguku — 3TO APOIBI, KOTOPHIE CHUMAKOT CO CBOEH
KapThl IPECTYIHbBIE IEHbIH U NEPEAAI0T UX MOUICHHHUKAM.
Tpansumuuku — 3TO  JpOIbl, KOTOpbIE  IE€PECHUIAIOT
OC3HAIMYHBIM IYyTEeM MPECTyMHbIE JEHbI'M 10 YKa3aHHBIM
MOIIICHHUKAM PEKBU3UTAM.

3anuewyuku — 3TO IPOMBI, KOTOPHIE MOTYYalOT HATUYHBIC
JICHBIM OT TAaKHX J>K€ JPOINOB, BHOCAT MX Ha CBOIO KapTy H
NEPEChUIAIOT APOIaM «TPAH3UTUUKAM).

Ynuueepcanwvt — 310 npomnsl, KOTOpEIE MOT'YT BBIIOJHSATE BCE
BbIILICYKa3aHHbIE JCHCTBUS.

[TomoraTs MOIIIEHHUKaM «BBIBOJIUTHY TIOXHUILEHHBIE IEHBIU

— Mepomnpusitue HeOmaromapHoe. JleiicTBUs IpoOmNmepoB MOTYT
MOMNAacTh IOJ] YrOJOBHYIO CTaTbio 159 «MOIIEHHUYECTBOY WIIH
174 «Jleranuzanus AeHEKHBIX cpeAcTBy. [Ipu 3TOM MOXKET OBITH
Ha3HA4YeH KaKk HeMaybli mrTpad, Tak U 0ojiee CypoBO€ HaKa3aHUE
— apecT. B aTOM ciydae cpok 3aKiIHOYEHHS B THOPbME MOXKET
nocturatb 7 ner. KpoMme Toro, B mnepcrekTuBe 00ecreyeHbl
MHUHHMMaJbHbIE IIAHCHI Ha 00CITY’)KHBaHUE B TOM HJIM MHOM OaHKe,
YTO B COBPEMEHHOM JKU3HU MPAKTUYECKH HEBO3MOXKHO.
BakHO 0TMeTHTBH, YTO CYPpOBOCTh HAKA3aHUS He 3aBHCHT OT
TOIr0, 3HAJI JIM APOI O TOM, YTO OH JeJiaeT, UJu HeT. lImMeHHo B
9TOM OoJiblas OMACHOCTh: JPOIOM IIOHEBOJIE MOXET CTaTh
Ka)IblIil.
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HELOETCKWME WIPbI 2.0: OPOI NOHEBOJIE ®

NPABUNA BE3ONACHOCTH!!!

o

He oTknWKaiTeck Ha BaKaHCUK € NErKUM
3apaboTkoM

lMNpoeepsiTe NoTeHuMansHoro paboToaarens
Ha NpeAMeT Hanuuua oTabieos B MHTepHeTe

Hukorga m HUKOMY He OCTaBnAiTe faHHble CBOEH
6aHKOBCKOW KapTbl, TeM Bonee He nepenasanTe
ee TpeTbWM NULEaM (BO MHOrMX BaHkax Nepefada
KapT TRETbUM NuamM 3anpelleHa)

PerynspHo o6HoOBNAMATE NAPONKX K CBOUM
6aHKOBCKWUM NPUAOXKEHWUAM, TUHHOMY KabWHeTy
nopTana « ocycnyrm» 1 NpoYMM thMHaHCoBO
3HAYUMBIM NPUIOKEHNAM

He nepexoauTe No CCbINIKaM U3 HEM3BECTHbLIX
WCTOYHWUKOB, BO n3bexaHue B3noMa A0oCTynNa
K BaHKOBCKOMY NUYHOMY KaBUHETY

Bcerpa nosslwaite cBolO hUHAHCOBYIO
rPaMoOTHOCTL — YUTaMTE HOBOCTU O HOBbIX
BMAax MOLWEHHWYecTBa, Bedb
«[pepynpexaeH — 3HAYUT BOOPYXKEH»

Ecnv Bac NonpocaT BepHYTb CYYalHbIA
nepeBoa, AeHer, COBEPLUEHHbIN Ha BaLle UMS,
He cornawanTech Ha 3To, 06paTUTECh C 3TUM
BOMPOCOM B Bal 6aHK

IIpaBunia 6e3onacnocru!!!

- HE OTKJIMKAaiTeCh Ha BAKaHCHHM C JIETKUM 3apab0TKOM;

- TIOTEHIMATBHOTO PAabOTOMATENS MPOBEPANUTE HA MPEAMET
HaJn4us oT3bIBOB B MIHTEpHETE;

- HUKOTJa ¥ HUKOMY HE OCTaBIISIHTE JaHHBIE CBOEH
0aHKOBCKOM KapTbl, TeM Ooyiee HE IepeAaBalTe ee TPeTbUM
aunaM (B0 MHOTHX OaHKax Iepenadya KapT TPEThUM JIHIaM
3ampeIneHa);

- perymspHO OOHOBIIAWTE MApOJM K CBOMM OaHKOBCKHUM
NPUIOKEHUsAM, JUYHOMY KaOuHery mnoprtana «locycmyru» u
npounM (UHAHCOBO 3HAYMMBIM MPHJIOKEHHSIM; - €CIH Bac
HOIPOCAT BEPHYTh CIy4YalHBIN MEPEBO JIEHET, COBEPILIECHHBIN Ha
Ballle WMs, HE COTJAllaiTech Ha 93TO, OOpPaTUTECh C OTHUM
BOIIPOCOM B Balll OaHK;

- HE TIEPEXOIUTE MO CChIIKAM M3 HEU3BECTHBIX HCTOYHHUKOB,
BO M30exaHHE B3JIOMa JOCTyna K OaHKOBCKOMY JIMYHOMY
KaOuHeTYy;

- BCerja NOBbIMIATe CBOIO (MHAHCOBYK I'PaMOTHOCTh —
YUTaliTe HOBOCTH O HOBBIX BHJAaX MOIICHHHYECTBA, BEIb
«[IpenynpexaeH — 3HAYUT BOOPYKEH).
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Hampumep, Takue kpuntoBamtoThl, kKak Monero u Zcash,
IIPEIOCTABIISAIOT WHBECTOpaM IIOJIHYIO AHOHHUMHOCTb.
CymecTBYIOT ~ KPUNTOKOIIETBKH, HE TpeOyIIHe MOJHOMN
BepU(UKALMU €ro BIAAeNblla, YTO TaKXe MpPedoCTaBIseT
AHOHMMHOCTb ~ MHBECTOpaM, UY€M  OXOTHO  MOJb3YHOTCS
MOIIICHHUKH. B 1iesnom Best cyth kpunrorpaduu u OnokyeiHa —
3TO KOH(UIEHIINATIBHOCTb, O€30MMACHOCTb U JEIIEHTPaIU3aIHsl.

Bmecre ¢ TeM CTOMT OTMETHTb, 4YTO TaKuUE€ OpraHbl
rocylapcTBeHHOW BiacTu, Kak DexepanbHas ciyx0a 10
(uHaHCOBOMY MOHHUTOPHUHTY (PochunmonuTOpUHT),
Hentpanbupiii bank P® w npoume, HaxomATcs B IOHUCKE
WHCTPYMEHTOB, B TOM  4YHMCI€ HAa  TEXHUYECKOM U
3aKOHOJATEILHOM YPOBHSIX, MO3BOJISIIOIINX B3SITh MOJ KOHTPOJIb




HELETCKME UIPbIl 2.0: OPOMN NMOHEBO/IE

orepauuu U(GPOBBIX aKTUBOB. OJHAa M3 OCHOBHBIX MPOOJIEM
IIPaBOOXPAHUTENbHBIX OPraHOB IIPU PACIyThIBAHUU IPECTYITHBIX
CXeM  3aKJIOYaeTcss B MCIOJIb30BAaHMM  MOILIEHHUKAMU
NOJCTABHBIX JIMI[ — JpPOIOB, HAa YbM HMEHA OTKPBIBAIOTCS
KpunrTokowenbku.  [loaromy — cooTBeTCTByIOLIME  CIYXKOBI
CTaparoTCs YCTAHOBUTH CBSI3b IOJCTABHOIO JIMIA C PEAJIbHBIMU
WCIIOJIHUTENISIMA MOLIEHHUYECKUX OIEpalMid, HO U 3TO SIBIISIETCA
TPYIHOM 3aJaueld, TaK KaK «OTHOUICHUS» MEXAYy HHUMH
BBICTPAUBAIOTCS KaK MPABUJIO JUCTAHLIMOHHO.
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BbIBOA CPEACTB U3 RPUNTOBANIOTHBIX ‘i_(

Kpuntobuprka — 310 Bonee cnoXkHas
CTPYKTYpa, KoTopaa npeanonaraet
PEerucTPaumIo 1 4acTo HeOBXoANMOCTb NMPOMTH
npoueaypy «3Hal CBOero KNMeHTa».
KnioueBbiM OTNUYUEM OT KPUNTOOBMEHHUKOB
AB/IAETCH BO3MOXHOCTb TOProBaTth Ha Buprke
CBOMMMW aKTMBaMK, a He NPOCTO 0BMeHMBaTb

—

OHnaliH KpUNTooOMEHHWK NpenocTaBnAeT
BO3MOX>KHOCTb BbICTpOro 06MeHa
KPWNTOBANoThl.

HocTaTouHo BbIGpaTb BanoTy, KOTOPYIO Bbl
XOTWUTE NPOAATH, M BaNioTy, KOTOPYHO XOTHTE
KynUTb.

MNocne BBOAE CBOWX AaHHbIX Bbl NONyYaeTe
HY>XXHble CPeACTBa Ha CBOM Kolenek

_ —

CymecTByeT /1Ba OCHOBHBIX, HO HE €IUHCTBEHHBIX METOJA
1m0 OOMEHY KPHUNTOBAJIIOTHI: 3TO HCIIOJIb30BAHUE KPUITOOUPK U
KPUITOOOMEHHUKOB.

KpuntooOMeHHHKH OBIBalOT JIBYX BHUJOB:
omaiin.

OnnaifH KpUNTOOOMEHHUK MPEJOCTaBISET BO3MOXKHOCTh
OBICTPOrO OOMEHAa KPHUNTOBATIOTHL. J[OCTaTOYHO BBIOpATH
BaJIOTY, KOTOPYIO BBl XOTUTE MPOJAaTh, M BAJOTY, KOTOPYIO
XOTUTEe KynuTh. [locie BBOJA CBOMX JaHHBIX BBl TOJyYaeTe
HY>KHBIE CPEJICTBA Ha CBOM KOIIEIEK.

Odmaiin BapHaHT KPUIITOOOMEHHUKA MOJIXOUT
HAWIy4IIuM oOpa3zoMm Juisi HanuyHoro oOmeHa. To ecth ecnu
HY)XKHO OOMEHSTH KPUNTOBAIOTY Ha pyOiam wuiam pyoin Ha
KPUIITOBAJIOTY, TO IaHHBIM BapUaHT OYIEeT CaMbIM IPUEMIIEMbBIM.
HexoTopbie KpunTOOMOSHHHUKH MTO3BOJISIOT IPOBOAMTD OTIEPALIAN
QHOHHMHO.

Kpunrobupka — 310 GoJyiee CloXKHAsE CTPYKTypa, KOoTopas
HpernonaraeT PerucTpaluio U 4acTo HeoOXOJUMOCTb MPOWUTH
nporenypy «3Hail CBOETO KJIHMEHTa». KIFo4eBBHIM OTIMYHEM OT
KPUIITOOOMEHHUKOB SIBJII€TCSI BO3MOKHOCTh TOProBaTh Ha Oupike
CBOVMMH aKTHBAaMH, a HE IIPOCTO OOMEHHUBATB.

C ToukM 3peHuss pUCKOB 00a BapuaHTa SIBISIOTCS
PUCKOBAaHHBIMH, OJIHAKO B CIIydae HCIIOJIB30BAaHHUS KPUITOOHMPIK
PHCKOB CTAaHOBHUTCS MEHBbIIIE.

OHJIAaH U




[To manabiM 1B, aKTMBHOCTH POCCHUMCKHX IOJB30BaTEIEH
Ha pbIHKE KPHUIITOAKTUBOB BbIpocia 3a IV kBapran 2023 — I
kBapran 2024 roga. OO0 3TOM CBUAETEIBCTBYET KOJIUYECTBO
MOCEUICHUI CaliTOB KPYMHEHIIMX KPUIITOBAIIOTHBIX TOPTOBBIX
IUIOIIAZI0OK M O0BEM TIOTOKOB KpPUITOBATIOTHI Ha OHUpXKax,
KOTOPBIN OIIECHOYHO IPUXOIUTCS Ha POCCHUSH.

KpunroBantor Ha pbIHKE OIPOMHOE MHOXECTBO, OJHAKO C
TOYKH 3pEHHs] JIOXOAHOCTH MBI pPAacCMOTpUM  Haumbosee
nonynspHyto — 6utkout. Ilo nanusim PBK-MuBectuuu 3a 2024
roJi, BIOKEHUE B OUTKOMH OKa3aloch Obl CaMbIM MPUOBLTEHBIM,
OH TIpHHEC ObI MHBECTOPY 0XOAHOCTH 146,35% B pyOssix. 3a 3To
Bpemsi kypc OutkoumHa Bwipoc ¢ 4 000027 mo 9854180 B
pyOJIeBOM SKBUBAJICHTE.

Koneuno xe, OUTKOUH, KaK U IpYrHe KPUIITOBAIIOTHI, U B
1esIoM (PMHAHCOBBIE AKTHBBI, OYCHb BOJATHJICH, HAIPHUMEp, B
Hosi0pe 2021 roga 1 OutkomH crowms mopsaka 61 000 $, a B
Hos10pe 2022 roma yxe 20 0003, To ects Mmunyc 300%. Bmecre ¢
pPOCTOM IIeHbl OWTKOWHA YBEJIMYUBAJICA U YPOBEHb €ro
BOJATUIBHOCTH — ¢ 23,4% B koHIte 3 kBaprana 2023 romxa g0 80%
B KOHIIe nepBoro kBapraia 2024 roga. [lomumo sToro, pactyt u
PUCKH B CBSI3M C BO3MOXXHBIMH CaHKIHSMH CO CTOPOHBI
HEJIpY’)KECTBEHHBIX CTpaH, YTO MOXET NPUBECTH K IOTepe
JoCcTya K akTHUBaM B cCilydae HMX OJOKHUPOBKH CO CTOPOHBI
SMHUTEHTOB KPUITOBAIIOT.

Taxxke HY)KHO MMOMHHTB, YTO Y€M BHIIIE JOXOTHOCTH TOTO
WIM MHOTO (PMHAHCOBOTO aKTHBAa, TEM MHOT'OKPAaTHO BBILIE U
pucku. CTOUT MOMHMUTB, YTO MHBECTOPHI MOKYIAIOT, HAIIPUMED,
OUTKOMH TOTOMY, YTO OH pacTeT B II€HE, a B LIEHE OH pPacTeT
MOTOMY KaK pa3, YTO €ro MOKYMaIT HHBECTOPHI, YTO MPUBOJUT K
3aMKHYTOMY KpYTY, B KOTOPOM MOXHO Kak 3apa0oTaTh, TaKk H
IIOTEPSATH CBOM CPENICTBA.

Cnenku ¢ KpUNTOBAIIOTAMH CJIOKHO OTCJIEIUThH, MOYTH
HEBO3MOXHO OTMEHUTh TPAH3AKUMIO (CAEIKY M0 KYIUTU-TIPOJIaXKe




aktuBa). CieoBaTeabHO, pHUCKAaM B OTOM  OTHOIIEHUU
HOJBEPKEHbl 00a Y4YaCTHUKA CHAEJIKH, €CIM MEXAy HUMU HeT
HaJIeKHOTO  mocpenHuka. CTOUT  OTMETHTh, 4YTO  JaxKe
MOLIEHHUYECKHE CXEMbl Ha «3TOM PBIHKE» OTMEHHUTH HENb3S.
Hanpumep, mmMpoKo U3BECTEH Cillydail C «pa3fadyed MOHET», I/
Ha (pUIIMHrOBOM caliTe OT MMeHU Muumapiaepa Minona Macka
coo01IaIoCch 0 HEeCYIIeCTBYIOIIEH akiuuu nenapramenta Tesla mo
MapKeTUHTY, B XOJ€ KOTOpOH BCE MOKIOHHUKM MapKH MOTYT
HOJYYUTh KPUNTOBAMIOTY. [y ydacTusi B akumu HEOOXOIMMO
Beicath OT 0,1 mo 20 BTC (Bitcoin) wim ot 1 mo 100 ETH
(Ethereum) sx00BI A1 IPOBEPKHU, a 0OpaTHO OyIET OTHPABICHO
BABoe Oonbmie. Ha camom nene 310 Obula pacnpocTpaHEHHas
cxeMma B OJokueitHe-cdepe, U IEHbI'M BO3BPALICHBI JIOBEPYHUBHIM
«UHBECTOPaM» He ObLIN.
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OCHOBHbIE THIbI
NPECTYNNEHUA
C RPUNTOBANIOTAMH

MOLUEHHMYECTBO

B Ynpaenenue nocrynuno obpalueHne rpaxaarkm sMn,
[eHeXHble CPe/ICTBA KOTOPOM MOXHUTUNN NPECTYMHUKNA.
C MENofib30BaHWeM OfHOM M3 CoLManbHbIX ceTeln ¢ aMn
CBA3anack AeByLKa, KOTOPas, MCNo/b3yA METOAbI
COUWaNbHOW MHXKeHepuW, ybeauna eé npuobpectu

KPUNTOBEMNIOTY W MHBECTMPOBaTL €€ Ha buprke «Cx. B xoae

hMHaHcoBoro paccnenosanuna MPY PocdimHMoHWTOpUHa
no CKPO ycraHoBuo, 4TO caiT Grupkir Bbil Noaaenkon,
a KpUMTOBaNIoTa, BNOXEHHan NoTepnesiue, BbIBOAWNAach
NPECTYNHWKAMK Ha OAHY M3 N3BECTHDBIX KPUNTOBMPK,
06MeHMBaNach Ha CT3ABNKOMHBLI 1 B fanbHer lem
NepeBogMnach Ha aHOHWMHbIE KPUMTOKOWeNbKK

O MNPOrPAMMbI-BLIMOIATENN (RANSOMWARE)

OpfHa 13 KpYNHEMLWKMX atak ocyluecTeneHa Ha komnaHuio Colonial
Pipeline g 2021 rogy. Beimoratenn notpeGoganu onnary

B BUTKOMHAaX Ha cyMMy okono 4,4 MnH ponnapos. Mony4yue Boikyn,
NPECTYNHWKKA NbITaNUCb CKPLITe CBOW CPpeACcTBa, paBéMBaH
TpaH3akuun Ha MeNnKKe 4acTu M NePeEBaA UX YEPE3 pa3nnyHblie

KPWNTOBaNIOTHbIE KOWENbKW ANA 3anyThiBaHWA CIe00B

O KMBEPMPECTYMNEHWA X B3NTOMbI

HanBonee n3BecTHble cnyyau B3OMa KPUMTOBAIOTHLIX BUP:
B3anom Mt. Gox B 2014 roay v B3nom Bitfinex 8 2016 roay,

KOTOPLIE NPVBENK K OrPOMHEIM NOTEPAM

O HAPKOTOProBna 1 MHAA HENEFANBHAA TOPIOB1A
B kayecTBe NprMepa MOMHO NPUBECTV NnaTdopMy Hydra,

e€ geATenbHOCTL Bbina npecevena 8 2022 rogy. Hydra

KoHTponvpoeana 6onee 90% He3aKoHHOW Toproenu B apkHeTe,
rAe BCe TOBAaPbI M YCIYI W, BKIOYEH HAPKOTHKIN, OPYXKME
v nogaenbHble OOKYMEHTbI, ONNavyBan1ch KDMHTDEEHIOTOVI

O DUHAHCUPOBAHWME TEPPOPU3MA

KpunToBanioTel TakKe MCNONL3YIOTCA N5 HUHAHCUPOBAHUA
TEPPOPUCTUYECKUX OPraHr3aLMii, Tak KaK OHW NO3BONAKT
COBepLATL aHOHWMHbIE NepeBobl 6&3 UCNONb30BAHKUA

TPaAWLMOHHBIX BAHKOBCKUX CUCTEM

s

73

Paz6epem OCHOBHBIE THUIIBI MIPECTYIIICHUN c

KpPHUIITOBAIIOTAMHU:

1. MomeHHu4YecTBO SIBJISIETCS OJIHUM u3 CaMBIX
pacnpocTpaHEHHBIX BUAOB MPECTYIUIEHUH C  HUPPOBBIMU
BAJIFOTAMH. 3J10yMBILIJIEHHUKHT CO3/aI0T (banpmuBkIe

UHBECTHIIMOHHBIE  CcXeMbl,  IuarpopMbl st  oOMeHa
kpunroBamtorel win nogaensabie [CO (Initial Coin Offering).
[Tonb3oBarenu BBOAATCS B 3a0dyXJA€HHE M MEPEBOJSAT CBOU
CpeICTBa, KOTOpBIE 3aTeM ucde3aloT. B kauectBe mnpumepa
MOKHO TMpHUBECTH ()MHAHCOBOE pacciie[JOBaHHE, KOTOpOe
npoBoamio MPY Pocpunmonurtopunra mo CKPO B 2022 roxy.
B Vmnpaenenne mnoctynuio oOpaimieHue TpakgaHKu <« My,
JICHE)KHbIE CpEACTBA KOTOPOM mNOXUTHAM npecTynHuku. C
UCIIONIb30BAaHUEM OJHOM W3 COIMAIBHBIX CETe C TpakIaHKON
«M» cBsd3aiach JIeBYIIKa, KOTOpas, HCHOJb3YS METOJbI
collManbHOW  WHXeHepuu, yoemuna  «M»  mpuoOpectu
KPUITOBAJIOTY M HHBecTUpoBaTh €€ Ha Oupxe «C». B xone
¢unancoBoro paccienoBanuss MPY PochuHMOHUTOpHHTA TI0
CK®O ycraHoBuio, 4Tro calT OupkuM ObUI MOAJEIKOH, a
KPUNTOBANIOTA,  BIIOXKEHHAs  MOTEpHeBIIeH,  BBIBOIMIACH
OPEeCTYMHUKAMH Ha OAHY M3 H3BECTHBIX KPHUNTOOWPIK,
oOMeHuBajach Ha CTAUOIKOMHBI U B JajbHEHIIEM MepeBOANIACH
Ha aHOHHUMHBIE KPUIITOKOILIEIbKHY.

Opna w3 KpymHEHIIMX AaTaKk OCYLIECTBJIEHA Ha KOMIIAHUIO
Colonial Pipeline B 2021 rony. Beimorarenu mnotpeboBaiu
oryaty B OUTKOWHaX Ha cymmy okoiio 4,4 miH nosiapos. [Tocie
MOJIyYE€HHUSI BBIKYNA MPECTYIHUKU MBITAIUCh CKPbITh CBOU
CpezAcTBa, pa30uBas TpaH3aKIUK Ha MEJIKUE YaCTH U MEePEBOIS UX
yepe3 pazIuyHble KPUITOBATIOTHBIE KOLIENbKY JJIs 3allyThIBAHUS
CJIEJIOB.

Haubonee u3BecTHblE ciyyau B3J0Ma KPHUNTOBAIIOTHBIX OUPIXK,
Takue Kak B3noM Mt. Gox B 2014 roxy u B3nom Bitfinex B 2016
roy, IPUBEIIM K OTPOMHBIM IOTEPSIM.

2. IIporpamMmbI-BBIMOraTeau (ransomware) — 5TO OAWH U3
HauboJsee pacrnpocTpaHEHHBIX BUIOB KHOepaTak, IpU KOTOPBIX
3NOYMBIIIJICHHUKH IUPPYIOT JaHHbIE Ha KOMIIbIOTEpaXx *KepTBbI
U TpeOYyIOT BBIKYI, OOBIYHO B KpUITOBAIIOTE, ISl UX
BOCCTAQHOBJICHHMs. DTOT THUI aTaKk OCOOEHHO OIAceH, TaK Kak
MOXET  Tapaiu3oBaTh  pabOTy  KOMIAHWHA,  OOJBHHUIIL,
roCy1apCTBEHHBIX YUPEXKIECHUN
U IpYyruX KPUTHUECKU BaXKHBIX OpraHu3aiuil. J[eHbru oT xepTB
MIOCTYNAIOT B KPUITOBAJIIOTE, IOCIE YEro MPECTYINHUKH
HCTIOB3YIOT CEPBUCHI «MHKCEPHI» (tumbler) TUTSt
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f Npasuna 6e3onacxocTu

WcnonbayiTte aByxdakTopHYIo
ayTeHTUdMKauuio

XpaHuTe pe3epBHble KoNuu
B 6e30nacHbIX MecTax

WcnonbayitTte cnokHble Nnaponu

MenatenbHo UCNONL30BaTh oTaencHoe
VCTPDI;!CTBO TONbKO ONA AOCTYNa K KowenbKam

PerynspHo obHoBnAnTe
nporpaMMHoe obecneyexve

Mo3aboTbTech 0 3auuTe CceBoero
yCTpoicTBa

He admwmpyiite B Ny6AMYHBIX MecTax,

a TaKKe B CoUManbHbIX ceTax
W Ha chopymMax Hannume 6onbloro
Konu4yecTea KpMNTOBaNOTbI

Ha BalWMX KoWenbKax

IIpaBunia 6e3onacHocTn

o Hcnonp3yiiTe ABYX(PaKTOPHYIO ayTEHTH(PHUKAIHIO.
Ecmu  xpunroxomenek AaeT BO3MOXHOCTb, CO3MAUTE «CHJ-
¢pazy» mIs BOCCTAHOBICHUS JOCTyla B CilIydae IOTEpH
YCTPOMCTBA WIIM MTOBPEXKJICHHS IPOIPAMMHOT0 00eCIIeueHusl.

o XpaHuTe pe3epBHbIC KOMUHU B 0€30MIAaCHBIX MECTax,
TaKUX Kak CeH(bl, 1 HE COXpPAHINTE MX B JJIEKTPOHHOM BHE
(HarmpuMep, Ha KOMITBIOTEPE WU B 00JIaKe).

. Hcnonb3yiTe Ci0XHbIE TAPOJIN.

. KenarenbHo HCII0JIb30BaTh OT/IEIIbHOE
YCTPOMCTBO TOJIBKO JIJISl AOCTYNA K KOLIEIbKAM.

. Peryisapao OOHOBIIsIITE [IpOrpamMMHOE
obecrieueHue.

o He ucnone3yiire nyoimunsie cetn Wi-Fi.

. [TozaboTeTeCch 0 3ammUTE CBOEro YCTPOWCTBA:

yCTaHaBIMBaNTE Naposik, OMOMETPUUECKYIO AyTEHTHU(UKALIUIO Ha
CBOMX yCTPOWCTBAx.

. He adumupyiite B myOIuYHBIX MECTaX, a TaKXKe B
COLIMAJIBHBIX CETAX W Ha (¢opymMax Hauuyue OO0JbIIOTO
KOJIMYECTBA KPUNTOBAIIOTHI HA BAIIUX KOIIEIbKaX.
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O[]0 MeskayHapoaHaa onuMnuaaa
[ v
E no ¢puHaHcosou 6ezonacHocTu
3TAMbI 2025 TOOA
TeMaTuyecKkuit ypok [purnacutenbHbli 3Tan

Oﬁ «MuHaHcoBasa 6e3onacHOCTb» OnumMnuragpl

L; 1 chespana — 30 anpens 1-28 cpespana

O ( hespanb ) O

NeTHaa WKona OT60poyHbIA 3Tan OnuMnaabl

no cuHaHcosol 6e30MNacHOCTM 2TYP 1TYP
Wione 9-15 anpena 31 mapta — 4 anpens
O Q) anpenb
DUHANBLHbLIA 3UMHAA KON

KBanudurKaumoHHbIi 3Tan

MesxayHapoiHasi OJMMITMaAa 0 (PMHAHCOBOW 0€30IacHOCTH

OnuMnuaap 3TAN no chuHaHcoeoi GeaonacHocTK
2-3 cenTabpA 29 ceHTAGPA — 3 OKTAGPA Honbpb — nekatpb
© HomGps
Caaiin 36 [IpoBenenne Onumnuaasl HaANpaBiIe€HO Ha MOMYJISPU3ALUIO

< ) LENW ONMMNHAADI

~
* [oeblweHwe obuiein
WHhOpPMaLMOHHOIA, + Co3paHue ycnosuit *  CrumynupoBaHue yuyebHo-
chMHaHCOBOM 1 NpaBoBOW ANA MHANBUAYANBHOM NO3HaBaTeNbHOM U Hay4HO-
FPaMOTHOCTI MONOAEXM 06pazoBaTenbHON TPAaeKTopumn uccnenoBaTeNnbCKom
AEATENBHOCTH WKONBHUKOB
+  (MopmupoBaHUe HOBOM hOPMbI + CopeWcTare NpodeccuoHansHoR W CTYAEHTOB
MbilUNeHUs 1 HoBoro hopmaTa OpUEHTALMK WKONBHUKOB _“
LeATeNnbHOCTH W CTYAEHTOB ANA (hopMUPOBAHUA + Pa3BuTHE HayYHbIX 3HaHWA
KagpoBOro pecypca cucTeMbl B 061aCTH hrHAHCOBOM
BbisBneHue TanaHTIMBbIX thHaHCOBOI 6e30NacHOCTI 6e30nacHoOCTH
WKONbHUKOB W CTYAEHTOB
B 06NacTh huHaHCOBOR
6esonacHocTn
N S R,
N

(uHaHCOBOW 0€30MacHOCTH KaKk HOPMBI JKM3HM, a TaKkKe Ha
(¢bopMUpoBaHME y MOJOJEKH HOBOTO THIA MBIIIJICHUS: OT
0€30IaCHOCTH JIMYHOCTH — K 0€30IaCHOCTH TOCY/AapCTBA.

B OnumMnuane npuHUMalOT y4acTHe CTYAEHTHI OakanaBpuata (1—
3 kypc), cneunanutera (1-4 xypc) u maructpatypsl (1 Kypc)
BY30B CTpaH-y4acTHUIL ONUMIHabl, a TakkKe IKOIbHUKK 8—10
KJIACCOB POCCUMCKHUX ILIKOJ.

C yueroMm npoduist Onumnuansl («PuHaHCOBasE 6€30MaCHOCTHY)
OJIUMITMAJIHBIE 3aJaHMsl COCTAaBJIEHBl Ha OCHOBE CIIEAYIOIIUX

MIPOTPaMM:
- Jand  IIKOJIBHUKOB  —  HA  OCHOBE  MpOrpaMm
0011e00pa3oBaTeIbHBIX MPEMETOB: MaTeMaTHKa u

I/IH(bOpMaTI/IKa, O6IJ_I€CTB03H3.HI/IC, OKOHOMMKA,

- M CTYACHTOB — Ha OCHOBC OCHOBHBIX O6pa3OBaTeJ'II)HI)IX
nporpamm BBICIICTO O6pa3OBaHI/I$I oo HaIlpaBJICHHUAM
IIOATOTOBKH:




* IOPUCTIPYICHIINS;
* MareMmaTWKa, NpHUKIAJHAs MareMaThka | HH(opMaTHKa,
MPUKJIaIHAS MAaTEMAaTHKa, MATEMaTUKa U KOMIIBIOTEPHBIC HAYKH,
dbynnamenTanpHas ~ wHbOpMAaTHKa M HMH(DOpPMAIMOHHBIE
TEXHOJOTHH, WHPOpPMATUKA ¥  BBIYMCIUTENIbHAS TEXHUKA,
npukiaaHas uHopMaTHKa, WHPOPMAIMOHHAs OE30MMacHOCTb,
OousHec-MH(pOpPMaTHKA;

* DKOHOMUKA, (PUHAHCHI M KPEJIUT, SKOHOMUYECKasi 0€30MaCHOCTb;
* MEXIYHapOJHBIE OTHOIICHUS, PETHOHOBE/ICHUE.

[MoGeaurenu n npuzepsl ONMUMIUAIB TOYYAIOT MPEUMYIIECTBA
OpU TOCTYIUIGHMM B By3bl MEXAyHApOJHOIO  CETEBOrO
uactutyTa B cdepe I[IO/DPT nHa mporpammbl OakamaBpHara,
MarucTpaTypbl U aclMpaHTypbl B COOTBETCTBUU C JIbIOTAMH
omummuay | ypoBHS, a Takke BO3MOXKHOCTH CTaXHPOBATHCS B
PocpuHMOHUTOpPUHTE U JPYTUX OpraHU3aLUIX.

OnuMnuana MpoXoUT B HECKOJIBKO ITAIOB!

— TemMaTtudeckuil ypok "®duHaHcoBas 0e3omacHOCTh";

— IPUTJIACUTEIBHBIN JTarT,

— OTOOpPOYHBIH JTAaIT;

— KBaJIM(PUKAIIMOHHBIH JTar,

— (uHaANBHBIN STaI.
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