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AHHOTALUA

MeTtonuueckre peKOMEHJAIMK TOJATOTOBJIEHB B IOMOINb I€Aaroram
0o0pa30BaTEeNbHBIX OpraHM3alMil M TPOBEACHUS TEMAaTHUYECKOTO YpOKa,
MOCBSIIEHHOTO TMPOTUBOJIEUCTBUIO BOBJIEYEHHUSI MOJIOJBIX JIIOACH MIKOJIBHOIO
Bo3pacta (8-11 kimaccel) B (DMHAHCOBBIE NPECTYIUICHUSI B KadyeCTBE JKEPTB U
COYYaCTHHUKOB.

B  mMeromMueckux peKOMEHIALMSIX MpejiaraloTcsi  CojepKaTeibHbIE,
METOJMYECKHE U TEXHOJOTUYECKUE MOAXObI K TPOBEACHHUIO YPOKA, PACKPHIBAETCS
KOMILJIEKC BOIIPOCOB, CBSI3AHHBIX C OpraHW3aluedl JaHHOTO MEPOIPUSTHUSL.
[Ipennaraempie MaTepuanbl HOCAT PEKOMEHAATENIbHBIA XapakTep, IOITOMY
MPEenoaBaTesib MOXKET MPOBECTH OAHO WM HECKOJbKO 3aHSITHH, OMHUPasCh Ha
JaHHblE pa3pabOTKU, HUCXOAs U3 COOCTBEHHOIO OIbITa, YYUTHIBAs BO3PACTHBIE

0C06CHHOCTI/I, YPOBCHDb IIOATOTOBKHU 06y‘-IaIOIHI/IXCH, d TaKXKC Tpaaulluu pCruoHa.

IHosicHuTeALHAA 3aNINCKA

®duHaHCOBasi TPAMOTHOCTh MOJIOJIEKHU CIOCOOCTBYET TMPUHATUIO HWMHU
IPaMOTHBIX pEIICHUNW, MUHUMHU3UPYET (PUHAHCOBBIE PHUCKHU U TEM CaMbIM
CIIOCOOCTBYET TMOBBIIMIEHUIO (MHAHCOBOM OE€30MaCHOCTH HACEJIEHHUS B IEJIOM.
Huskuii ypoBeHb (MHAHCOBON TpaMOTHOCTH MOKET NPUBECTH HE TOJBKO K
OaHKPOTCTBY, HO M YS3BUMOCTH K (DMHAHCOBBIM MOIIIEHHUYECTBAM, YPE3MEPHBIM
JI0JITaM, COLMAJIBHBIM MpoOJeMaM, a TakXe K HEerpaMOTHOMY IUIAHUPOBAHHUIO
BBIX0/Ia HA MIEHCHIO.

Cornacno ananutuyeckuM naHHbM [[b P® no urory 3 kBaprana 2024 ropa,
OCHOBHBIMU HHCTPYMEHTaMH, KOTOPBIE HCIHOJB3YIOT MOIIEHHHUKH, MO-IIPEKHEMY
OCTaIOTCSl COIMAJIbHASI WHXKEHEpHs, (DUINMWHTOBBIC aTaKW, OHAKO JIHIUPYET II0

. 1
KOJIMYECTBY IPECTYIUICHHH Tene(OoHHOE MOIIEHHHYecTBO . bosee Toro

1 O0630p OTUETHOCTH 00 UHIUICHTAX HH(POPMAIMOHHON OE30aCHOCTH IIPU TIEPEBOIE JICHEKHBIX
cpencts // LIb P®. 09.12.2024. URL: https://cbr.ru/statistics/ib/review_3q 2024
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Cero/IHAIIHEE BpeMsi 0c000 OMacHO, MOCKOJBbKY BBHUIY BBICOKMX IMPOIIEHTHBIX
CTaBOK MO BKJIaJJaM HACEJIEHHWE HE TOJIbKO Pa3MEIIAeT CBOU COEpexKEHUs, KOTOPbIE
HAXOJIMJIUCh JOMA IO MOIYIIKOI», HO ¥ IEPEBOJIUT CBOU CpeAcTBa ¢ (OHAOBOIO
pBIHKA (pbIHKA IIEHHBIX Oymar) B JIEHEKHBIH PHIHOK (BKJIAJbI). DTO MPEACTABIISICT
JUTsl KNOEPMOIIEHHUKOB OCOOBIN MHTEpEC HE TOJBKO C TOYKH 3PEHHUS COIMATIBLHOU
WHXEHEPUH, HO U C TOYKHU 3PEHHS] KOMIIBIOTEPHBIX aTak. B CBs3W ¢ ATUM MbI
JOJDKHBI CIEAUTh 3a TPEHIAaMH MOIICHHHKOB, BEAb «IPEAYNPEXKICH 3HAUYUT
BOOPYKEH.

Buenpenue coBpeMEHHBIX HU(POBBIX TEXHOJOTHWA B pa3MyHbIe C]epsl
YKU3HHU M MPOU3BOJICTBA, YNPOIIAIOT HAIIYy XU3Hb, HO BMECTE€ C TEM HECYT HOBBIC
pucku. JIocTynmHOCTh MH(POPMALIUHU U B IEPBYIO OYEPEb MEAUAKOHTEHTA SIBIISETCS
OCHOBHBIM HUCTOYHHKOM IpOIaraHbl, MECCEHKEPHI UCIIOJIb3YIOTCS 7151 BEPOOBKHU
U KOOpJIWHAIMKM MPECTYIMHON NEATEIbHOCTH, HU(POBbIE BAIIOTHI U 3JEKTPOHHBIE
IUIATEXU MPUMEHSIOTCA JUIsl OTMBIBAHUS JIEHET U (PUHAHCUPOBAHUS TEPPOPHU3MA.

Eme opHOW  ysSI3BUMOCTBIO  SIBISIETCS  PBIHOK  KPUOTOBAIIOTHI U
pa3BUBAIOIIMECS  CUCTEMBI  AJIEKTPOHHBIX  IUIATEKEW, KOTOpPBIE  AKTHBHO
UCIIOJIB3YIOTCSL  JUIsl OTMBIBaHMSI JCHEXKHBIX CpenctB. HoBble MeXaHU3MBbI
(UHAHCOBBIX ONEpalUii aKTUBHO MPOTPECCUPYIOT M 3a4aCTYI0 BBIXOAST 3a paMKU
KOHTpoJisi perynaropoB (Hampumep [b P®), Takum o6pa3oMm cTaHOBSTCS
WHCTPYMEHTOM (DMHAHCHUPOBAHUSA TMPECTYNMHOW JEeATEIbHOCTH HE TOJIBKO Ha
tepputopun Poccurickon denepanuu, HO U BO BCEM MUPE.

CyliecTBEHHYI0 YIrpo3y TMpEACTaBISIOT MHOTOYUCIEHHBIE KOJ-LIEHTPHI,
pacroyIoKEHHbIE Ha TEPPUTOPUU HEAPYKECTBEHHBIX TOCYapCTB, KOTOpPHIE
3aHMMAIOTCS XMILIEHHEM JIEHEKHBIX CPEACTB TPaKJAaH M 3a4acTyl0 IbITAKTCS
BBIHY/IUTHh TOTEPIEBIINX COBEPIIUTh JUBEPCUOHHBIC ACHCTBUSA. ODTHU UEHTPHI
HEOJTHOKPATHO 3aJCHCTBOBAIUCH I MACCUPOBAHHBIX TEJIE(POHHBIX aTak C
COOOILIEHUSIMU O TOTOBSIIIMXCS TEPAKTAX.

C ObICTpPBIM pa3BUTHEM 3JIEKTPOHHBIX CPEACTB OOMEHA U NEpe/layu JTaHHbIX
Bce Ooubllle W OOJBIIE MPECTYIUICHUH COBEPIIAETCS C MPUMEHEHHEM BBICOKHX

TEXHOJIOTUH.



Ecnmu roBoputh 0 mudpax, to, mo cBenenusm [[b PO, momennuku B 111
kBaptasie 2024 roma MOXUTHIM y KIMEHTOB O0aHkoB 9,3 mupxa pyOnei, uto B 1,9
paza Ooxpine mnokaszatens 3a Il kBapran (4,3 mapa pyOrneir) m B 2,2 pasa
TPEBBIIACT CPEIHMH OKA3aTeNb 3a IPE/IIIECTBYIONIHNE YeThIpe KBapTala’.

CornacHo craructuyeckuM AaHHbiM MBJ, dukcupyercs exeroaHslii pocT
KOJIMYECTBA  3apPETHMCTPUPOBAHHBIX  MPECTYIUIEHUA €  HCIOJIb30BaHUEM
UH(POPMAIIMOHHO-TeNIeKOMMYHHUKAIIMOHHBIX TexHojoruit (UTT). 3a mocnemnue
YETHIPE T0JIa UX YUCIIO YBEIUYUIOCH Ha TpeTh (+32,6%) ¢ 510,4 toic. B 2020 romy
no 677 teic. B 2023 romy. Opranamm BHYTpeHHUX nen PO B 2023 rony
paccieoBaHbl YTOJOBHBIE JieNia, BO30YKJeHHbIe Mo ¢akTam coBepieHus 149,9
ThIC. (+20%) mocsraTenbCTB JAaHHON KaTeropyu, B MEPUOJI C THBaps Mo UioHb 2024
roga — 82,3 teic. (+1,9%) IT—nesuuit. B ctpykrype UTT npecrynnoctu B 2023
rofy nmpeodsiajany JUCTAaHIMOHHBIE KpaKM U MOIICHHUYECTBA, KOTOpPbHIE
COCTaBWJIM MOYTH TPU YETBEPTH TakuX npectyruienuii (70,2) %.

B  sanBape-urone 2024 roma 4ucmo  3apeructpupoBaHHbix  UTT
MpecTyIUieHUu yBennuuioch Ha 15,8% u nocrurio 368,7 TeIC.

TpaauimoHHbIe OaHKOBCKHE WHCTPYMEHTHI UCIIOJIb3YIOTCS
3JIOYMBIIUICHHUKAMU JIJI1 OCYIIECTBJIEHUS BBIBOJIA TEHEBBIX JIEHEKHBIX CPEJICTB,
MOJIYYCHHBIX OT COBEPIICHHUS KUOEPIPECTyIUIeHU, HE3aKOHHOW HTOpHOU
NEeATEIbHOCTH (OHJIAWH-Ka3WHO), TOPTOBIM HAPKOTUKAMH, OPYKUEM U APyrou
MPOTUBONPABHOW JAESATEIBHOCTU. YKa3aHHbIC JACHEKHBIE CpPEJCTBA MPOXOJIAT
yepe3 OOJbIIOE KOJWYECTBO CYETOB JPOMNOB, Ha KOTOPBIX CMEIIUBAIOTCA C
JETAIbHBIM  JICHEKHBIM  00OpPOTOM, BBIBOASTCA HAa  KPUNTOOMPXKH  WIH
KPUIITOOOMEHHUKHU ISl JICTAIHM3allid WA JaJIbHEHUINIEr0 WCIONb30BAHUSA B

MIPOTUBONIPABHOM JEATEIIBHOCTH.

?00beM MOXUIIEHHBIX MOIIEHHUKaMK B P® cpencts B 111 KB. BBIPOC IOYTH BBOE OTHOCHTEIBHO
IT xB. // UaTepdakc. 09.12.2024. URL: https://interfax.ru/russia/996734



[IpoGnema Kyma cepbe3Hee, YeM MOXKET IMOKa3aThCAd Ha TEPBBIA B3I
[TomoGHBIE YyTPO3BI OTMEUYEHBI HE TOJILKO B Poccuu 1 MOTYT OBITh aKTyaJIbHBI JIJIS
ctpan CHIT'.

OpHako y MOIIEHHUKOB €CTh MPOOJIEMbI C TaK HAa3bIBAEMBIM «OTMBIBAHUCM))
JIEHEKHBIX CPEACTB. ITO 03HAYAET, YTO 3JIOYMBIIUICHHUKaM HEO0XO0UMO MPUAAThH
BHJI 3aKOHHOT'O BJIQJICHUsI JICHS)KHBIMH CPEJICTBAMHU, KOTOpPbIE OBLIM MOJIYYCHBI,
HarpuMep, B pe3yibTaTe KuOepmoineHHu4YecTBa. JIJIs ATUX 1eleld MOIICHHUKA
MPUMEHAIOT PA3JUYHbIC «UHCTPYMEHTBDY, HANPUMEpP, NPUBICKAIOT K HSTOMY
MPOLIECCY TaK Ha3bIBAEMBIX JpONIEpoB. Jlpommepsl — 3TO JULA, KOTOPBIE
UCIIOJB3YIOT CBOM KapThl i OOHAJIMYMBAHUS WM TpaH3uTa (JaabHEUIen
OTIPABKH) MOXUIICHHBIX JICHEKHBIX CPEJICTB.

CornacHo Marepuaniam pacciegoBanus COepa «AHaIM3 CUCTEMBI BBIBOJIA
JICHEKHBIX CPEJICTB, IMOXMINECHHBIX Yy TpaxiaaH», Haubonee MNOMyIIpPHBIMUA
CII0cOGaMHU BBIBOJIA IOXHIIEHHbIX ACHEKHBIX CPEICTB SBIIOTCS :

- TEpPEeBOJ B KPUITOBAIOTY Cpa3y C KapThl IMOTEPIEBUIET0, C TaK
Ha3bIBAEMOT'0 «TPSI3HOT0» IJIACTHUKA;

- TEPEeBOJ B KPUIITOBAIIOTY C «YUCTOTO IUIACTHUKA», T.€. B3HOC JACHEKHBIX
CPEACTB Ha KapTbl Jpola, KOTOpas paHee HE Yy4yacTBOBaja B COMHHUTEIIbHBIX
onepanusx;

- oOHaJMYMBaHUE, AaKKYMYJUPOBAHUE KPYMHBIX JCHEKHBIX CYMM, C
MOCJIEAYIONIEH MOKYIKOW KPUIITOBAJIFOTHI;

- oOHaJMYMBaHWE, AaKKYMYJUPOBAHUE KPYIHBIX JCHEKHBIX CYMM, C
MOCJIEAYIOLIEH TOKYIIKOW BAJIFOTHI,

- OOHATMYMBAHUE KPYIHBIX JEHEKHBIX CYMM, TPAHCIOPTHPOBKA B APYrou
PErHuOH B3HOC Ha «UUCTHINY TJIACTUK U Jajiee MEKOAHKOBCKUE ITEPEBOIBI.

Taxke mo ceenenusM MBJI Poccun B HacTosiee Bpemsi chopMUpoBajIach

cyz[e6Ha;1 IIpaKTHUKa IIO0 B3BbICKaAHHIO Ha  OCHOBAHHH HCKOB rpaxiaaln

* AHanu3 CUCTEMBI BHIBOJIA JIEHEKHBIX CPEICTB, IOXHUIIEHHEIX y rpaxaan // Coep bank.
URL:https://www.sberbank.ru/ru/person/kibrary/investigations/analiz-

sistemy_vyvoda denezhnyh sredstv
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HEOCHOBATEJIBHOTO O00OTAIleHns] ¢ HEMOCPEJACTBEHHBIX BIAJCIBIICB CUETOB, HA
KOTOPBIC MOTEPIEBIINE IEPESUUCITIIIN ICHE)KHBIE CPEJICTBA.

Tak, cornmacHo nonoxeHusM cratbu 1102 I'paxknanckoro kogaekca P®, nuiio,
KOTOpo€ 0€3 YCTAaHOBJICHHBIX 3aKOHOM, UHBIMU MPABOBBIMU aKTaMU WJIUA CIIECJIKOU
OCHOBAaHMM MpUOOpeno wWiIh cOeperJo HMMYIIECTBO 3a CYET JApPYroro Juia
(morepmneBiiero),  o0sf3aHO  BO3BpPaTUTh  MOCIEIHEMY  HEOCHOBATEIIbHO
NPUOOPETEHHOE WM COEPEKEHHOE MMYIIECTBO (HEOCHOBATEIbHOE OOOTAIICHHE).
B xome paccmoTpeHus 3asBICHHBIX NPHU YKa3aHHBIX OOCTOSITEIBCTBAX HCKOB
OTBETYMKHU — HOMUHAJIBHBIE BJIAJICIIbIIbI CUETOB JI0KA3aTEJIbCTB HAIMYUS 3aKOHHBIX
OCHOBaHUW ISl MPUOOPETEHUS IEHEXKHBIX CPEJCTB MPEJACTABUTH HE MOTYT, B
CBSI3U C YEM CYJIbl BBIHOCST PEUIECHUS B MOJIb3y MOTepneBIIUX. bomee Toro, maxe
3asBJICHHBIC MMHU JIOBOJLI O Tiepefade AaHHBIX O CYETE TPEThUM JIHMIAM HE
paccMaTpHUBAIOTCSl KaK JOCTAaTOYHOE OCHOBAHUE I OTKAa3a B YJIOBIETBOPEHUH
UCKa, TIOCKOJIbKY B JTHX Ciy4asX (DaKTHYECKH TOJTBEPKAACTCS HapyIleHUe
yCJIOBUI 0AHKOBCKOTO 00CITYKUBaHUSI.

B Hacrosiee BpeMs B X0J€ HCKOBOM paOOThl B OTHOIICHWM BIIAJICTIHIICB
CYETOB, Ha KOTOpbIE MOCTPAJABIIUMU MEPEUUCISIIUCH JIEHEKHbIE CPEACTBA, B
CyZbl TIOJJAHO CBbIIIE 8,6 THIC. 3asIBJICHUN, U3 KOTOPBIX 2,9 ThIC. paCCMOTPEHO U
YAOBJIETBOPEHO Ha cymmy Oojiee 1 mupa. pyOIei.

Brilieyka3zaHHble TaHHBIE CBUETEIBLCTBYIOT O TOM, YTO paccMaTpuBaeMas B
HACTOSIIIIEM YpPOKE TEMaTHKa SIBIISETCA OCOOCHHO aKTyaJlbHOM B COBPEMEHHOM

KHU3HHU IJIA KaXXKA0TI'0 4Y€JIOBCKA.

Ileny ypoka — MOTHUBHPOBATH OOYYAIOMIMXCS HA BBIPAOOTKY JIMYHOUN
CTpaTEeTuH TPAMOTHOTO MOBEJICHUS B CUTYaIIMsIX PACTyIIUX (DMHAHCOBBIX PUCKOB U

(I)I/IHaHCOBOFO MOIICHHUYCCTBA.

3adauu ypoka:
® 3QI0KUTh Yy OOYy4YalOIMXCSI OCHOBBI TPaMOTHOTO  (DMHAHCOBOTO

MOBEICHUS,



e copmupoBaTh y 00yJaronumxcs MpeACTaBICHUE O MPU3HAKAX CUTYaIHi
(UHAHCOBOTO MOIIICHHHYECTBA, a TaKXKe IpH3HAKaxX (UIIHHTOBBIX W JPYTHX
MOIIIEHHUYECKHIX CXEM;

® HAYYUTh O0YUAIOITUXCS:

- pacmo3HaBaTh Yrpo3y MOIICHHMYECTBA M HE COBEPIIATH JCHUCTBHUM 10
TUTaTeXkaM | IepeBo/iaM B TIOJIb3Y MOIIICHHUKOB,;

- HCTIOJIB30BATh alITOPUTMBI ICUCTBUN B THITUYHBIX CUTYAIIUSIX, CBS3aHHBIX C
BO3MOKHBIM HJIM YK€ COBEPIIICHHBIM (DMHAHCOBBIM MOIICHHUYECTBOM;

-  NpeANnpuHUMATh MEpPhl MPEIOCTOPONKHOCTH TIPU  HCIOJIB30BaHUHU
pa3IMYHBIX BUIOB JICHET U IPOBEICHUH OINICPAIIUN C HUMH,

- KPUTHYECKH OTHOCHUTBHCSA K TIPEUIOKCHHSIM C TPU3HAKaAMH JIaBJICHUA,
MaHUIYJTUPOBAHUS, MOIIEHHUYECKHUX JICUCTBUIA;

e IIOHMMAaThb M OCO3HaBaTh, 4YTO 3a BCE (PUHAHCOBBIC PpCHICHUS
OTBETCTBEHHOCTh HECET COOCTBEHHHUK CPEJICTB, JIAXKE SCIIH PEIICHHS IPHHSTHI 10T

BJIMAHHUCM PCKIAMBI U 110 AdBJICHUCM MOIICHHHUKOB.

Memoouueckue npuemot:

® [IOCTaHOBKAa MpoOiemMbl ((HOPMYIUPOBKA AaKTyaJIbHOW B COBPEMEHHOU
YKU3HH MPOOJIEMBI SBJISETCS BaKHBIM aCTICKTOM TPUBJICUCHUS BHUMAHU );

e 0000meHne (peasibHble TPUMEPHl BBIABISIOT E€IUHBIM TOIXON TpHU
peanu3ayu MOIIEHHHYECKUX CXEM);

e HarsIHAs  Mpe3eHTanus  (BU3yalW3almus  Marepuajga  IMO3BOJIICT
OOyYaroIIMMCS 3aKOHCTICKTUPOBATh OCHOBHBIC TE3HUCHI);

® MO3roBOMl  mTypM (mpu  OOCYXIACHHUH  KEHWCOB  OOYYarOIUMCS
MpeayiaraeTcsi  CIPOTHO3MPOBATH  PAa3BUTHE COOBITUH H  CaMOCTOSITEIIBHO
OTIPEICITUTh MPABUIIbHBIC ACHCTBUS KEPTB MOIIIEHHUKOB);

e yueOHas JUCKycCHUsl (pacCyXICHHE HaJ| MOCTaBIECHHBIMH MpobOieMaMu
co3gaeT OnarompusiTHyr0 atmocdepy Juisi OOMEHa JIMYHBIMH  OIMBITOM

oOyyJarommxcs);



e cucrteMaTusauus U Kiaccupukauus MaTepuana (4eTKoe JIeJieHHe
MOIIIEHHHUYECKMX CXEM M MPHUEMOB HAa KaTEropuu IO3BOJSET IPEACTABUTH

MaTepHal B 3alloMUHarouemMcs popmare).



Pa3nen 1. CoBpeMeHHbIe HHCTPYMEHTHI TeJIe()OHHOT0 MOIIICHHUYECTBA.

Haub6oee MOINYJSAPHBLIC CX€EMbI MOIICHHUYIECCTBA

He Oyner mpeyBenuyeHHeM cKa3aTh, YTO MPAKTUYECKU KaXKIbI POCCUSHUH
CTaJKuBajlci C TeleQOHHBIMU MOIIEHHUKamMHu. Bompoc 3HaHuii B cdepe
KUOEepIpPECTYIUICHUH 0CTaeTCs MO-TIPEKHEMY BaXKHBIM, €TI0 aKTyaJIbHOCTh PacTeT B
reomeTpuyeckor mporpeccur. CorimacHo cratuctuke, 80% XUIIEHUH CpelCTB
IPOMCXOIUT AUCTAHIIMOHHO, 00JIee TOrO €XKEroIHO PACTET HE TOJIBKO KOJIUYECTBO

o 4
MPECTYIUICHUM, HO U 00bEM MOXUILEHHBIX CPEACTB .

o C(Cxema menehoHHo20 MOUIeHHUUECMEA C UCHOJIb30BAHUEM
nopmana «l ocyciayzu»

3I0YMBIIIUICHHUKY CTall aKTHUBHEE MCHOJIb30BaTh moptan «l'ocyciayru» B
cBOMX cxemax. Benb, monyuuB noctyn K «l'ocyciayramy», MOIMIEHHUKH MOJTYyYarOT
caMoe TJIaBHOE: Hallli UCUEPIIbIBAIOIINE MTepCOHAIbHbIE JaHHbIe. Kak n3BecTHO, Ha
nopTaje MMEIOTCS TaKue CBeAeHUs, Kak macrnoptHeie nanHeie, MHH, CHUJIC,
OMC, BoauTenbckoe yaocToBepeHue u npodee. Camoe 0e300MaHOE, YTO MOTYT
cienaTh  MOIICHHUKH, — 9TO MNOpoJaTh HaIIM TEPCOHAIbHBIE JIAHHbBIC
3JIOYMBIIIUICHHUKAM, a TaKkXke, HarpuMmep, OGOpPMHUTh MHKPO3aiiM, HCHOIb3YS
nopran «locycnyru» mnsi NOATBEPAKIACHHUS JIMYHOCTH B HEKOTOphiXx M®O
(MUKPO(PUHAHCOBBIX OpPraHU3ALMSIX ).

B nononHeHue K YK€ HIMPOKO HM3BECTHBIM CXEMaM IOJYyYEeHHUs CMC-KOJa,
MOATBEPKAAIONIETO CMEHY TapoJisi, C TOMOIIbI COLUMAIBHOW HWHXKEHEPUU
MOSIBUITUCh HECKOJIbKO HOBBIX BO3MOMKHOCTEH aTak Ha KOHTAKTHI CITYXKObI
noAAep>kku cepBuca. OgHUM U3 TOCIAEAHUX METOJIOB SIBJISIETCS MyOJUKaIUs
(heMKOBBIX HOMEPOB CIYXObI MoaAepkku «l'ocyciayr». [l 3TOro MOIIEHHUKH

MOJIJICTBIBAIOT CIIPABOYHBIE CANTHI, MyOIMKYIOT HA HUX (PeiKOBbIE HOMEpa CIIyKO

*KubepMOILIEHHUKY 32 JECATH MECALIEB YKPaIlU y poccusH Ooiee 158 mupa pybieit
//Kommepcant.09.12.2024. URL:
https://kommersant.ru/doc/7362381?ysclid=m4zytgdzed607797372
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nogaepxkku «l'ocyciyr». Uepe3s HHUX 3J0YMBIIUICHHUKU MOXHWINAKOT JTOCTYIl K
aKKayHTaM [OJIb30BaTENCd TMOpTaja, Jdajlee C IOMOIIBK)  IOMCKOBOIO
npoJBwkeHus nobuBatorca ux mnosiBiaeHuss B TOII-10 mOMCKOBBIX CHCTEM.
[ToMmuMO 3TOTO, B3IOYMBINIUICHHUKHA PACCHUIAIOT CMC-COOOIIEHUS O SIKOOBI
HEYJAYHOM NONBITKE BXOJa WJIM B3JIOMA aKKayHTa MU B HHUX K€ YKa3bIBalOT
NOJAJICTBHBI HOMEp CIIykObl mojAep>Kku. OCHOBHAsE ONACHOCTH ISl TpakJaH
3€Ch 3aKJIIOYACTCd B TOM, YTO OHU MCKPEHHE BEpAT, 4YTO JCHCTBUTEIIBHO
oOpaTwiich B CHY>KOy MOJJEPKKM TOpTaja U TOTOBBI BBIMOJHATH KOMAaHJ bl
MOIIIEHHUKOB.

SIpkuM npuMepoOM MOXKET CTaTh UCTOPUS, KOTOpask MPOU301LIa C TPAKIAHKON
u3 ropoga Mocksbl: Jlroamuia sBISETCS AKTUBHBIM KJIMEHTOM OJHOTO U3
KpynHeumux ¢denepanbHbIX OAaHKOB CTpaHbl, IJ€ HMEET 3apIUIaTHYIO KapTy,
HAKOIUTEIBHBIN CUET, BKJIAJl U Apyrue 0aHKOBCKUE MPOAYKTHI. JltoaMuma pemmia
WHBECTUPOBATH HAKOIUBIIKECA COSPEKECHUS B CTPOSIIEECS KUIbE.

BBuay coBpeMEHHBIX TPEHJOB Mpejmnoaraiach MudpoBasi CAelKa, TO €CTh
noamucanue JJIY (moroBop moneBoro ydactusi) ¢ nomoiibto YKOIII (ycunennas
KBaTU(UIIMpOBaHHAS  AJIEKTPOHHAS  TOMAMMCH), SBIAIONIECHCS  DJIEKTPOHHBIM
aHajoroM pykonucHoi noanucu. [Toka Jlrommuia oxunana «Beimycka» YKOII, e
MOCTYIUJ 3BOHOK OT «COTpYyIHUKa» ['ocyciyr, KOTOpbIi el cooOIui, 4To Ha ee
UMsl OBLJIO TIOJTYY€HO MUCHMO. 3JI0YMBIIIUICHHUK YTOYHUJ, KaKoi crioco0 mnepenaydu
nucbMa HauOosiee yA00eH: MOCPEACTBOM DJCKTPOHHON MOYTHI MM OTIPABKOW Ha
JIOMAITHUNA aJpec, KOTOPBhIM K TOMY XK€ OBbIJI Ha3BaH MOIIEHHUKOM KOPPEKTHO.
JlrogMuiia, HE 3amoJIo3puB MOABOXA, MOMPOCHIIA HANPABUTh MUCHMO HA aJpec
ANEKTPOHHOM ToUThl ([UIs1 yCKOpeHus: mpouecca). s 3TOro «CoTpyaHUKH
['ocycnyr HampaBuiau Ha ee TeiaedOH CMC-KOJ U TMOIMPOCHIM €ro MPOJUKTOBATH.
Tonmbko yepe3 10-15 mMuHyT, mMOciae TOro Kak CMC-KOJA ObUT Ha3BaH, >KCHIIHUHA
pemmia eme pa3 BHUMATEIBHO MPOYUTATh HAMPABICHHOE €Ml cooOIIeHue Hu
oOHapyXujaa, 4TO B €ro COACPKaHUM €CTh HMH(OpMaIUs O CMEHE MapoJisi Ha

nopraine ['ocyciyr. IIpu nonsiTke 3aiitu B cBoit JIK Ha ['ocycnyrax ona yBuaena,
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9TO J0cTyn Obul yxe Ooyiee HEeBO3MOKeH. OYEeBHAHO, YTO MPOM3OILIAa CMEHA
apoJIs.

Kak MbI BUIUM, B OTHOIIEHUH «KEPTBBD) 3/1€Ch OBLIIM UCIOJIb30BaHbI METO/IbI
«COLIMAIbHOM WHXXEHEpUW», BEAb 3JIOYMBIIUICHHUKAMU OBbUIM Ha3BaHbI €€
«4yBCTBUTENbHBIE» gaHHble: OUO, azapec 2JIEKTPOHHON TMOYTHL, aapec
MOCTOSIHHOW PErucTpallii, J1a U B IIEJIOM OHA KJaja 3BOHOK 10 (HakTy rOTOBHOCTH
YKO3II. 310 npuBeno K yCHIUICHUIO OAuTeNbHOCTH U TToTepe noctymna JIK moprana
['ocyciyr. O4eBUIHBIM JEUCTBHEM CO CTOPOHBI KEPTBBI JOJDKHA Oblla OBITH
BepU(DUKALUs CMC-COOOIIEHUS TIEPE]l 03BYUYMBAHUEM CMC-KOJ1a MOIIICHHUKAM.

Kpome Toro, mst 0oaxcuovt 6cezoa nomuumes, umo compyoHUKu nopmaia
«locycnyey Huxozoa He 360HAM 2pa)coanam, mem 0Oonee ¢ MOOUTbHBIX

HoMmepoe.

e  Mowennuuecmeo no cxeme Fake Boss

Hapsiny ¢ Takumu (hopmMamMu MOILIEHHUYECTBA, KAaK B3JIOM YYETHBIX 3amucei
Ha noprtane «locyciyru», 3BOHKOB OT «coTpyaHukoB» LIb P®, ®Cb, MB/I,
IPOKYpaTypbl W JOpYrHX, TakKe M3BeCTHa Takas cxema, kak Fake Boss. Cxema
JIOBOJIbHAS MPOCTA: 3JIOYMBIIUICHHUKN BBIJAIOT ce€0sl 3a PYKOBOAMTEIS >KEPTBBI,
MUIIYT € cCoOOIIeHe B HauOoJIee MOMYJSIPHBIX MECCEHIKEPaX 0 HEOOXOAUMOCTH
NEPErOBOPUTH C MPEACTABUTENIEM «IOJULUNY», «ITPOPUIBHOr0» BEIOMCTBA HIIU
IPYTUM TOCYAApCTBEHHBIM oOpraHom. lIpm panpHelmmeM B3aMMONEUCTBUM C
TaKUMH «IPEICTABUTEISIMI» 3TO MPUBENET K TOMY, YTO KEPTBA MEPEUHUCIUT CBOU
JIEHEXHBIE CPEACTBA HA TaK Ha3bIBAEMbIE CIIELIMAIbHbIE/0E€30MacHbIe CUETa.

ANTOpPUTM ClleIyIOLIUI:

- co3maercs MO0 (eHKOBBIM aKKayHT PYKOBOIUTENSI B MeCCEHkepe (Ipu
TOM HCHOJB3yeTCs BCS HeoOxoaumas uHbopmaius, pa3MelIéHHas Ha caiite
OpraHu3alui, B KOTOpoWl palOoTaeT KepTBa, HalNpuUMep, TOCyIapCTBEHHbIE
OpraHu3allii, B YaCTHOCTH, 00pa30BaTEIbHbIE YUPEKACHUS: BY3bl, IIKOJbI U T.1.),

1100 B3JIaMBIBAETCS PEATIbHBIN aKKAyHT PYKOBOJUTETIS.
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- 3aTeM C 3TOT0 akKKayHTa MOCTYHarOT COOOILEHHUs COTPYIHHUKY (KepTBe)
OpraHu3alyyd, B KOTOPBIX «PYKOBOAUTENb»  OpPraHu3allMd  yBEJIOMIISET
MOAYMHEHHOTO O TOM, YTO €My I[OCTYOUT 3BOHOK OT NPEACTaBUTEIIECH
TOCYJapCTBEHHBIX BEAOMCTB M OyneT HEOOXOIWMO COOOIMaTh TOCTOBEPHYIO
uHpopmaruio. Yacto 37T0YMBIINUICHHUK YBEpPSIET, 4YTO SIKOObI OH caM paHee
oOmancss ¢  MOpaBOOXpaHUTENbHBIMU  opranamu. Ocoboe  BHUMaHUE
«PYKOBOJUTEINbY» YACNAET KOHPHUICHIUATHHOCTH Pa3roBopa, 0 KOTOPOM HHUKOMY
HEeJb3d TOBOPUTH M YTO HEOOXOJUMO YETKO CJIEOBAaTh MHCTPYKIHUAM TIO
tenedony;

- MOJATOTOBJIEHHBINA K OyyllIeMy pa3roBOpy COTPYJIHHUK TEPSIET OJUTEIBHOCTD,
YTO HEMHUHYEMO NMPUBOJUT K (PUHAHCOBBIM NOTEPSM BCIEACTBHUE MEPEBOJIA CBOUX
JIEHEKHBIX CPEJICTB HA «CIELHUATIbHBIE CUETAY.

PaccmoTpum peanbHyro ucropuro. COTpyIHHKY OJHOTO M3 BY30B Iopoja
Mocksel B Telegram npuiio cooOlIeHHe OT peKTopa 3TOro By3a O TOM, YTO B
OTHOUIEHUH O0pPa30BaTENbHOIO YUYPEKICHUS NPOXOJIUT NPOBEPKA CO CTOPOHBI
MPAaBOOXPAHUTENBHBIX OpPraHOB B YacTU pAaCIpPOCTPAHEHUS] MEPCOHAIbHBIX
JTaHHBIX. «PeKTOp» MOSICHUII, UTO paHee caM OH YK€ OOILaJCcs Ha TaHHYIO TEMY U
IpEeAyNpENHII COTPYIHUKA O TOM, YTO CKOPO IOCTYNHT 3BOHOK OT IPEICTABUTEIS
MBJI. Jlanee, kak ObUIO CKa3aHO paHEE, C COTPYIHUKOM CBSI3aJICSl TIPEJICTABUTEIb
MIPaBOOXPAHUTENIbHBIX OPraHOB C COOOILIEHWEM O TOM, YTO OT MMEHHU KEPTBBI
IPOBOJASTCS HE3aKOHHbIE (DMHAHCOBBIE ONEpPALUHU U JJIsi COXPAaHHOCTH COepeKeHU
Ha BpeMsl CJIEACTBUS HEOOXOIUMO IMEPEBECTH CBOM JEHBI'M HA «CIELUATBHBIIN
CUeT.

Takum oOpa3om, MOIIIEHHUKAMHU YacTO MPOBOAUTCS MIpeIBapuTeIbHas padoTa
N0 TMOJArOTOBKE >KEPTBBI, KOTOpas MOXXET 3aHUMaTh JOCTATOYHO JJIUTEIbHBIN
nepuol. MI3BeCTHBI HCTOPHH, B KOTOPBIX NEPEMHUCKA C «PYKOBOAUTEIEM) 3aHMMAJIA
HECKOJIBKO MECSIIEB U cojieprkaia B ceOe MOo3IpaBieHus C Mpa3gHuKaMu, paboune
BOIIPOCHI, B KOTOPBIX OBUIO YyKa3aHWE Ha KOHKPETHBIX Jnul. OT moaBepriueics

BJIIMSIHUKO JKCPTBbI MOIICHHUKKW MOT'YT JOIIOJIHUTCIBHO HOTpe6OBaTI> B34ATb
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MaKCHMaJbHO BO3MOXKHOE€ KOJMYECTBO KpPEAUTOB B pAa3IUYHBIX OaHKax C
MOCJIETYIOIIUM NIEPEBOIOM MOJIYYEHHBIX CPEJICTB HA «CHEUUATBHBIE CUETA.
KpoMe Toro, mempt0 TakuxX 3BOHKOB MOXET SBISATHCS MOJIyYEHUE
uHboOpMalluu O JAPYTUX COTPYAHMKAX KOMIAHUM [UIsl HCIIOJIb30BAaHHUA B
JadbHEHIIMX aTakax. 3a4acTylo, 4YTOObl BIUTHCA B JIOBEPUE, MOIICHHUKU
HaIpaBJISIIOT KEPTBE CKaHUPOBAHHbIE KOITUH JOKYMEHTOB OT
IPaBOOXPAHUTENIBHBIX OPIaHOB, KOTOPbIE OYEBHUIHO SIBJIIFOTCS MOIETbHBIMH.
[Ipy maHHBIX BHUIAX aTaKk PEKOMEHIYETCS MPOBEPATH MPABUIBHOCTH HOMEpA
WIM aKKayHTa, ¢ KOTOPOrO 3BOHAT OT MMEHM pyKoBoautens. Takke HyXHO
oOpamiath BHUMaHue, MOSBISIETCA JIU B MECCEHIKEpE yBeAaoMIleHne «Jl00aBUTh» 1
«3abnokupoBatb». Ecian OHO ecTh, TO a0OHEHT OTCYTCTBYET B CIHUCKE BalIUX
KOHTAaKTOB. Cambim Jayumium 6apuanmom npOmMueooeiucmeus maxkomy 6uoy
MouwieHHuUYecmea Oyoem 3aeepuieHue KOHMAKMa U C6A3b C PYyKosooumesiem

nocpedcmeo.zn ZOPOOCKOZO Ui MOOUIbHO20 meﬂed)ona no ceoeit unuuyuamuee.

e 360HOK om onepamopa comogou ceéa3u «Y eac 3aKanyueaemcsa cCpokK
oelicmeus 002060pa)

JlanHblil BUA Tene(OHHOTr0 MOIIEHHUYECTBA MOSBUIICS HECKOJBKO JIET Ha3al
U MO-MIPEKHEMY OCTAETCS aKTYaAJIbHBIM «MHCTPYMEHTOMY» ISl 3JI0YMBIIILICHHUKOB.
AK0o0Bl COTPYIHUK KOJUI-LIEHTpA YTBEPXKAAET, UYTO CHUM-KapTa aOOHEHTa B
Onvkaiiiee Bpemsi He OyJeT paboTaTh B CBSI3M C OKOHYAaHMEM CpOKa JI0roBOpa
oOcykuBaHUsT MOOWUIBHBIM orepaTopoM. O4YeBUAHO, YTO CErojgHs 0e3 CBs3U
OCTaBaThbCsl HUKTO HE XOYET, MOITOMY MOUIIEHHUKH TYT K€ «CTEIIOT KPacCHYIO
JOPOXKKY», TIpeaJiarasi pelieHnue: MpsMo celdac NpOJIUTh JOTOBOP M IPU 3TOM
JUTSl YCBITIIEHUSI OAUTEIbHOCTH COOOIIAI0T, YTO «HUKAKUE JIMYHBIE JaHHBIE, B TOM
YuClie MaclopTHbIE Ha3bIBaTh OYAET HE HY)KHO», BEllb OHM YK€ MMEIOTCs B 0aze
JAHHBIX orepaTtopa cBs3u. He mpouHpopMupoBaHHBIA O TMOJOOHOM pOJE
MOLIEHHUYECTBE  TPAXKIAHWH, MPOJOJKas  OCTaBaTbCd HA  CBSI3HM  CO

3JIOYMBINIJICHHUKOM, PUCKYCT IOTCPATH CBOU ACHBIH. HGJ’IBIO MOIICHHHUKOB
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SBJIIETCSI TEM WJIM WHBIM CIIOCOOOM TOJIYYUTh JOCTYI K TEPCOHATBHBIM JaHHBIM
JUISl X UCIIOJIb30BAHUA B CBOMX MOIIEHHHUYECKUX CXEMaX.

PaccMmoTpum Ha mpumepe, Kak 3T0 mpoucxoautT. Mykuune no umenu [lasen
nocne pabodero AHS pa3fajcs 3BOHOK C HEHW3BECTHOIO MOOMJIBHOTO HOMEDA.
[laBen kak AENOBOM YeJNOBEK, KOTOPOMY YacTO 3BOHAT MO pabO4YMM BOIPOCAM,
OTBETHJI. 3BOHSIIUNA MPEACTABWICS COTPYAHUKOM MOOUIIBLHOTO orepaTopa (mpu
TOM HE€ YTOYHWJI, KAKOTO MMEHHO) WU JI0OE3HO COOOIIMI O TOM, YTO €CIIU CPOK
JENUCTBUS JOTOBOpa MOOUIILHOM CBSI3U HE MPOJIUTH B TOT K€ JACHb, TO CUM-KapTa
IpeKpaTUT paboTy W JaHHBIA HOMEp NpoAaAyT HOBOMY Bianeinbly. [laBen
YTOUHUJI Y «COTPYAHUKa» MOOWIIBHOIO OIepaTopa, 4YTO HYKHO CHENaTh IS
MPOJJICHHUS] AOTOBOpa. EMy OTBETMIM, YTO JOTOBOP MOYXHO HPOJIUTH «IPSAMO
ceiiyacy B pexuMe Teae(OHHOro 3BOHKA M HUKAKUE NEPCOHAIBHBIE JaHHBIE HE
NOTpeOyIOTCSs, MOCKOIBKY OHU OBUIM TepefaHbl «paHee Mpu 0GOPMIICHUU CHM-
KapTbl». OJHAKO MOUIEHHUKHU TMOMNPOCUIN MPOAUKTOBATH CMC-KOJ, KOTOPBIH
noctynut Ha tenedoH. Tak kak [laBen yxe 3Han 0 MOAOOHBIX CXemax, TO OH
IpepBaJl pa3roBop, MOJIOXKHUB TPYOKY.

Jlanee coOBITHS MOTJIM PAa3BUBATHCA MO-PAZHOMY.

1. [TocTynuBiiee cMmc-cooOieHre SKoObI IJisi MPOJJICHUs] JOTOBOpa Ha
camoMm jeie OyaeT SBISThCA cOpocoM mapostst g noptana «[ocycioyru» (o uem
paccka3aHo BBIIIE). 3JOYMBIIUICHHHUKA MOTYT TOJYYUTh HCYEPIIBIBAIOIIYIO
uHopMaIMIOo A JANbHEWIINX MaXWHAIMK, Hampumep, g ohopMIIeHUs
kpeauToB B MPO (MUKpOPUHAHCOBBIX OpraHU3ALMSIX).

2. «CoTpyIHUKW» oOfeparopa i MPOJJICHHS JOroBopa MOOWIBLHON
CBSI3M TIOMPOCAT BBECTH OMPENEICHHYI0 KOMOWHAIMIO MUdp Ha TeneoHe, 4To
MPUBEIET K Mepeapecalny BXOIAIUX BEI30BOB U CMC COOOIIEHNI Ha MOOMIIbHBIE
TeraedOHbl MOIICHHUKOB W MOXET JaTh WM TIOJHBIM KapT-OJIaHI HJii CMEHBI
napoJieii, B TOM 4ucie B 0AaHKOBCKHUX MPHIOKCHUSX.

3. BecbMa HecTaHIApPTHBIA U HEOKUIAHHBIM [JI1 HEOCBEIOMIIEHHOTO
yeJoBeKa BapuaHT. B MOMEHT, Korja «ImoTepreBIInil» Ha3Bal MOIIEHHUKAM CMC-

KoJ Juisi BoccTaHoBieHus aoctyna B JIK moprana «locycimyru», oHu cpasy xe
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«pacKpbIBAIOT» KapThl M C HACMEUIKOW COOOIIAI0T, YTO B3JIOMAIU AKKAyHT
«l'ocycmyr». B 3TOT MOMEHT pacTEpsiHHBIM YEJIOBEK, HAXOJsACh B IIaHUKE,
HAYMHAET NpEeANpUHUMATh OBICTPbIE W HE Bcerma oOAyMaHHbIE JEHCTBUS,
HaIlpUMeEp, MNBITAETCA BOCCTAHOBUTH JIOCTYN K MOPTady, HCHOJb3YysS MEXaHU3M
copoca maposss Ha oduruanbHoM caiTe. OIHAKO 3JIOYMBIIUICHHUKH —YXKe
apropu3zoBaick B JIK rpaxkmaHmHa M B CTPOKY KOHTPOJIBHOTO BOIpOca st
BOCCTAHOBJICHMSI Mapoyisl BOUCAIM TEKCT CIEAYIOIIEro coaep:kanus: «Baia
y4eTHasl 3alliCh BPEMEHHO 3a0JIOKUpOBAaHA B CBSI3M C  TMOJIO3PUTEIBHON
aKTUBHOCThIO. OOpaTutech Mo HOMepy +7 H#*_dsx_dk 3% 33 Gonee neranmpHOU
uH(popmanuen». YKa3aHHbIA HOMEp MPUHAUIKAT MOIUEHHUKaM, U caM
NOTEPNEBIINA B MAaHUYECKOM COCTOSIHUM TOTOB BBINOJHSATH JIIOOBIE YKa3aHUS.
Jlanee MOILIEHHUKaMH TPOPa0aTHIBAIOTCS Pa3IMYHbIE CXEMBI 10 XUIICHHUIO JEHET U
MEPCOHAIBHBIX TAHHBIX.

CrouT OTMETHTH, YTO BapUALMM B JAHHOM BHJE MOLICHHUYECKON CXEMBI
MOTYT OBITh pa3HbIMH, BMECTE€ C TEM peuieHue 00HO — 3anOMHUme, 4mo
onepamopuvl COmoeoil CéA3U HUK020a He OyOym npocums npoOUKMOEAMb CMC-
KOO U HUK020a He NORPOCAmM NPOOUKMOGAMb 6aAuiU NACHOPDMHbLIE OAHHDbIE.
Camoe Jsrydiee, 4To MOKHO CZI€JIaTh B TOW CUTYyallMM — 3TO MPEPBATh pa3roBOp U
NEPEe3BOHUTh IO HOMEpYy TelepoHa, YyKa3aHHOMY Ha caiTe MOOUIIBHOTO

oreparopa, €CJIn €CTb COMHCHUA U BOIIPOCEHI.

e 3¢onox om Kypvepa «Iloomeepoume oocmagxy yeemoe/moeapa

OmHUM W3 HOBBIX CIICHAPHWEB MOIICHHUYECTBA MOXXHO CYUTATh CXEMY,
CBSI3aHHYIO C JIOCTaBKOMW I[BETOB/TOBapa. Cxema paboTaeT ciemyronmM oopa3om:
KEpTBa TMOJydaeT aHOHMMHYIO JIOCTaBKY IIBETOB WJIM HEKOro ITojapka, dYTO
BBI3BIBACT NPHUATHOE yauBIICHHE. Ha cieayromuii 1eHp )KepTBe MOCTYIaeT 3BOHOK
C COOOIIEHHEM OT CIYKObI JOCTaBKH, YTO Kyphep HE OTUYUTAJICS O JTaHHOU
JIOCTaBKE YCTAHOBJCHHBIM 00pa3oM, W TMPOChOOH MPOAUKTOBATH  «KOJ

MOATBCPIKACHUA JJOCTABKN).
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B naHHOM mnpuMepe CTOMT OTMETHUTh HECTAaHAAPTHBIA XOJ MOIIEHHHUKOB:
UCITOJIb3YETCSl MTOJIOKHUTENBHBIN, a HE OTPULATEIBHBIA CTpecC, K KOTOPOMY MBI BCE
y)Ke TpUBBIKIU. B naHHOM ciiydae »xepTtBa ceOsi 4yBCTBYeT OOS3aHHOU, B TOM
YHUCJIE U KYpbepY, KOTOPBIN JOCTABUII MTOAAPOK.

Basicno nukozoa ne npunumams om Kypbepos 3aKazvl, KOmopble He Ovliu
oopmiiensvt TUUHO UAU 0 KOMOPBIX 8bl HE Y6EOOMIEeHbl. YTPO30H MOXKET OBITh
HE TOJBKO (PMHAHCOBAsI MOTEPs, HO U 3/I0POBbE, MOCKOJIBKY HUKTO HE 3HAET, YTO

MOJKCT HAXOAUTHCA B ITIOCBIJIKC, KOTOPYIO Bbl HC 3daKa3bIBaJIN.

o Jlokynka/npooaxca mogapoe na «Aeumo»

Cxempbl, TpUMEHSEMbIE  MOIICHHHUKAMM Ha  CEpBUCE  «ABUTOY,
pacnpocTpaHeHbl M MHOTMM H3BecTHBl. Kpome Toro, cam cepBHUC peryssipHO
MpEeaynpexIaeT CBOMX KIMEHTOB O HamOoJiee M3BECTHBIX YJIOBKAaX, KOTOpPHIC
UCIIOJIB3YIOT MOIIICHHUKH.

Paccmotpum onHy u3 Takux cxeM Ha npumepe. JKenmmHa u3 MOCKBBI
pemmia caaTh CBOKO KBapTUPY B apeHy. sl HOBBIIEHUSI CTOMMOCTH OHA pennia
ee MeOnupoBaTh U mpuodOpectu 1mkap Ha cepBuce «AButo». IlogoOpas
MOHPaBUBIIYIOCS MO3UIMIO, OHA CBA3aJIaCh C MPOJABIIOM U JIOTOBOPHIIACH O IIEHE B
pasmepe 10 000 pyOneit. OH npeayiokuil e camMoil 3aKka3aTh JI0CTaBKYy, HaIlpaBUB
(UIIMHTOBYIO CCBUIKY Ha MOMYJSIpHBIN cepBUC «SHAEKC-T0CcTaBKay. JKeHIrHa
MpOIIUIA MO CChUIKE (BaKHO OTMETUTh, YTO CTPAHMIA CEPBHCA BBITIIA/IEIA, KaK €€
OpUTHHAJI), BBEJIa HYXKHBIN aJipec JIOCTaBKU M JIaHHbIC CBOEH OaHKOBCKOM KapThl
JUIsl oTuTaThl. B 9TOT MOMEHT ¢ KapThl MOCKBHYKHM Obuta cmmcana cymma 10 000
pyOnel, HO Ha caiiTe mpou3o1Ien cOOi, U CEpPBUC MOMPOCUI BBECTU JIAHHBIE KAPTHI
elie pa3 AJig Bo3BpaTa JEHEKHBIX cpeAcTB. [lociie moBTOpHOrO BBOJA JAaHHBIX C €€
KapThl BHOBB OblJIa criucaHa cymma B ToMm ke pasmepe 10 000 py6Greit. Tonpko B
TOT MOMEHT OHa J0rajanach, YTO UMEET /IO C MOIIEHHUKAaMU U 00paTuiach B
OaHK, BBITYCTUBIIUN KapTy, TJie €d MOPEKOMEHIOBAIM HANUCaTh OOpaiieHue B

OTACJICHUHU ITOJIMIINH.
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JlanHast cuTyamus AEMOHCTpUPYET, Kak paboTraeT (GUIMUHT (ITOAAEITbHBIN
caiit). OcHOBHOE TpyOOe HapyIIeHHe, KOTOPOe OBLIO JOMYIICHO YKEHITUHOM, 3TO
MIEPEXO/T 10 CChIIKE, KOTOPYIO €l HampaBmil «pozaaser mkada. [locne Toro, xak
KEPTBA «TOMAJach HAa KPIOYOK», OUYCHb CIOXHO C HETO COPBAaThCS M B JAHHOM
cillydae OTJIMYUTh HACTOSIIMM callT ciyxkObl JocTaBkH OT (eiikoBoro. CambiM
NPaBWIGHBIM BapHaHTOM B JaHHOM cCllydae W Ipu pabote B ceTu VIHTEpHET B
[EJIOM SIBJISIETCSI  CaMOCTOSITEIbHBI BBOJA HYXKHOTO 3JEKTPOHHOTO ajpeca,
MOCKOJIbKY TIpM TIEpeXOJie TO CChUIKaM €CTh OOJBIIONW pPHCK IONacTh Ha

nojJieJbHbIe ((PUILIMHTOBBIE) CANTHI.

IIpaBuia 6e3onmacHoOCTH

Bce BhlenpuBeneHHbIE NPUMEPHl OCHOBaHbl Ha MOTEpEe OAMTEIHHOCTH,
OTKJIFOUEHUH  KPUTHUYECKOIO  MBILIUIEHUS, HU3KOM YpOBHE (DMHAHCOBOM
IPaMOTHOCTH, J0BepuMBOCTH. Ha TOM KOHIle MpOBOJA 3a4acTylo0 «paboTaroT»
CHeMabHO O0yUYEHHBIE, HETJIYIIbIE JIF0JIU, B TOM YHUCIIE IICUXO0JIOTH, (DUHAHCUCTHI,
10pUCThl. [IpreM, KOTOphI MCTOIB3YIOT MOIIEHHUKH, OJWH U TOT )K€ — BBIBOJ
XKEPTBBl U3  COCTOSHUS ~ CIOKOWCTBHS/pAaBHOBECHSI  IOJ  BO3ZCHCTBHEM
MOJIOKUTEIBHOTO WJIM OTPULATENIBHOTO CTpecca 3a CcueT IepefaBaeMoi
uH(popmanuu: MO0 MPOU30IUIO YTO-TO «IIOXO0E» (HAalpUMEp, «C BAIIEro cyera
OBITAIOTCA COBEPIIUTH IEPEBOJ HAa CYMMY....»), JHOO YTO-TO «XOpPOLIEE»
(mampumep, «Bam BBIMTPHIIT COCTaBWI....»). Bemp, kKorma Mbl HaxoAWMCS B
MOJIaBJICHHOM WJIM, HA00OPOT, MPHUIIOIHATOM HACTPOCHHH, MBI HE BCETJa MOKEM
OPUHUMATh 00JlyMaHHbIEC PEIICHHs, a MOIICHHUKH BCErJa MOJATAJIKMBAIOT HAC HA
NPUHATHE MOMEHTAJILHBIX PEIICHHIA.

Ocnoenoe npasuino punancosoll 6e30nacHocmu 00Cmamo4Ho npocmoe: He
omeeuamv HA 360HKU C HE3HAKOMbIX HOMepo6. KOHEUHO, MOIIEHHUKU
UCTIONB3YIOT pa3Hble WHQPOPMAIIMOHHBIE MOBOJBI, HO WX CyTh BCETAa OJHA:
BOBJIEUb HAaC B Pa3roBOP M YCHIMHUTHh OJUTENBHOCTb, MMOATOMY Ba)XHO BIAJETh

uH(popMaIuen 0 HOBbIX TPEHAaX MOIIIEHHUKOB.
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Pasnen 2. Bo3MOKHOCTH MCKYCCTBEHHOI0 MHTEJJIEKTA B peaju3auuu

NMPECTYIMHBIX CXEM

3/I0yMBIIUICHHUKH JUISl XUILIEHUS JICHET CTalM Yalle MCIO0JIb30BaTh HOBBIN
UHCTPYMEHT oOMaHa — jundeiik-texnojgorud. C TOMOIIBIO HEHpoceTH
MOIICHHUKM CO3/Ial0T PEaJUCTUYHOE BHUIACOM300paKEHUE YEJOBEKa. 3aTeM
CTCHEPUPOBAHHBIN 00pa3 pacChUIAlOT €ro JAPYy3bsIM WIM POJAHBIM  4Yepe3
MECCEH/KEpbl WJIM COLIMaJIbHbIE CceTU. B 3ToM (QanblmMBOoM BHUIECOPOIUKE
BUPTYaJIbHBIA TE€pOM, TOJ0C KOTOPOTO HMHOTJA CJIOKHO OTJIWYUTH OT ToJioca
MPOTOTHIIA, PACCKA3BIBAET AKOOBI O CBOEH mpobieme (6ose3nb, I TII, yBonbHEHNE)
U IPOCUT TIEPEBECTH JEHBIM Ha OIpEeAeTICHHbIA cuyeT. MHorma MOIIEHHUKH
co3gatroT aundeiiku padoTtojareneil, COTPYAHUKOB TOCYIapCTBEHHBIX OpPraHOB,
W3BECTHBIX JIMYHOCTEH W3 TOU K€ cephl AeSITEIBHOCTH, B KOTOPOU TPYIUTCS HX
TOTEHIMANbHAS KEPTBA .

Jlnst Toro, 4ToOBl co3AaTh HU(PPOBYIO KOMHUIO YEIOBEKA, 3JI0YMBIIUICHHUKH
UCIIOJIB3YIOT (DOTO M BUJEO, a TAKXKE 3alKCh T'0OJ0Ca, MOJTYyYEeHHbIE B OCHOBHOM B
pe3ysbTaTe B3JI0Ma €ro akKayHTa B COMAIbHBIX CETAX WIIA MECCEHIKEpaXx.

Heobxoaumo MposBIASTE OCTOPOKHOCTh W «BKIIOUATH» KPUTHYECKOE
MBIIUIEHUE TPH TOJYYEHUHM OT CBOETO 3HAKOMOIO TOJOCOBOTO  WIIH
BUJICOCOOOIIICHUSI ¢ TPOChOOH O (PMHAHCOBOM MOMOIIM, BE/lb €r0 aKKayHT MOIJIH
B3JIOMaTh 3JIOYMBINIJICHHUKH. MHOTHa 1 pacChUIKM TakUX COOOIEHUMN
MOIIIEHHUKHU CO3/Ial0T MOJIJEIbHBIE CTPAHULIBI ¢ UMeHeM U (OoTo dyenoBeka. Hemb3s
CIIEHIUTh MEePEeBOAUTHh JeHBIM. HeoOXxoammMo o00s3aTeIbHO CHaudajia TMO3BOHUTH
TOMY, OT Yb€T0 UMEHHU TMOCTYIUJIO COOOIICHNEe, U TIEPEPOBEPUTH UHPOPMAIIUIO.
Pacno3znate gundeidk MOXHO IO HEECTECTBEHHOW MOHOTOHHOW  peduu
cobecennuka, AedekTaM 3ByKa W BHUJEO0, HECBOWCTBEHHOW wmwuMmuke. Ecmu

BO3MOXXHOCTH IIO3BOHHTH H Y66I[I/ITBC$I, 4TO YCIIOBCKY I[GﬁCTBHTGJ'IBHO HY’>KHa

> MOIIEHHUKH 0OMaHBIBAIOT JI0AEH ¢ moMomeio aundeiikos /LB P®.16.09.2024. URL:https://
cbr.ru/information_security/pmp/15082024
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MOMOIIlb, HET, 3aJIaliTe B COOOIICHUH JUYHBIA BOTPOC, OTBET HAa KOTOPBIA 3HAET
TOJIKO Balll 3HAKOMBIWA. YUHUTHIBAsI, KAK CTPEMUTEIIBHO PA3BUBAIOTCS TEXHOJIOTUU
B TOM YHCJI€ B pa3pabOTKe AUIN(EHKOB, OTIIMUUTH HACTOSIIETO YeJIOBEKa OT €ro
BUPTYaJIbHOM KOMHUM OYJIE€T HE TaK MPOCTO.

ITo manneiM HUY BIID, B mociiequue roabl HaOIIOAAETCS 3HAYUTEIIHHBIN
MPOTrPeCcC B KAYECTBE CUHTETUUYECKH CTC€HEPUPOBAHHOTO KOHTEeHTa. Kpome Toro,
PEryJIIPHO TOSIBISIIOTCSL MHCTPYMEHTBHI, C TIOMOIIBID KOTOPHIX OOBIYHBIN
noabs3oBarelib [IK MoxeTr co3aaTh pealuCTUYHBIN MOIeIbHBIN KOHTEHT.

3a moclieIHue IeCSITUICTHSI ObLIO CO3aHO MHOXKECTBO MHTepHET-pecypcoB
JUIl  peain3alMyd  BO3MOXKHOCTH JEIUTHCS MYJIbTUMEIUNHBIM KOHTEHTOM C

MIMPOKON ayTIUTOPHUEH (HarpuMep, COMaIbHbIE CETH U (POPYMBI).

Co3zoanue nodoenvHozo euodeo

OavH U3 peanpHBIX CIy4yaeB MCIOJIb30BAaHUS TEXHOJOTMU Jundenka s
BBIMOTaTEIbCTBA JEHEKHBIX cpeacTB mpousomen B 2020 roxgy, Korga MOILICHHUKH
UCIIOJIb30BAJIM  QIrOpUTMBl aumnderika g CcOo3laHus MOAJNEIbHOTO BHUIECO C
Y4aCTHEM I€HEPAJIbHOIO TUPEKTOPA OJHON U3 KPYITHBIX KOMIIAHUM.

OCHOBHBIMM 3TaIlAMM 3TOTO CIy4ask CTAIMU CIECTYOIIUE MOMEHTBHI:

1. Co3manme gundeiika. MOIICHHUKH  HWCIOJIB30BAIM  TEXHOJOTHHU
rIyOOKOro OOydeHHsi JUIsi CO3JaHusl BHUJEO0, HMMUTHUPYIOLIETO JEUCTBUS
TeHEepalbHOIO AMpEKTopa KoMmnaHuu. OHM CMOTJIM clejaTh Tak, YTOObl BHUJEO
BBITJIAZIETIO OYEHb MPABAONOA00HO, UCHOJIBb3YsSI OTKPBIThIE UCTOYHUKHU, TAKUE KaK
BU/JIC03AIMUCH MTyOJIMYHBIX BHICTYIUICHUM U MHTEPBBIO T€HEPATBHOTO IUPEKTOPA.

2. O6man. C moMoUIbI0 MOJYYEHHOTO aundeiika MOUICHHUKH CBS3AJIUChH C
OJIHUM U3 (PUIMAJIOB 3TOW KOMITAHUM, MTPEACTABIISISICh T€HEPATbHBIM TUPEKTOPOM.
OHM UCHOJB30BaJM BUJEO, UYTOObI yOETUTh COTPYIHHUKOB B TOM, 4YTO UM
HEOOXOMMO CJIeNIaTh CPOUHBIN MEPEBO/I CPEICTB Ha «CIIELUATBHBIN CUET».

3. BeiMorarenbcTBO. B pesynbraTe MaHUNYJISALMI MOIIEHHUKOB COTPYIHUKH
¢unmnana crerdand TEPeBOJ 3HAUMTENBHOM CYMMBI JI€HEr, Tojiaras, 4YTO

PYKOBOIACTBO KOMIIAHHUH IleﬁCTBI/ITeJIBHO AaJI0 TAKOC YKa3aHHUC.
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4. PackpeiTie MoleHHHuYecTBa. Korjma crtano O4YeBHAHO, YTO JICHEXKHbBIC
CpelncTBa HEe OBUIM TEpPEBENIEHBI IO JIETaJbHBIM MPUYMHAM, KOMIIAHWS Hadaja
paccienoBanne. B xonme paccienoBaHus OBLIO BBISICHEHO, YTO BHIEO OBLIO
(baIbIMBBIM, U 3TO MPUBEJIO K OCO3HAHUIO TOTO, KaK TEXHOJIOTHIECKHUE HOBIIECTBA
MOT'YT OBITh UCIIOJIb30BaHbI B IPECTYMHBIX LEIISX.

DTOT ciiy4yall WUTFOCTPUPYET, HACKOJIBKO OIMACHOM MOYKET OBITh TEXHOJIOTHS
nun(heKoB, OCOOCHHO KOrja pedyb HAeT O (PUHAHCOBBIX MaxXUHAIUSAX W
BbIMOTATENbCTBE. CJIOKHOCTH B TOM, YTO TaKME€ TEXHOJOTHMM MOTYT CO3/1aBaTh
BBICOKOKAQYECTBEHHBIE BHUJECO, KOTOPBHIE TPYAHO OTJIWYUTH OT HACTOSIIUX, YTO

ACJAacT UX NACAJIbHBIM HHCTPYMCHTOM JII MOIIICHHUKOB.

«lloooenka zonoca» (voice spoofing)

OnuH U3 pealbHBIX MPUMEPOB HCIIOJIB30BAHUS TEXHOJIOTHI T'eHEeparuu
YeJIOBEUECKOr0 ToJIoca i BBIMOTATENhCTBA JIEHEKHBIX CPEICTB CBSI3aH C
MOIICHHHYECTBOM, KOTOPOE TIONYYMJIO Ha3BaHUE «TIyOOKOe TOJCIBIBAHNE
rojioca» (voice spoofing).

[Tpumep Takoro BHIa MOIIICHHUYECTBA.

Co3nanue TOMJENKK T0JIoca. MOIIEHHUKH HCTOIb30BAIM  alTOPUTMBI
00pabOTKH 3ByKa U TEXHOJOTHUU TIyOOKOro OOydYeHHUs Jii UMHUTAIMU TroJioca
pykoBoautenss KommaHuv. OHM oOy4wJIid MOJEldb Ha OCHOBE ayJn03amuceu
HACTOSIIETO T0JIOCAa PYKOBOAUTEINS C MyOIMYHBIX BBICTYIUICHUM WIIH Tele()OHHBIX
3BOHKOB.

@DelKOBBIM 3BOHOK ¢ Mpock0oil o momorniu. [locie cozmanus ¢GheikoBOro
rojioca MONICHHWKH TMO3BOHWIM Ha pabouuil TenedoH OJHOTO W3 COTPYIHUKOB
KOMITaHWH, TIPEACTABISISICH PYKOBOAUTENEM KommnaHuu. OHHM  HCTOJB30BaIIN
pa3nuYHBICE METO/BI, YTOOBI TOMAJETIaTh HOMEp TeneoHa, YTOObI OH BBHITIISIEI
3aKOHHBIM W BBI3BIBAJ JIoBepre. Bo Bpemsi 3BOHKA MOIIIEHHUK UMUTHPOBAJ TOJIOC
PYKOBOJHMTEISA, YTBEP)KIas, YTO KOMIIAHUS IOoTNaja B CIOXHYK (PHHAHCOBYIO

CUTyallMIO U OYCHb CPOYHO HY’KHA INOMOIIb. Onu MOTIM CChUIaThCA Ha CPOYHBIC
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(bUHAHCOBBIE TIEPEBOMBI, KOTOpPHIE HYXHO OBUIO CJAENaTh HEMEIJECHHO s
MIPEIOTBPAICHUS OOBINX YOBITKOB.

BrimorarenbctBo cpenctB. [lockonbKy ronoc 3By4an MpaBaONOJ00HO U
MMeEJl SMOILMOHAIBHBIM OKpac, COTPYAHUKH MOAMAINCH MAHUKE W HEMEIJICHHO
BBITIOJIHUAJIM TIEPEBOJI CPEJICTB HA yKa3aHHBIM MOIICHHUKAMH CYET, Mojaras, yTo
ATO PacCHOPsKEHUE UX PYKOBOJICTBA.

[TonoOHble  ciiyyan  MOKa3bIBAlOT, KaK  TEXHOJIOTMM  TIeHepaluu
YeJIOBEYECKOr0  Tojoca MOTyT  ObITh  HCHOJB30BaHbl 1t  oOMaHa U
BbIMOraTeiabcTBa. Ilocme  TakMxX  WMHUMJEGHTOB  OpPraHM3allM  HAYMHAIOT
nepecMaTpuBaTh CBOM BHYTPEHHUE MPOLIEAYPhI, YTOOBI MPEIOTBPATUTH MOJOOHBIC
MOIIICHHUYECTBa, BKIIOYass OOy4YeHHEe COTPYAHUMKOB 1O  PaclO3HABAHUIO
MOJAO3PUTEIBHBIX  3alPOCOB, a  TaKXKe  BHEApPEHUE  MHOro(akTOpHOU
ayTeHTUPUKauu 151 GUHAHCOBBIX ONEPAIIHii.

OTH npuMepsl MOJYEPKUBAIOT BAXKHOCTH OJUTEIHHOCTH W OCBEJOMJICHHOCTH,
MIOCKOJIbKY HMIEXHO102UU, UCHOIb3YIOU{UE UCKYCCIMEEHHbII UHMmMeNleKm O
CO30aHuUsA  no00enoK, CcmaHoeamca  6ce  0ojiee  OOCMYNHLIMU U

PacnpocmpaneHHvIMU.

Coop ungpopmayuu 0 Komnanuu u/uiu o0 4ea06eK nepeod «6310MOM»

OnnuM U3 cllydaeB MOIICHHUYECTBA Ha OCHOBE cOOpa BCECTOPOHHEH
uH(MOpMAIUU O JACSITEIILHOCTH OJHOM M3 MEXIyHapOJIHBIX KOMIAHUW SIBISETCS
WHITAJICHT, CBs3aHHLIN ¢ Tak Ha3piBaeMbIM «CEO Fraud». JIns mocTmkeHus cBOMX
1eJaeii MOIICHHUKHA WCIOJNb30BAIM MH(POPMAINIO, COOPAaHHYI0 U3 OTKPBITHIX
WMCTOYHUKOB M COLMATILHBIX CETEH.

C6op wHpopManmu. MOIICHHUKHA TIIATEIHLHO WCCICIOBATN KOMITAHUIO
4yepe3 OTKPBIThIe UCTOYHUKH, BKItouast LinkedIn, Facebook u npyrue cormanpHbie
cetu. OHu uckanu uHpopmanuio o pykoBoautene kommnanuu (Chief Executive
Officer — CEO), ero koiyerax u BHyTpEHHEH CTpyKType KoMmnanuu. OHU CMOTIIN

BBISICHUTDb MMCHA KJIFOYCBBIX COTPYAHUKOB, UX JOJDKHOCTHU U KOHTAKTHBIC JTAHHBIC.
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Cosnmanne (dampmmuBoro mpodwiss. HWcemonws3dyss coOpaHHBIE TaHHEIE,
MOILIICHHUKHU CO3JaJIU MOAAEIbHBIN agpeC 3JEKTPOHHOM MOYTHI, KOTOPHIA BHEIIIHE
Ka3aJics JeTUTUMHBIM. OHH UCTIOJIb30BAIM aJIpEC, CXOKHUM ¢ HACTOAIINM, U3MEHUB
BCero OAaHy OyKBY WM  J00aBMB  TMOJJOMEH  (HampuMmep, BMECTO

ceo(@company.com MCIIOJIb30BaJIM CEo(@company.co).

OcymiecTBiIieHHE  MOIIEHHUYECKOrOo  3ampoca. MOIIEHHUK — OTHpaBHII
AIIEKTPOHHOE MUCHMO OJHOMY K3 BBICOKOMIOCTABJIEHHBIX COTPYAHUKOB KOMITAaHHH,
BXOJSLIMX B COCTaB €€ PYKOBOJACTBA, npeacrasuBiiich CEO kxommanuu. B nuceme
OH CO3BaJl «CPOYHOE COOpaHME PYKOBOJCTBA KOMIIAHWW» M TOMPOCHI CHAENaTh
TpaHc(epbl TEHEKHBIX CPEJICTB HA «PACXObl, CBA3aHHbIEC C KOHPUACHIIUATbHBIMU
CeJIKaMu», KOTOpbIE, MO €ro CJoBaM, JIOJDKHBI OBLUTM OCTaBaThCS B TaHE OT
JIpyrux coTpyAHUKOB. [IMCbMO  BbITIIANENO  yOeauTENbHBIM. MOIIEHHUK
UCIIOJIb30Ba TpaBWiIbHBIM u XapakTepHbii mnss CEO crtwnbp oOmenus u
KOPIIOPaTUBHbBIE TEPMUHBI.

Brinonnenue nepesoga. B pe3ynapTaTe 3TOr0 MOIIEHHUYECKOTO OOpallleHUs
COTPYIHUK, BbINONHAS ykazanus CEQO, mepeBen 3HAYUTEIbHYIO CYMMY JICHET Ha
yKa3aHHbIA MoOIIEHHUKaMHu cueT. Craelka NpoxXoAwia B CXaTble CPOKH, YTO
OKa3bIBaJIO JOMOJIHUTEIBHOE IICUXOJOTMYECKOE JAaBJICHUE HA COTPYAHUKA.

PackpeiTne ™MomenHudectBa. llpu ananmmze (UHAHCOBON OTYETHOCTH
aynuTopaM OBLIM BBISIBJIEHBI (DAKThl TEpPEBOJa JICHEKHBIX CPEACTB MO
MO/IO3PUTEIBHBIM OCHOBaHUSIM. [lpu panbHeieM AeTalbHOM aHaiu3e OblI
YCTAaHOBJIEH (paKT MOIICHHUYECTBA U PACKPBUIM BCIO IIETMOYKY JIEHCTBUIA
3JI0YMBIILJICHHUKOB.

OTOT ciayyall TMOJYEPKUBAET BAXKHOCTH TMPOSIBJICHUS OIUTEIBHOCTH B
BOIpocax KuOepOe30macHOCTH, OCOOCHHO B  OTHOIICHWU  HCIOJb30BaHUS
OTKPBITBIX ~ JAHHBIX i1 MOIIEHHWYECTBAa. MHOTME KOMIIAHMM  BBOJSAT
JOTIOTHUTENbHBIE ~ MEphl ~ 0€30mMacHOCTH, Takhe Kak  MHOTo(axTopHas
ayTeHTU(dUKaIM, TPOBEPKHU HA MOJIMHHOCTh OOPAIlIEHHI BBICIIETO PYKOBOJICTBA,
a TakXe HCIOJIb30BaHUE TEXHOJOTUM MCKYCCTBEHHOIO MHTEJUIEKTa IS

pacno3HaBaHMs IIOAO03PHUTCIILHBIX 3aIIPOCOB.
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Texnonorun  uckyccrBeHHoro  uHtemekra (MM) B obGnactu
KrOepOe30NacHOCTH BKIIIOYAIOT KaK 3aIlUTY, TaK U aTaku.

Oo6napyxenue BpemoHocHoro [10. MammnaHOe 0oOyuenue: COBpeMEHHBIC
AHTUBUPYCHbIE W AHTHUINNHOHCKHAE MPOTPAMMBI  HCHOJIB3YIOT — aJrOPUTMBI
MalIMHHOTO OOY4YEeHUs JUIsl aHAIKM3a [MOBEIEHUS MPOrpaMM. DTH aITOPUTMbI MOTYT
BBISIBJISATH TOJI03PUTEIBLHOE IOBEIEHUE JaXe B HOBBIX, HEM3BECTHBIX 00paslax
BpenoHocHoro [10. Hanpumep, nporpaMMa MOKET OTCIIEKUBATh KAK IIPUIIOKEHNE
B3aMMOJIEUCTBYET C (ailnamu U ceTho. Eciim oHO mbITaercs mudpoBaTh (aiibl
WIM  OTHPAaBIATh JAaHHbIE HA  HEU3BECTHBIE CEPBEPBI, TO  CUYUTAETCSA
IIOJI03PUTEIbHBIM.

O6napyxenue no curdHarypam. CHCTEMBbI, HUCHOJIb3YIOIIME aJTOPUTMBI
MAaIIMHHOTO 00YyY€HHUs U ITyOOKOT0 MAIIMHHOTO O0y4Y€HUs, MOTYT aHaJIU3UPOBAThH
00nbpIION 00BEM AAHHBIX O CUTHATYpax BPEJOHOCHOTO KOJAAa U CPABHUBATH UX C
¢aitnamy, HaXOAAIMUMHUCS B CUCTEME. DTHU TEXHOJIOTHH MO3BOJISIOT OOHAPYKUBATh
1oA00HBIE YTPO3HI.

I'enepauust  BpeAOHOCHOrO  Koja. ['pynmbl  MOIIEHHHUKOB — MOTYT
UCIIOJIB30BaTh AJITOPUTMbI T'€HEpalMUd KOJa, OCHOBaHHble Ha meromax MU mis
CO37aHMsI HOBBIX BEPCHUl BUPYCOB U TPOAHOB. Hampumep, reHepaTuBHbIE MOJIEIH,
take kak GAN (Generative Adversarial Networks), MoryT ucnonas3oBatbes ISt
CO3/1aHUsl YHUKAJIbHBIX OOpPAa3l0B BPEIOHOCHOTO KOJa, KOTOpPHIE C MEHbIIEH
BEPOSITHOCTbIO MOTYT OBbITh OOHApPY>KEHbl TPAJAUIMOHHBIMU aHTUBUPYCHBIMU
porpaMMamu.

Ucnonb3zoBanne meromoB MM nns apganranum atak. BpemoHOCHBIM KO
MOXeT wucnoyib3oBath MW ang aHanu3a NpOrpaMMHBIX CHUCTEM, KOTOpbIE OH
nbpITaeTCsl atakoBaTh. Hampumep, mpu «B3nome» BeO-caiitoB metoasl MW moryt

ABTOMATUYCCKH AaHAIMU3HUPOBATL YA3BUMOCTH CHCTCMbI OdaXKC oe3 A0CTyIla K
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UHTEPHETY MyTeM wu3y4yeHus ¢GaiioB KOH(QUTYypalMi M HACTPOEK XOCTHHTA,

KOTOPBIE MOT'YT OBITh JOCTYIIHBI YEPE3 JTOKAIBHBINA JOCTYII.

AHanu3 mporpaMMHOTo obecriedeHusl. 3T0YMBIIUIEHHUK MOKET YCTAaHOBUTD
CUCTEMY,  HCHOJIb3YIOIIYIO  QIrOPUTMbl  MAIIMHHOTO  OOyYeHMs]  W/WJHU
HEWPOCETEBbIE AITOPUTMBI HA JIOKAJIbHBIA KOMIIBIOTED, W UCIOJIB30BATH €€ JJIA
ananusa [1O, xoTopoe HaXOAUTCSI B CETH WIM BHEIIHUX HOCUTENSIX, YTOOBI
BBISIBUTH [TOTEHIHAIbHBIE YSI3BUMOCTH.

l'enepanuss atakm ¢ wucnons3oBanneM WM. Ha ocHOBe U3y4eHHBIX
ys3BuMocTel Merogamu MM MOXHO CreHepupoBaTh HMCIOJIHSAEMBIN (ailn wiu
CKpunT. Takol CKpPUNT MOKET aBTOMAaTHUYECKHU IOACTPanBaTh CBOW JIEHCTBHS B
3aBUCUMOCTH OT IPOrPAMMHOTO OKpPYKEHHSI, K KOTOPOMY OH MONaAaeT.

dusznyeckoe pacnpocTpaHeHue. BpeqoHOCHBIN KOJ MOXKET ObITh 3arpyKeH
Ha ycTpoiicTBa OOBIUHBIM cHocoboM (Hampumep, depe3 USB-nHakonutens) u
3amynieH JUisi KOMIIPOMETAIMM CUCTEMbI 0€3 HEOOXOAMMOCTH MOJKIIOYEHHS K
VUHTEPHETY.

Ucnonb3oBanue texnonorut MW nns obecnieueHuss kubOepOE30macHOCTH
BBI3BIBAET CEPHE3HBIC ONACEHUS U NMPEACTOSIINE BBI30BBI. 3AIMTHBIE MEXAaHU3MBI
JOJDKHBl  aJaliTUPOBAThCSl K HOBEMIIMM yrpo3aM, BKIOYas Te€, KOTOpPBIE

ncnoib3yroT MU miis coznanust BpeaonocHoro [10.

IIpaBuia 6e3onmacHocTH

AKTUBUpYHTE MHOTO(GAKTOPHYIO AyTEHTHU(PUKAIMIO HA BCEX 3HAYMMBIX
aKKayHTaX, TaKUX Kak OaHKOBCKHE MPUJIOKCHHUs, mopTail «[ ocyciayrun», TUIHBINA
kabunet Oenepanpuoit Hanorosoit Ciyx6s1 Poccuu u npyrue.

3aKpoiiTe MOCTYI MJisi OCTOPOHHUX JIMI] B COITUANBHBIX CETAX, CICIUTE 3a
U (POBBIM CIIEJIOM, KOTOPBIA BBl OCTaBJIsACTE B CeTH MHTEpHET.

KpI/ITI/I‘-IeCKI/I OTHOCHUTCCb KO BCEMY, YTO BUJUT U CJIBIIINUTC.
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Pasnen 3. /lponmnepsbl/Aponbl: CBA3YHOIIEe 3B€HO NMPECTYNHOM Lenn

(l)I/IHaHCOBI)IX MOIIICHHHUKOB

E>XerogHo pacTteT KOJIMYEeCTBO M CyMMBI XMUIEHUH CPEACTB Y HAaCEJICHHS, B
CBSI3M C 3TUM PACTET U KOJMYECTBO TaK HA3bIBAEMBIX JIPONMEPOB (OT aHTIMICKOTO
drop — «manatb», «cOpocuThY). Jpombl ABISIOTCS COYYaCTHUKAMHM MPECTYILIICHUH,
KOTOpPBbIE MOTYT ObITh KiaccudunupoBansl 1mo cratbe 174 YK P®. Jleranmsarus
(OTMBIBaHHE) JEHEXKHBIX CPEACTB WM HHOTO HMYIIECTBA, MPUOOPETEHHBIX
OPYTMMM JIMIIAMU  IPECTyNHBIM IIyTeM wim 1o cratee 159 YK PO
MomennnuectBo. MBJl Poccum pazpaboTano 3akOHOMPOEKT 00 YroJIOBHOM
OTBETCTBEHHOCTH JJs1 JponnepoB. Ilepenauy 3aperucTpupoBaHHbIX Ha ceOs
AJIIEKTPOHHBIX CPEJICTB IUIATEKA WK JOCTYNA K HUM MPEIIOKEHO ONPEEIATh KakK
IPECTYIUICHUE CPEAHEN CTENEHU TSKECTH, HO, €CIIH MPECTYIUICHHE COBEPILICHO B
COCTaB€ OpPraHMW30BAHHON TPYNIBl, €ro KBAIMPHUIUPYIOT KaK  TSHKKOE
MPECTYIJICHUE.

WHpIMU c10BaMH, IPOIBI — 3TO MOACTABHBIE JINLA, KOTOPHIE 3a/1€ICTBOBAaHbI B
HEJEeTrallbHbIX CXE€Max MO BBIBOJAY CPEACTB C OAHKOBCKUX KapT rpaxnaad. CTOUT
OTMETHTb, YTO JAPOIBI HE SBJISIOTCS OPraHU3aTOPAMU MPECTYIUIEHUM, HO SBIISIOTCS
UX COYYaCTHMKAMHU, 32 YTO HECYT MOJHYK OTBETCTBEHHOCTB NIEPET 3aKOHOM.

[Io cBemenmssm LIb P®, xak mnpaBwio, aponmepamMu SBISIOTCS JIFOIH,
HY)KJaloIMecs B JIEHbrax: COLUAJIbHO HEOJAronojlyuyHble KaTeropuu IpaxkaaH,
CTYJEHTbhl WJIM IIKOJILHUKH, KOTOPBIM ponutenu odpopmunu kapty c¢ 14 ner. Ilo
JTAHHBIM OAHKOB B APOIIIEPCTBO BOBJIEUECHO MOPAJIKA 2 MITH POCCUSH — 3TO MOYTH B
nBa pasa 6omblie, yem B 2023 rogy. Oxono 60% — Monosie aroau 10 24 neT, s
KOTOPBIX XapaKTEepHO CTPEMJIEHUE K JIErKOMY 3apal0oTky. Jponmepbl MOTYT ObITh
WCITOJIb30BaHbl 3JIOYMBIIUICHHUKAaMU B Pa3HbIX KadecTBaxX, K IPUMEpPY, POl
MOJKET Tepenarb OQOpMIICHHYI0O OaHKOBCKYIO KapTy M OHJIAH-JOCTYN K Hel
MOIIIEHHHUKY, KOTOpBIM Jajnee caMOCTOATEIbHO MEPEChUIAeT JIEHbIUM Ha JIpyrue
CUETa C LIEJIbI0 YCIOXKHHUTh LIENOYKY U «3aMbITh» Clelbl. B HEKOTOPBIX citydas

APOII IOJYYa€T Ha CBOM CUCTAa INTOXHMIICHHBIC CPCIACTBA, OOHAJIMYMBACT HX H
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nepeaact 3JI0OYMbBINUICHHUKAM. H3BecTHBI ClIydau, Koraa JpoIibl TIICPCBO3AT
HaJIMIHBbIC CpCACTBA B JpPYIuC€ PCTUOHBI CTPaHbl MW COBCPHIAOT HHBIC
IIPOTUBOIIPABHEIC ﬂCﬁCTBHH. cDOpMaT pa60T51 ApoIla 3aBHUCUT OT TOI'O, KAKHM

00pa3oM ero BOBJICKJIN/3aBepOOBaIM B MPECTYITHYIO CXEMY.

o IIpumepur 6epoo6Ku Oponnepoe

1. Tlox Bumom paboTomarens.

Crynent Auapei xo4eT 3apaboTaTh JeHer B cBOOoHOE BpeMs. Ha caiite mo
NOUCKY paboThl €My IOJBEpPHYJAch 3aMaH4MBas BaKaHCHUS CO CIEIYIOIIUMU
TpeOoBaHUsIMU: O€3 ombITa PabOThI, YAAJIEHHO; YaCTUYHAS 3aHATHOCTh; BBICOKHIA
3apabOTOK 3a HECKOJIBKO 4acoB B JI€Hb; Bo3pacT 18+ M Hanuuue KapThbl JHOO0TOo
OaHKa.

Te, KTO OTKIIMKaeTcsl Ha MOJOOHBIE BaKaHCHHU, MOYTH BCErJa CTAHOBATCS
YYaCTHHKaM MOUIIEHHUYECKUX CXEM. MOIIEHHUKH NPHUIyMBIBAIOT pa3JINYHbIC
JIETEH]Ibl, HAIPUMEP, MPEIACTABISAIOTCA KPYIMHOM KOMIIAHUEH, 3aHUMAIOILIEUCS
nocTaBKkaM# 0OJIBLIOrO KoiuyecTBa ToBapoB u3 Kuras. C ydyeToM KpyIHBIX CyMM
NOKYIIOK W JUMUTaMM OaHKOB Ha €XEMECSYHbIE IepeBOAbl B KOMIIAHUIO
TpeOyIOTCS TIOAU, KOTOPBIE «OTAAIYT» B apeHIy CBOIO OAHKOBCKYIO KapTy BMECTE
C JMYHBIM KaOWHETOM MJii KOHTPOJIS MOCTYIUJICHUS JE€HEr OT «KJIMEHTOB» 3a
BO3HArpaKJICHHUE.

[IpunsiTie NONOOHBIX MNPEIIOKEHUN 3aKaHYMBAETCS BOBJICYCHHEM B
IIPECTYIHBIE CXEMBI MOJIOABIX JIFOAECH, KOTOPhIE HE NIOHUMAIOT, YTO OHHU JEJAIOT.
3ajauell MOLIEHHUKOB SIBIISIETCA YOEXJACHHE JIOJEH MMOJA pPa3HbIMHU JIET€HJaMu
OCYILECTBIISITh MEPEBOJIbI JACHET APYTUM JIIOJSAM JIMOO BOBCE MepelaTh MOJHBIN
JIOCTYT K CBOEMY JJUYHOMY KaOuHeTa OaHKa.

Eme onuH npumep, KOTOPBIM MOJydusl OOJIBIIOE PACTIPOCTPAHEHHUE — ATO
nonpabotka «Kypvepom nanuunocmuy. 1lo cBeleHUSIM MEXPETHOHAIBLHOTO
ynpasienuss DenepanbHoll ciayk0bl 1o (uUHaHCOBOMY MOHUTOpUHTY 1o CDO
MOILIEHHUKHA aKTUBHO PAaCHpPOCTPAHSIIOT HMH(POPMAIUIO B COLHUANBHBIX CETIX O

BO3MOXXHOCTH TOJpaOOTKH B KauecTBe Kypbepa. «Kypvep Hanuunocmuy -
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nepeMeIeHIe JIEHEXKHBIX CPEJICTB OT OJHOTO JIMIa WiH OW3Heca K APYyromy, C
HeNbl0 M30€XKaTh TPAAMIMOHHBIX OaHKOBCKMX METOJOB WM TPU HATUYUU
orpaHM4yeHuii Ha BbBoA. OObBsABIEHHWE O Takod pabore pa3mMeniaercs
TeNeQOHHBIMA MOIICHHUKAMH, TPU 3TOM OYyIylIeMy Kyphepy MOTYT cOOOIIaTh,
4yTO paboTa HE CBs3aHA C KPUMHUHAJIOM M OH HHMYEeM He puckyer. Paccmorpum

peanbHBIN PUMEpP NPETIOKEHUS O PAOOTE «KYPbePOM HATUYHBIXY.

e HyXHbBI OTBETCTBEHHBIE JIIOJIU 110 BceM ropojaam Pd;
e Pabora Kypsepom;

e 3abupaem nockuiku OT 100 ThIC. pyO.

o Jlaem 7%, BbIIIaTaA Cpasy;

e Bcs «mouBay nis 6e3omacHoro 3abopa Hajga noarotonsieHa!!!

[ToBTOpHM e11ie pa3, YTO NOJOOHBIE JEHCTBUSA, B TOM YUCIE U JAHHOE MOXKET
KJ1accu(UIMpoBaThcsa Kak MomeHHHn4ecTBO 1o cT. 159 YK P®. Hakazanue B 3ToM
clIy4yae MpeaycMOTpeHO BIUIOTH 10 10 JieT JiuieHusi cBo00abI.

MOIIEHHUYECTBO SIBISIETCS YMBIIUICHHBIM TPECTYIVIECHUEM, a KYphepOB
Yalie BCEro He IMOCBALIAIOT B JETajd, TOBOPS TOJBKO O HEOOXOIUMOCTU
MOJTyYEHHUS U MEepPeBOJia ICHEXHBIX CPEICTB (UTO JEHBIM MOTEPIEBIINX JIFOJAEH 00

9TOM KOHCYHO XK€ YMEU'IIH/IBaCTCH).

2. Tlox BUIOM OIIMOMBIIEIOCS YEJIOBEKA.

OuyeHb pacpoCTpaHEHHAsi CXEMa: Ha Balll CYET MOCTYIAET MEePEBOJI ACHET OT
HE3HAKOMOTO JIUIIA, JIajiee BaM MOCTYIAeT 3BOHOK ¢ HH(MOpMAITUEH, 9To JCHEKHBIN
nepeBoJi ObUT COBEPIIEH OIMMOOYHO, M MPOCHOOM TepeBEeCTH ACHbIM O0OpaTHO.
OpHako B ciy4yae BO3BpaTa IO yKa3aHHBIM HE3HAKOMIIEM PEKBU3UTAM Ha CaMOM
JieJie ICHbI'M HAMNpPaBJISIOTCS TPEThEMY JIUIY — YYaCTHUKY MPECTYITHOU CXEMBI.
Takum 00pa3oM, caydailHO, TMOWAs HABCTpEUy YEJIOBEKY, MOXHO CTaTh

COYHYaCTHHUKOM HPCCTYIJICHUA 110 BBIBOAY JICHCT.

28



B nanHOoM ciydae mpaBUIIBHBIM pelIeHHEM OyAeT o0paTuThCs B OaHK U
TOJILKO BMECTE€ C OAHKOBCKHUM COTPYJHHUKOM peIIaTh BOMPOC, KaKUM 00pa3om
JICHbI'Y OTIPABUTH OOPATHO.

[TonoGHas cxema MOXKET peann30BaHa yepe3 MOIOJHEHHe HoMepa TenedoHa
HE3HAKOMBIMH JIMI[AMH, KOTOPBIE TAaKXKE CBS3BIBAIOTCS CO CBOEH <OKEPTBOI,
cooO11as, YTo MPOU30IILIa ONIMOKA U MPOCSAT NEPEBECTH IEHbIU «0OPAaTHOY», HO IO

(bakTy TpEeThUM JIUIIAM.

3. UYepes couUAIbHBIE CETH U CAWTHI 3HAKOMCTB.

Yepe3 couumanbHble ceTH OOpalaeTcss HE3HAKOMEL C MpPaBaoNoA00HOM
JIETEHJION, HampuMep, YTO Y HEro €CTh POJCTBEHHUK 3a TPAHUIICH, KOTOPOMY
CPOYHO HY)KHO OTHPABUTh JCHBIH, a €ro O0aHK TaKue MEepeBOJAbl HE MPOBOJIUT.
OOBIYHO MOIICHHUKUA TpeajiaraloT d3TO cleJaTh 3a HEOONbIIYI0 IUlaTy B
3aBUCUMOCTH OT CYMMBI TpeJrnosiaraeMoro rneperoja. Jlamee Ha cyeT KepTBbHI
MOCTYMalOT BOPOBAaHHBIC JCHbIM, KOTOpPHICE OHAa TMEpPECHANpaBiseT AaJblile,
CTaHOBSICh TAKUM 00pPa30M 3BE€HOM B MPECTYITHOM IEMTOYKE.

Ha cailiTe 3HaKOMCTB Kak MpaBWJIO, MOIICHHUKHA BBIOMPAIOT JIEBYIIEK C
HEOOJMbIIUM  3apabOTKOM U (QuHAHCOBBIMH oOOpeMeHeHussMu. OHU JapAT
HEOOJIBIIION MOJAPOK M MpEejIaraloT MPUINYHBIE JIEHBIU 3a MPOCHOY IMepeBecTH
yepe3 CBOM cuUeT JACHBI'M JpYyry, OpaTy WIM MaMe€ HOBOT'O 3HAKOMOTI'O, UTOOBI

COKOHOMUTH Ha KoMmuccuu. Ilocie ITaphl IICPCBOIOB «MOJ'IOI[Oﬁ YCJIOBCK» NCUC3acCT.

4. BoBneuenue B AMBEPCUOHHYIO I€ATEIbHOCTb.

KoneuHol 1enbl0 JaHHOTO «MEpONpPHUSTUS) SIBISIETCA JlecTabuiIu3anus
DKOHOMMYECKON  0e30MacHOCTM W OOOPOHOCIIOCOOHOCTH  TOCYJapCTBa.
[IpuBnedeHne O B CXEMY MOJKOTOB M TEPPOPUCTUUYECKUX AKTOB SIBISETCS
CephEe3HOM Yrpo30ii 6e30MmacHOCTH o01iecTBa. PaccMoTpumM crmocoOb1 BepOOBKHU:

° PaGota ¢ ysA3BUMBIMH TpynmamMud — T[PUBICYEHUE JIIOJIEH,

UCHBITHIBAIOMINX (PMHAHCOBBIE TPYAHOCTH;
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o «boprba 3a mpaBoe n€0» - 3JOYMBIIUICHHUKH 3aHUMAOTCS
nponara’ion yepe3 ColralbHbIE CETH, O0CIIasl y4acTUE B «IIPABOW BOMHEY;

o [logpsiB nmOBEpHs K TOCYNApCTBY — MOLIEHHHUKU IPU3BIBAIOT
JECTBOBATH MMPOTUB «HECIIPABEIJIMBON CUCTEMBI»;

o ObecrnieueHre  HAPKOTUKAMU — BEpOOBIIUKHA  JIETAIOT  JIFOJCH
3aBUCUMBIMHU OT HAPKOTUKOB U CKJIOHSIOT X K IUBEPCUOHHBIM JCHCTBUSIM.

Uto Kacaercsi yrodoBHOM OTBETCTBEHHOCTH 3a COYYacTHUE B AUBEPCHOHHBIX
JEUCTBUSAX, TO BAXKHO 3HATh, UTO 3a JUBEPCHUIO MPUBJICKAETCS JT000€ BMEHSIEMOE
dbusnyeckoe U0, JocTUriiee 16-1eTHEro Bo3pacTta, u npecieayercs crarbeit 281
YK P®. Takxe CTOUTh OTMETUTHh OTIEIBHO, YTO JHWBEPCHUOHHBIE JEUCTBUSA
KBATU(DUIIMPYIOTCS KaK TSKKUE TMPECTYIJICHUs. 3a COBEpIICHUE JIUBEPCUU
HACTYyMaeT YroJOoBHAsi OTBETCTBEHHOCTh B BHJIE JIMIICHHS CBOOOABI Ha CpoK oT 10

110 20 JIeT JHUIIeHns CBOOO L.

3. bnarorBoputenbabie cOoopel s CBO/mputor miis KMBOTHBIX/HA
OTieparuio.

PaccmoTpum npuMep «OTMBIBaHMSD) J€HET Ha MpUMepe 0JIaroTBOPUTEIbHBIX
¢onnoB. Hanmo orMeruTh, YTO JaHHasg CXeMa HE HOBA U CYLIECTBYET
npoAoDKUTeNbHOE Bpems. «PaboTaeT» oHa cleyromuM 00pa3oM: MOIIEHHUKU
CO3/1al0T OJIArOTBOPUTENBbHBIN (POHJ, HApUMEp, Ul MOMOIIM CTYJEHTaM BY30B,
MIOTIABIIMM B CIIOKHYIO )KH3HEHHYIO CHTYaIlMIO; M Ha CYET CO3AaHHOTO (hoHma Te
OpraHu3alyy, KOTOPHIM HEOOXOJUMO JIeTaln30BaTh MPECTYIHBIC CPEICTBa,
nepeyucssioT AeHbru. [lanee nns oOHamuuuBaHUS JeHer co cueta (oHaa
NIPUBIICKAIOTCS, HAMpHUMEp, «3aBEpOOBAHHBICY» CTYIEHTBI, KOTOPBIM SKOOBI
TpeOyeTcs MaTepuaibHas MOMOIb, B CBSI3M C YeM OHM OOPATUIIMCh B TOT CaMbIii
OnmaroTBopuTeNbHBIN (OoHA. B pesynprare Ha KapTy cTyneHTa u3 (poHaa mocTymaer
CyMMa, KOTOPYIO OH OOHajgM4MBaeT B OaHKOMaTe W OTHAeT €€ OOpaTHO
MOILIEHHUKaM, OCTaBJIsiA ce0e Mayro 4yacTh. Takum o0pa3om, 4eI0BEK CTAHOBUTCS
JPONIIEPOM, TO €CTh COYYaCTHUKOM MPECTYIUICHHs, B KOTOPOM J0Ka3aTh CBOIO

HEBUHOBHOCTbH Oy/IET OUYE€Hb TPYIHO.
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6. OOMeH KpUNTOBAIIOTHI HA PyOIH.

OpnHa U3 pacpoCTpaHEHHBIX CXeM «00eNeHUs» MPECTYIMHBIX JCHET SBISETCS
MOKyIKa KPUNTOBAIIOTEI Ha p2p miarpopmax. MHOXKECTBO HWHBECTOPOB
UCIIOJIB3YIOT UMEHHO P2p IJIOMIAJKU BMECTO KPUITOOUPXK MO MPUUYMHE HHU3KHX
KOMHUCCUM, a TakX e BO3MOXKHOCTH YIaJEHHO KYIMUTh KPUNTOBATIOTY. MMeHHO
ATUM U TIOJIb3YIOTCSI MOIIICHHUKHU: OHH JICUCTBUTEIIBHO MTOKYIAIOT KPUTITOBATIOTY Y
MPOJABIIOB, HO JEJal0T 3TO C IEJbI0 Jierajiu3aliu MNPEeCTYNHBIX J0X0/0B. B
pe3ynbTaTeé Ha CUYeT TMPOJaBIa KPHUMNTOBAIIOTHI IOCTYMAOT TOXHUIIICHHBIC
JICHEKHBIE CPEACTBA C KapThI IPOIIA.

CooTBeTCTBYyIOIIME CIYy>KObI OAaHKOB MOHHUTOPST TMOJOOHBIE CHEIKH U
OJIOKMPYIOT cueTa HE TOJBKO Jpola, HO W mpojaBia B pamkax 115 ®d3 (O
MPOTUBOJECHCTBUU JIETAM3AIIMU(OTMBIBAHUIO) JIEHEKHBIX CPEJICTB, MOITYYEHHBIX
MPECTYIHBIM TyTeM, U (PUHAHCUPOBAHUIO TeppopU3Ma), 00Jiee TOTO, MOKET OBITh
BO30YXKJIEHO YIrOJIOBHOE Jeio. Takum oO0pa3oM, MOXKHO CJIy4alHO CTaTh
COYYaCTHUKOM MPECTYILJICHUS.

HyxHo otmeTutsb, uto Ha 100% 3auTUTH CE€0s1 OT PUCKOB MOJTYYUTh ceOe Ha
CUET «TPSA3HBIC» JEHBI'M TPU TPOBEACHUH P2p CHETOK HEBO3MOXKHO, OJHAKO
MO>XHO CHU3HUTHh PUCKH, COOJ0/Iasi HECKOJIbKO PEKOMEHIAINI: BECTH TMEPEIUCKY
yepe3 HWHPPACTPYKTypy p2p IUIONIAJIKH, COBEPIIATH CHCIKH C aKKayHTaMH,
KOTOPBIE TABHO 3apETUCTPUPOBAHBI HA TUIOMIAIKE U UMEIOT XOPOIIIYIO PEMyTAIHIO.

P2p-cepBHCHI BeAYT ydeT KOJMYECTBA MPOBEACHHBIX OIEpaIuii KIUCHTAMU H
MTOKAa3bIBAIOT MPOIIEHT ycrexa. Yem 3TH MoKa3aTeNy BBIIIC, TEM OOJIBIIE JTOBEPHS
3aclyKMBaeT Tpeiaep. BaxxHO MOMHUTH, YTO caMble O€30MacHbIE CIEIKU

MPOBOJSATCSA HAa KPUIITOOUPIKAX.
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Pasnen 3.1. «CTpamiHasi peaJlbHOCTB)»: O0HAJBIIUKH, TPAH3UTYHUKH,
3aJIMBIMMKHN U YHUBEPCAJIbI

JIpOIIOB NIPHMHATO pacHpelNensaTs Ha KaTerOpud B COOTBETCTBHHM C HX
JNEUCTBUSAMMU:

OonanpuyuKku — 310 APONBI, KOTOPHIE CHUMAIOT CO CBOEM KapThl IIPECTYIIHbIE
JIEHBI'M U NIEpEa0T UX MOILICHHUKAM.

Tpanzumuyuku — 3TO APONBI, KOTOPbIE NEPECHUIAIOT OE3HATUYHBIM ITyTEM
IIPECTYIIHBIE ACHBIU 110 YKAa3aHHBIM MOIICHHUKAM PEKBU3UTAM.

3anueuwjuku — 3TO APONBI, KOTOPHIE MOJYYAlOT HAJIMYHBIE AEHBIH OT TaKUX
e JAPOMNOB, BHOCIT X Ha CBOIO KapTy M MEPECHUIAIOT APONaM «TPAH3UTUUKAM.

Ynuueepcanwvt — 310 npOITBI, KOTOPHIE MOTYT BBINOJIHATH BCE BBIICYKA3aHHBIE

JICUCTBHUSL.

o «llpooonxcumenvnocms  HcuzHu)  Oponnepa, NOCAEOCMBUA U
0MmeemcmeeHHOCmb 0111 Oponnepa.

[TomoraTh MOIIIEHHUKAM «BBIBOAUTHY MOXUIIEHHBIE JCHBI'H — MEPONPHUATHE
HeOmaromgapHoe. JlelcTBUS ApONmepoB MOTYT IMOINACTh MOJ YTOJIOBHYIO CTaThIO
159 «MomennnuectBo» nnm 174 «Jleranmzanus neHE)HbIX cpeAcTB». [lpm aTom
MOKET ObITh Ha3HAYEH KaK HeMalblil mTpad, Tak u 6ojee CypoBOe HakazaHUE —
apect. B 3TOM ciyyae CpoOK 3aK/IIOYEHHS B TIOPbME MOXKET JOCTUraTh 7 JIET.
Kpome TOro, B mepcrnekTuBe OOeCreYyeHbl MHUHHMAaJbHbIE IIAHCHl Ha
oOCy’>KMBaHUE B TOM WJIM MHOM OaHKE, YTO B COBPEMEHHOM JKM3HU MPAKTUYCCKU
HEBO3MOYHO.

BaxkHO OTMETHUTh, YTO CYpOBOCTh HAaKa3aHWUsSl HE 3aBUCHUT OT TOTO, 3HAJ JIU
JIpoIl O TOM, YTO OH JejiaeT, Wik HeT. VIMeHHO B 3TOM OoJjblas OMAaCHOCTH:

JIPOTIOM TTOHEBOJIE MOXKET CTATh KAXIbIN.
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IIpaBuia 0e3o0macHoOCTH

Kak ciyuaitHo He cTaTth Apornom?

- HE OTKJIMKAWTECh HA BAKAHCHUH C JIETKUM 3apa00TKOM;

- TIPOBEPSIITE MOTEHIIMATBLHOTO padoTOoAATENsI HAa IPEIMET HAJIUYMS OT3bIBOB
B IHTEpHETE;

- HUKOTJ[a U HUKOMY HE€ OCTaBJIANTE JaHHBIE CBOEH OaHKOBCKOM KapThl, TEM
OoJnee He TepelaBaiiTe ee TpeTbUM JHIaM (BO MHOTMX OaHKax repejadya KapT
TPETHUM JIUIIaM 3alpeleHa);

- peryjsipHO OOHOBISIUTE MApOJM K CBOMM OaHKOBCKUM MPHUJIOKECHHUSIM,
JUYHOMY KaOuHeTy moprtana «l'ocycmyru» W MpouuM (PUHAHCOBO 3HAYMMBIM
MPUIIOKECHUSIM;

- €CJIM Bac MOMNPOCSIT BEPHYTh CIy4YalHbIA MEPEBOJ J€HET, COBEPIICHHBII Ha
Ballle UMs1, HE COTJIalllalTeCh HAa 3TO, OOPATUTECh C STUM BOIIPOCOM B Balll OaHK;

- HE TIEPEXOJIUTE MO CChUJIKAM M3 HEU3BECTHBIX MUCTOYHUKOB, BO M30EKaHUE
B3JIOMA JIOCTyIa K 0aHKOBCKOMY JTUYHOMY KaOUHETY;

- BCer/la MOBBIIIAWTE CBOKO (DMHAHCOBYIO IPAMOTHOCTh — YUTAWTE HOBOCTH O

HOBBIX BHJaX MOIIICHHHNYCCTBA, BCAb «Hpez[ynpe;IQ[eH — 3HAYUT BOOPYIKCH).
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Pasnen 4. Toabko Tuxo! Beé 00 aHOHMMHOCTH KPUIITOBAJIIOT

o Baoswcenun ykpadennvix cpedcme 6 Kpunmaoeaniomy

Ha cerogusamHuii aeHb Ha pbiHKE TpeacTaBieHo Oosiee 9000 BumoB
KPUNTOBAIIOT, OJIHAKO HanboJiee MonyJssipHble cpean Hux 31o Bitcoin u Etherium.
MONIEHHUKN C LENbI0 JETAIN3alu JIEHE)KHBIX CPEACTB MOKYIAIOT pPa3IUYHBIC
OWTKOWHBI, YTO TO3BOJISIET UM CKPBITh KOHEYHOTOo OcHmpuImapa (4eloBeKa, B
MHTEpecax KOTOPOro COBEPIIAKOTCS AEHCTBUS; TOTO, KTO MOJYYUT MIPUOBLIB).

OTnUYUTENHEHONM  OCOOCHHOCTBIO  TaKUX  LU(PPOBBIX  aKTHBOB,  Kak
KPUINTOBAIIOTA, B OTJIMYKUE OT OAHKOBCKUX MPOIYKTOB, SIBJISIETCS, TAaK Ha3bIBaeMasl,
MICEeBI0AHOHUMHOCTh. Hampumep, Takue KpUNTOBAIIOTHI, Kak Monero u Zcash,
IPEIOCTABIISIOT HMHBECTOpam MTOJIHYIO AHOHUMHOCTb. Cyl1iecTByIOT
KPUIITOKOIIENIbKH, HE TpeOyrouue MOJHOW Bepu(UKAUU €ro BIaJeiblia, YTO
TaKKe€ MPEIOCTAaBISIET AHOHUMHOCTh HWHBECTOPAM, YEM OXOTHO MOJIb3YIOTCS
MolleHHUKH. B 1enom Bcs  cyTh  kpuntorpaguu U OmokuelHa — 3TO
KOH(HICHIIMATBEHOCTh, 0€30MacHOCTh U JEIEHTPAIA3AITHS.

Bwmecre ¢ TeM, CTOUT OTMETUTB, YTO TAKUE OPraHbl TOCYJAPCTBEHHOM BIIACTH,
kak denepanbHas cinyx0a o (uHaHCOBOMY MOHUTOPUHTY (PocuHMOHUTOPUHT),
HenTpanpubii bank P® u npouume, HaXOAATCA B MOUCKE MHCTPYMEHTOB, B TOM
YUCie HA TEXHUYECKOM U 3aKOHOAATEIIbHOM YPOBHSIX, MO3BOJISIOUIUX B3SITh O]
KOHTpOJIb omepanuu  1udpoBbix akTUBOB. OJHAa U3 OCHOBHBIX MpoOJieM
MPABOOXPAHUTENBHBIX ~OPraHOB TMPU  PACIYTHIBAHMM  IPECTYMHBIX  CXEM
3aKJII0YAETCs B UCMOJb30BAHUM MOIIICHHUKAMU MOJCTABHBIX JIUI] — APOIIOB, HA YbU
UMEHA OTKPBIBAIOTCS KPUNTOKOMIETbKH. [l03TOMY COOTBETCTBYIOIIHE CITyKOBI
CTaparoTCsl YCTAaHOBUTH CBSI3b MOJACTABHOIO JIUIA C PEATHHBIMH HCIOIHUTEISIMU
MOILIEHHUYECKUX OIEepaluii, HO M 3TO SBISIETCA TPYAHOM 3aJadyei, TaK Kak

«OTHOIICHUA» MCK/Y HUMHU BBICTPAUBAIOTCS KaK IMIPABUJIO TUCTAHIIMOHHO.
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e Bb1600 cpedcme u3z KpunmoeaaitomHslx 00MEeHHUKO8 U OUpIHC

CymiecTByeT /JBa OCHOBHBIX, HO HE EIUHCTBEHHBIX METOJa IO OOMEHYy
KPHUIITOBAJIOTHI: 3TO UCIIOJIb30BAHUE KPUTITOOUPK U KPUIITOOOMEHHUKOB.

KpunrooOMeHHHKHN OBIBAIOT ABYX BUJIOB: OHJIAMH U O(hJaiiH.

OmnyialiH KpUNTOOOMEHHUK MPEJOCTaBISET BO3MOXKHOCTH OBICTPOrO OOMEHa
KpUIITOBAIIOTHI. JlocTaTouHO BHIOpATh BaNIOTY, KOTOPYIO BBl XOTUTE MpPOAaTh, U
BaJIIOTY, KOTOPYIO XOTUTe KynuTh. [locie BBOJa CBOMX JAHHBIX BBl MOJyYaeTe
HY>KHBIE CPEJICTBA HA CBOM KOIIIEJIEK.

OdunaiiH BapuaHT KPUNTOOOMEHHHMKA MOJXOAUT HAWIy4IIUM OOpa3oM Jis
HanmuyHOTO oOMeHa. To ecTh ecnu HY>KHO OOMEHSTh KPUIITOBAIIOTY Ha PyOIH MIIn
pyOiu Ha KpUNTOBAIIOTY, TO JAaHHBIA BapuUaHT OyAE€T CaMbIM MPUEMIIEMBIM.
HekoTopbie KpuTOOMOSHHUKH TTO3BOJISIOT MPOBOAUTH OTEPAIITH AHOHUMHO.

Kpunrobupxa — 310 Ooyiee CIOXKHasg CTPYKTypa, KOTopas MpeArnojaraet
perucTpalmio ¥ YacTo HEOOXOAMMOCTh NPONTH Mpoleaypy «3Hall CBOEro
KiueHTay. KioueBbM OTIarYreM OT KPUNTOOOMEHHUKOB SIBISIETCS BO3MOXKHOCTD
TOProBaTh Ha OMpIKE CBOMMHU aKTUBaMH, a HE MPOCTO OOMEHUBATH.

C ToukM 3peHHs PUCKOB 00a BapuaHTa SIBJISAIOTCS PUCKOBAHHBIMM, OJHAKO B

CJIy4ac UCII0Jb30BaHUA KpI/IHTO6I/Ip)K PUCKOB CTAHOBUTC MCHBIIIC.

J Cmamucmuueckana ungopmayua 0 KpunmoganiomMHvlX ONEPaAyUsX,
0 00jle MOWEHHUYECKUX cxem 6 o00uwiem o0060pome Kpunmoeaaiomol.
Joxoonocms Kpunmosanwomul. Pucku «zopeungecmopay

ITo panHbiM 1Ib, axkTHMBHOCTH pPOCCUMCKUX IOJIb30BATENIEW Ha pBHIHKE
KpUINITOaKTUBOB BbIpocna 3a IV kBaptan 2023 — I kBapran 2024 roga. O6 3ToM
CBHUJETEIBCTBYET KOJIMYECTBO MTOCEIUICHUN CAaUTOB KPYITHENIIINX KPUIITOBATIOTHBIX
TOPrOBBIX IUIOIIAJ0K U O0OBEM MOTOKOB KPUNTOBAIIOTHI Ha OHpIKaxX, KOTOPBIHA

6
OLCHOYHO IMPUXOAUTCA HAa POCCHAH .

® 1Ib onenmn o0wveM omepamuii poccussH B kpunrobamorax.//PBK Kpunro. 24.05.2024.

URL:https:// rbc.ru/crypto/news/665066579a794764cS51aa3 1f
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KpunTtoBantoT Ha PBIHKE OFPOMHOE MHOKECTBO, OJHAKO C TOYKU 3PEHUS
JOXOAHOCTA MBI PacCMOTPHM HauOoisiee MONyJsipHYyr0 — OuTKouH. Ilo maHHBIM
PBK-HUuaBectunmu 3a 2024 ron, BIOXKEHHE B OUTKOMH OKAa3aJloCh OBl CaMbIM
MPUOBLILHBIM, OH MPUHEC OBl HHBECTOPY AOXOMHOCTH 146,35% B pyOmsax. 3a 3To
BpeMsi Kypc outkonHa Beipoc ¢ 4 000 027 1o 9 854 180 B pyOseBOM SKBHBAJICHTE.

Koneuno xe, OUTKOWMH, Kak W JIpyrd€ KPUNTOBAIIOTH, U B LEJIOM
(GbUHAaHCOBBIE AKTHWBBI, OYCHb BOJATHIICH, Hampumep, B HosOpe 2021 roma 1
outkonH ctoma mopsaka 61 000 $, a B HosiOpe 2022 roxa yxxe 20 0008, To ecthb
munyc 300%. Bmecte ¢ pocToM 1ieHbl OMTKOWHA YBEIUYUBAJICA U YPOBEHBb €I0
BoJlaTWiIbHOCTA — € 23,4% B konue 3 kBaprana 2023 roga no 80% B KOHIE
neporo kBaptana 2024 ropa. IlomMumO 3TOro, pacTyT M PUCKH B CBSI3U C
BO3MOXXHBIMH CAHKIIUSIMH CO CTOPOHBI HEIPY>KECTBEHHBIX CTpaH, YTO MOKET
MPUBECTU K TOTEpEe JOCTyMa K aKTUBaM B clydyae UX OJOKHUPOBKU CO CTOPOHBI
SMUTEHTOB KPUIITOBAIIOT.

Takke HYXHO MOMHHUTH, YTO YE€M BBIIIE€ JOXOJHOCTH TOTO WU HWHOIO
(MHAHCOBOTO aKTHMBa, TEM MHOTOKPATHO BbIlIe U pUCKU. CTOUT MOMHHTH, YTO
WHBECTOPHI MOKYMAIOT, HapUMep, OUTKOUH MOTOMY, YTO OH PAacTEeT B IICHE, a B
LIEHE OH PACTET MOTOMY KakK pa3, YTO €ro MOKYMAarT MHBECTOPHI, YTO MPUBOJUT K
3aMKHYTOMY KpYTy, B KOTOPOM MO>XHO Kak 3apa0oTaTh, TaK U TMOTEPATh CBOU
CpelcTBa.

Coenku C KpUNTOBAIIOTAMH CIIOXKHO OTCIEAUTh, MOYTH HEBO3MOKHO
OTMEHHUTh TPAH3AKIUIO (CHAENKY IO KYyIUIU-TIpojaxke akTuBa). CregoBaTelbHO,
pUCKaM B 3TOM OTHOILIEHHUU MOJBEpPX EHbl 00a YYaCTHHKA CIEIKU, €CIU MEXKIY
HUMH HET HAJEXKHOro nocpeaHuka. CTOUT OTMETUTh, UTO JIaK€ MOIICHHUYECKUE
CXEMBbI Ha «3TOM PBIHKE» OTMEHHUTh Helb3s. Hanpumep, MUpoKo U3BECTEH Ciyyai
C «pazzadyeil MOHET», rJe Ha (UITMHTOBOM CaiTe OT MMEeHM MuJutHapaepa Miona
Macka cooOmanoce O HEeCyIeCTBYIOIIeH akuuu JAenaprameHta Tesla mo
MapKeTHUHTY, B XOJE€ KOTOpPOW BCE€ TMOKJIOHHHUKA MAapKH MOTYT TIOJY4YUTh
KpunToBanoTy. Jns ydactus B akuuu HeoOxonumo Bbiciath oT 0,1 mo 20 BTC

(Bitcoin) i ot 1 mo 100 ETH (Ethereum) sikoObl njis mpoBEpKHU, a OOpAaTHO
36



Oyner otnpasieHoO BaBoe Oosblie. Ha camom aerne 31o Obuia pacrnpocTpaHEHHAs
cxema B GiokueiiHe-cdepe’, ¥ JCHBIM BO3BPAIICHBI JOBEPUHBBIM «HHBECTOPAMY

HEe OBLIH.

Pa3zbepem ocnoenvle munvl npecmynienuil ¢ KpUnmogaiiomamu:

1. MomennudectBo (Scams). MOIIIEHHUYECTBO SIBISETCS OJHUM M3 CaMbIX
paclpoCTpaHEHHBIX  BHUJIOB  NPECTYIUICHUH ¢  IUGPOBBIMU  BaJlOTaMH.
3II0yMBIICHHUKHA CO3AAl0T (PasibIlIMBble MHBECTUIIMOHHBIE CXEMBbI, MIAT(HOPMBI
st oomena kpuntoBamtoTel uiau noaaenbHbie [CO (Initial Coin Offering).
[Tonp30BaTen BBOJATCS B 3a0JIy»JE€HUE W TIEPEBOAST CBOU CPENICTBA, KOTOPHIC
3aTEM UCYE3AIOT.

B xauectBe mpumepa MOXKHO IPUBECTU (PMHAHCOBOE pacciieIOBaHUE, KOTOPOE
nposojuio MPY Pochunmonutopunra no CK®O (nanee - MPY, Ympasienue) B
2022 rony. B VYnpasienue noctynuiio oOpaiieHue rpakaaHku «My», JeHeKHbIe
CpeacTBa KOTOPOM TMOXUTWIM NOpecTymHUKH. C HCMOJIb30BAaHWEM OJHOM U3
COLMAJIBHBIX CETEU C TpakIAaHKOU «M» cBsi3ayach IEBYIIKA, KOTOPasi, UCIOIb3Ys
METOJIbl COIMANIbHOW WHXKeHepuu, yoenuna «M» mpuoOpecTH KpUNTOBATIOTY U
uHBecTUpOBaTh €€ Ha Oupxke «C». B xome ¢unancoBoro paccienoBanuss MPY
Pocuamonuropunra mo CK®O yctaHOBHIIO, UTO callT OUp KU OBLIT MOACIKON, a
KPUNTOBAJIIOTA, BJIOKEHHAsI TIOTEPIIEBIIEH, BHIBOJIUIACH MPECTYITHUKAMHU Ha OJHY
W3 W3BECTHBIX KPHUITOOMPK, OOMEHHUBAJIACh HAa CTIMOJIKOWHBI M B JajbHEHIIEM
MepEeBOINIACh HA AHOHUMHBIE KPUTITOKOIIETBKH.

2. Ilporpammel-BeIMOraTenu (ransomware) — 3TO OJMH U3 Haubonee
pacnpocTpaHEHHBIX BHJIOB KHOEpaTaK, MPU KOTOPHIX 3JIOYMBIIICHHUKH MIHPPYIOT
JIaHHbIE Ha KOMIIBIOTEPAX >KEPTBBI U TPEOYIOT BBIKYI, OOBIYHO B KPUIITOBAJIOTE,

JJI1 X BOCCTAHOBJICHM .

” Inon Mack onsarts OecruiaTHO pasgaer OmTkomHbl. Ha camom nene — 3to momennukn//PBK

Kpunro.06.07.2020 URL:https://www.rbc.ru/crypto/news/5f02¢92a9a794757a240c661
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OTOT TUI aTak OCOOEHHO OMAaceH, TaK KaK MOXET Mapain30BaTh padoOTy
KOMITaHUM, OOJIbHUII, TOCYJAPCTBEHHBIX YUPEKACHUN M JPYTrUX KPUTHUUYECKU
BKHBIX OpraHu3aluii. JIeHbI'M OT )KE€PTB MOCTYIAIOT B KPUNTOBAIIOTE, MOCIIE YETO
MPECTYIMHUKU UCIOJIb3YIOT CEPBUCHI «MHUKCEPBD» (tumbler) nsi mepemenimBaHus
CPEIICTB M UX JaJbHEHIIEro BbIBO/AA Yepe3 MHOTOUYHMCICHHbIEC TPAH3AKI[UHU, CHUXKAs
BO3MOYKHOCTb OTCJICKHUBAHUS.

Opna U3 KpynHeWmux atak ocyuiectBieHa Ha komnanuio Colonial Pipeline B
2021 rony. Beimoratenu notpeboBanu oruiaty B OUTKOMHAX Ha cymmy okouio 4,4
MIH fosutapoB. Ilociie mosydeHus: BhIKyNa MPECTYIMHUKHU MBITATUCh CKPBITH CBOU
CpelcTBa, pa3duBasi TpaH3aKIMU Ha MEJIKHUE 4YacTH M TIEPeBOJS HUX 4Yepe3
pa3JInuHble KPUNTOBAIIOTHBIE KOLIEIBKH JJIsI 3aIyThIBAHUS CJIC/IOB.

B 2023 roay BbIIUIaTHI MO MPOTrpaMMaM-BbIMOTATENISIM TIPEBBICHIIA OTMETKY
B | Muimapa Q0JU1apoB, UYTO CTAJIO0 HAUBBICIIMM IOKA3aTEJEM 3a BCHO HCTOPHIO
HaOmonennii. Xots B 2022 roay ObuT 3aUKCUpOBaH criajl 00beMa BhITIAT, 001ast
tenaeHims ¢ 2019 mo 2023 roasl ykasslBaeT Ha TO, 4TO MpoOiemMa Mporpamm-
BbIMOTAaTeNeN MPOJOJIKAET YCYTyOIsThCA.

3.KubGepripectymiienns ¥ B3JOMBL. XakKepbl YacTO HAaIEIMBAIOTCS Ha
KPUIITOBATIOTHBIE OWPXXM W KOIIENbKH, YTOOBI YKpacTh KPHUIITOBAIIOTY. Psn
XaKEPCKUX aTaK HAICJICH Ha KPYMHbIE OUPXKH, YTO MPHUBEJIO K yTpaTe MUJUIMOHOB
nosimapoB. Hambosnee u3BeCTHBIE Clydad B3JIOMa KPUNTOBATIOTHBIX OUPXK, TaKHUe
kak B3oM Mt. Gox B 2014 romy u B3nom Bitfinex B 2016 romy, mpusenu k
OTPOMHBIM TTOTEPSIM.

4 . HapkoTOproBiisi W WHas HeJerajdbHash TOProBiisa. KpUNTOBAIIOTHI TaKke
UCIIOJIB3YIOTCSl B KQUE€CTBE CPEJACTBA OIUIATHl HE3aKOHHBIX TOBApOB M YCIYI Ha
«aepHoM  poeiHKe». [lmatdopmser B «mapkuere» (darknet) mpuHMMaroT
KPHUIITOBAIOTY 3a MOKYIKY HAPKOTHUKOB, OPYXKHS U JIPYTUX HEJETAIbHBIX TOBAPOB.
B xauectBe npumMepa MoxxHO npuBecTy mwiargopmy Hydra, nedarenbHOCTh KOTOPO
ob1a ipecedena B 2022 roxy. [lo umeromumcst manapiM Hydra xoHTpompoBana

oonee 90% He3aKOHHOW TOProBIM B JAapKHETE, Il 3a BCE TOBapbl M YCIYTH,
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BKJIIOYAsl HApKOTHKH, OPYXHME€ M TNOJIJEIbHBbIE JOKYMEHTBI, OIUIAYUBAIUCH
KPUNITOBAIIOTON

5. ®unaHcupoBaHue TeppopusMa. KpUNTOBaNIIOTHI TAKKE HCIOJIB3YIOTCA
Ui (PUHAHCUPOBAHMS TEPPOPUCTUUECKUX OPraHMU3AIMM, TaK KaK OHU MO3BOJISIOT
COBEpIIaTh AaHOHUMHBIE TIEpeBOABI 0€3 HEOOXOAMMOCTH  HCIOJIb30BaTh
TpaJULMOHHbIE OAHKOBCKHME CHUCTEMBL. MeXIyHapOoAHbIE TEPPOPUCTHUECKUE
IPYIIBl UCHOJB30BAIM KPUIITOBAIIOTHI I cOOpa CPEACTB 4epe3 pas3iIMyHbIe
mwiaropmel, HMHOIJA Yepe3 JOHAThl WIKM (alblIUBble OJarOTBOPUTEIbHBIC
opranuzauud. Ilpu 3ToM HHU(POBBIE BAIIOTHI MOTYT HCIOJB30BAaTHCA B JAHHOU
MPECTYIHOM AESATENBHOCTH Cpa3y Ha HECKOJIBKHX 3TamaxX - KaK HHCTPYMEHTHI,
obecnieunBaromye cOOp, XpaHeHUE (UHAHCOBBIX CPEJICTB Uil JIOJITOCPOYHBIX
U KPAaTKOCPOYHBIX LEJeHd TEeppOPUCTHYECKUX OpraHu3alMii W Ha 3Tame
IpUOOpETEHUs] CPENICTB COBEPIICHUS TEPPOPUCTHUECKOTO aKTa (MOAAEIbHbIE
JIOKYMEHTBI, OPYKHE U B3pbIBYATKA) B JAPKHETE.

VYKkazaHHbIE BbIIIE€ BUIbl MPECTYIUICHUN C UCHOJIb30BAHUEM KPHUITOBAIIOT
IIPOJIOJIKAIOT 3BOJIOLUOHUPOBATh, M C PA3BUTHEM TEXHOJIOTUI MOSBISIOTCS HOBBIE

CXEMBI.

IIpaBuia 6e3o0nacHOCTH

o Hcnonw3yiite IBYX(hakTOpHYyIO ayTeHTU(PUKALIHIO. Eciu
KPHUIITOKOIIIENICK JTaeT BO3MOKHOCTbh, CO37aiiTe «cua-hpasy» sl BOCCTAaHOBICHUS
JOCTyIla B Cjydae IIOTePH YCTPOHCTBA WIJIM TIOBPEKICHUS TMPOTPAMMHOIO
o0ecrnedeHusl.

o XpaHuTe pe3epBHBIC KOMHMH B 0E30MMACHBIX MECTaX, TAaKUX KaK CEHBI,

U HE COXpaHSWTE MX B AJIIEKTPOHHOM BHUE (Hampumep, Ha KOMIIbIOTEpPE WM B

obmake).
o Hcnonp3yiTe CIIOKHBIE ITAPOJIN.
o JKenaTenbHO MCHONIB30BATH OTAEIBHOE YCTPOMCTBO TOJIBKO IS

A0CTYyIla K KOIICJIbKaM.
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o Perymnsipo oOHOBIIANTE IPOrpaMMHOE OOecTIeUeHHeE.

o He ucnons3yiite myonuunsie cetu Wi-Fi.

o [To3a0oThTECH O 3alIUTE CBOETO YCTPOWCTBA: YCTaHABIMBAWUTE
napoyu, OMOMETPUUYECKYIO ayTEHTU(UKALINIO Ha CBOMX YCTPOMCTBAX.

o He adpummpyiite B myOJUYHBIX MECTAX, a TAKKE B COLUAIBHBIX CETIX
U Ha ¢opymMax Hajguuhe OOJBIIOrO KOJMYECTBA KPUIITOBAIIOTHI HAa BalINX

KOIICJIbKax.
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Pa3znen 5. MexayHapoaHasi 0JIMMIIUAA/AA M0 (PUHAHCOBOM 0€30MACHOCTH

[IpoBenenrie OnuMmmnuaasl HAMpaBiICHO Ha MOMYJspU3alUio (HUHAHCOBOM
0e30macHOCTH KaK HOPMBI KU3HH, a TAKKe Ha (POPMUPOBAHHUE Y MOJIOJICHKH HOBOTO
THUIIa MBIIUICHUS: OT 0€30MacHOCTU JJMYHOCTU — K O€30I1aCHOCTH roCy1apCTBa.

B Onumnuane npuHUMAalOT y4yacTue CTyAEHThl OakanaBpuata (1-3 kypc),
cnenuanurera (1-4 kypc) m maructparypel (1 Kypc) BY30B CTpaH-y4acTHUIL
OnuMnuansl, a TaKKe MKOJIbHUKH 8—10 K1acCOB POCCUICKUX MIKOJL.

C yuerom mnpoduns Onumnuansl («DuHaHcOBass 0€30MaCHOCTHY)
OJINMIHUAHBIC 33]IJaHUSI COCTABJICHBI HA OCHOBE CJICAYIOIINX MPOTPAMM:

- JUIA IIKOJbHUKOB — Ha OCHOBE IMporpamMM o00I11e00pa3oBaTeIbHBIX
MpeAMETOB: MaTeMaTuKa U HH(popMaTHka, 00IIECTBOZHAHUE, IKOHOMUKA;

- JUIS CTYJEHTOB — Ha OCHOBE OCHOBHBIX OOpa30BaTEIbHBIX IPOrpamMm
BBICIIIETO OOpa30BaHUs 110 HATIPABJICHUSIM MOJITOTOBKHU:

* FOPUCTIPYACHITUS;

* MareMaruka, TMpUKIaJHas MareMaThka W WH(OpMaTHKa, MPUKIaIHAS
MaTeMaTuka, MaTeMaThKa W KOMIBIOTEpHbIE Hayku, (yHIaMEHTaIbHas
uHpopmaTtnka W WHPOPMAIMOHHBIE  TEXHOJIOTMHM,  HWH(QOpMaTHKa U
BBIYMCIIUTENbHAS ~TEXHWKA, TMpUKIagHas uHpopMaTuka, HMHPOPMAIMOHHAS
0€30MacHOCTh, OM3HEC-UHPOPMATHKA;

* JKOHOMHKA, PUHAHCHI U KPEIUT, IKOHOMUUYECKasi 0€30MMacHOCTb;

* MCXKAYHAPOAHBIC OTHOICHHUA, PECTUOHOBCACHUC.

[Tobenutrenu u mnpuszepbl OIUMIMANBI TOTYYAIOT TPEUMYIIECTBA TPHU
MOCTYIUICHUU B BY3bl MeXIyHapoaHOTO ceTeBoro MHCTuTyTa B chepe [1O/DT
Ha MpOTpaMMBbI OakajlaBpuaTa, MarucTpaTypbl U acClUPAHTYpPhl B COOTBETCTBHUH C
JproTaMu oJauMnuan | ypoBHA, a TakKe BO3MOYKHOCTb CTaXXUPOBATHCS B
PocpuHMOHUTOPUHTE U IPYTUX OpPTaHU3ALMIX.

OnuMmmnuana npoXoaUT B HECKOJBKO 3TAIOB:

— TeMaTU4eCKuii ypok «DuHaHCOBast O€30MACHOCTDY;
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— IMPHUTJIACUTEIBHBIN ITAIT;
— OTOOPOYHBI JTar;
— KBaJIM(PHUKAIIMOHHBIH STalIT;

— (hUHATBHBIN TAI.
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IIpunoxenne Ne 1.
I'noccapuii

Jlponmnep, Apon — 3T0 NOACTaBHOE (PU3NUECKOE JIMILI0, OPOpMHUBILIEE HA CEOsI
CpeAcTBa IuIaTekeil (OAHKOBCKHE IIJIACTUKOBBIE KapThl, OaHKOBCKHE CUETa,
AJIEKTPOHHBIE KOIIEIbKU, KPUMNTOKOIIEABKA W Tp.) W/WIN 3aperucTpUpOBaBIIEE
ce0s B KadecTBe MHIMBUAYyanbHOro mnpennpunumarens (MII) w/mnm nupekropa
W/WIA  yUpeauTeNs IOPUIUYECKOro JMia O0e3 IeTd pealbHOro y4yacTHs B
OpEeIPUHUMATEIBCKON JIEATEIPHOCTH C NOCHeAyIolEeld nepenadeil (cObITOM)
TPEThUM JIMIIAM 32 JEHEKHOE BO3HArPaXKJACHHE WM WHbIE MaTEpHAJIbHBIE WM
HEMaTepUalbHble LEHHOCTU JJIEKTPOHHBIX CPEACTB, HpPEIHA3HAYECHHBIX IS
yIpaBJICHUSI CBOMMH CpPEJICTBaMHU IIIaTeKEHW W/MIM OaHKOBCKUMHU CYETAMH H
(UMHAaHCOBOM JAEATENBHOCTbIO O(GOPMIIEHHBIX Ha HEro OpraHu3aluuid W/Win
UHAMBUIYaJIBHOTO NpennpuHuMaress. K «aponam» Takke OTHOCATCS (pU3HUECKUe
Jula, MPEJIOCTaBUBIIME CBOU MEPCOHAIbHBbIC JaHHbIE U JOKYMEHTBI JUIs
UACHTU(UKAIIMA TIpU TPOBENECHUU (UHAHCOBBIX OMEpalii C HAIUMYHBIMU
JICHE)KHBIMH CPEACTBAMM, IPUHAJICKAITUMH TPETHUM JIMLAM U B UX UHTEpecax.

ICO (Initial Coin Offering) — mnepBuYHOE pa3MEIIEHHE MOHET WU
NEPBUYHOE pa3MELICHHE TOKEHOB — (opMa MNpPHUBJIECUECHUS HHBECTHIMI uepes
BBIIYCK M MPOAaXy HMHBECTOpPAM LHM(PPOBBIX TOKEHOB 3a (pUATHBIE JEHEKHbIE
CPE/ICTBA MUJIU UHBIE KPUIITOBAIIOTHI.

NuBecTHUMHN — JEHEKHBIE CPEICTBA, LIECHHbIE OyMaru, UHOE UMYILIECTBO, B
TOM YHCJI€ UMYIIECTBEHHbIE MpaBa, UHbIE MPaBa, UMEIOUIUE JIEHEKHYIO OLICHKY,
BKJIaJ[bIBa€MbI€ B OOBEKTHI MPEANPUHUMATEIILCKON U (MJIM) UHOU JESTEIbHOCTH B
HEJSAX MOTYYEHUS MPUOBLITN U (UJTN) TOCTHKEHUSI HMHOTO TI0JIe3HOTO 3 dekTa.

HNuBecTop — mu110, OCYIIECTBIISAIONIEE UHBECTUIINH.

KpunroBanwra — wugposasa eantoma — COBOKYIHOCTb 3JIEKTPOHHBIX
JaHHBIX  (mmdpoBoro  kKoma  WiIM  OOO3HAYEHMS),  COASpKAIIUXCS B
MH()OPMAIMOHHOW CHUCTEME, KOTOpbIe MpeiaralTcss W (Wid) MOTYT ObITh
IPUHATHL B KAYECTBE CPEACTBA IIATEXa, HE SBISIOIIETOCS IEHEXHOU eIMHuLEn

Poccuiickon ®denepanuu, AEHEKHOW EIUHULIEM HWHOCTPAHHOIO TOCYIAapCTBa MU
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(WJI1) MEXITYHApPOIHOM JEHE)KHOM WM PAacUETHOW €IMHULEH, U (WJIM) B Ka4yeCTBE
WHBECTUIIMMA M B OTHOUICHHMH KOTOPBIX OTCYTCTBYET JIMIIO, OOsI3aHHOE IMepen
KaXXIbIM 00J1a/1aTeNIeM TaKUX 3JEKTPOHHBIX JTaHHBIX, 3@ HUCKIIIOUEHUEM OIEepaTopa
U (unn) y3moB MH(GOPMALMOHHONW CHUCTEMBI, OOS3aHHBIX TOJBKO OOECIeunBaTH
COOTBETCTBHUE IMOPsIIKA BBITYCKA 3TUX JIEKTPOHHBIX JAHHBIX U OCYIIECTBIICHUS B
UX OTHOIIEHUU JEHCTBUM IO BHECEHHIO (M3MEHEHMIO) 3aluceil B TaKylo
UH(GOPMAIIMOHHYIO CUCTEMY €€ MPaBUIIaM.

Kpunropsinok — KpuUNTOBaIIOTHBIM PBIHOK — IUIOIIAJKa, HAa KOTOPOMU
TOPTYIOTCSI KPUIITOBAIIOTHI.

Ckam-nipoekT (ckaM) — (OT aHIJI. scam — «MOIIEHHUYECTBOY, «adepay) -
MOILIEHHUYECKUI MHBECTULIMOHHBIN MPOEKT, CO3JaHHbIN JJIs MOTYYeHHs] ObICTpO
BBITO/IbI.

ConunanbHasi HHKeHEePHsA — 3TO OOMaH M MaHUMIYJISIUH, 3aCTaBIISIONINE
JKEPTB JeJaTh TO, YEro OHU HE JOJDKHBI (HalpHUMEp, COBEPLIATH 3JIEKTPOHHBIC
NIEPEBOJIbI CPENICTB, PACKPHIBATH YUETHBIE TAHHBIE U TIPOYEE).

Cua-dpasa (seed-gpasza) — >T0o mociaeaoBarejJbHOCTL U3 12, 18 wiu 24
CJI0B, KOTOpasi CIY>KUT TJIaBHBIM MHCTPYMEHTOM ISl BOCCTAHOBIICHUS JOCTYMa K
KPUNTOBAJIOTHOMY KoIleiabKy. OHa mpeacTaBiisieT co0OW CBOEro poja mMacrtep-
KJIFOY, KOTOPBIA NPENOCTaBISAET AOCTYN K KPHUIITOBAIIOTHOMY KOIIEJBKY, €ro

JaHHBIM U CPCACTBAM.
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